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Preface

Packing contents

M The GSMT User s Manual

M  GSMT (Version 1.0) on CD

M GSMT (Version1.0) Quick Installation Guide M Warranty and Registration Software

Technical Support

Gigabyte provides technical support for Gigabyte products purchaseddirectly from Gigabyte

or from Gigabyte authorized reseller only.

IF

Then

You purchased this product from Gigabyte or
from a authorized reseller,

Call Gigabytestechnical support at 886-2-
89124888, ext2222. Please be prepared
to specify the serial number or CD Key of
the product (if applicable)

This Gigabyte productwas installed as part
of system manufactured by a company other
than Gigabyte or you purchased a Gigabyte
product from an unauthorized reseller,

Call the technical support department of
the computer manufactured or the
unauthorized reseller. Gigabyte does not
provide directtechnical supportin this case

Website

We invite you to access the Gigabytes World Wide Web site via:

http://www.giga-byte.com
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hapter 1  Introduction

Overview

Gigabye Server Management Tool is the solufon for centralized management (Froma Single
Station) of various devices that are connected in the network environments. GSMT provides
powerful features under the UMS utility. Itis also a powerful server application that allows
system administrators to simplify hardware management

because GSMT is a J2ee (Java 2 Platform Enterprise Editon) server applicaion. GSMT is
portable to any operating system. GSMT console is web enabled where the user interacts
with the application using a web browser.

Note: AsmartJMX (JavaManagementExtension) agent enablesthe systemadministraion to

perform complex management operations.
Supported Protocols

Standard Protocols
e SNMP (Simple Network Management Protocol)
e IPMI (Intelligent Platiorm Management Interface)

Operating System

GSMT is supported by the following operating systems:
e Windows® 2K
e Windows® XP

The Following table shows browsers that are compatible with GSMT:

0S Name |[E version Netscape version Opera version

Windows 6.0 and above 6.0 and above 6.0 and above
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Summary of Features

Features

Description

Discovery

Network Model definition

Defining Discovery Scheduling

Start Discovery

Stop Discovery

Support multiple protocolsto discover and amange
devices

System Monitoring

Hardware health monitoring
Gauge Monitoring

Counter Monitoring

String Monitoring

Configure Poll Interval
Global Stop Monitoring
Global Start Monitoring
Start/Stop Monitoring

Event Management
Automated corrective actions toreduce downtime of
the system

Configuration
Management

Configuring device

Advanced IPMI
Features

Serial Flashing
Console Redirection

Security

Role

. Execution

4 Configuration
U Organization
o General

Conttl
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Features Description
Security ] Signup
(Contt) . Login
] Start Discovery
. User rights based on node
] User profile
Report U Graphic format
. File

View EventLog

View Configuration of a node

View Monitoring of an atfribute

View Discovered nodes

Global Start Monitoring

View Network model

View Historical Data collection of an attribute
View Discovery Progress
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Intrusive and Non Intrusive Methods
The GSMT uses two diferent methods to instrumentmanaged nodes. These two mehods are

explained in the table below:

Method

Description

Intrusive

A node management method is classfied asintrusive when
the agentused to insrumentthe node and communicate with
the server application resides on the node.

For instance:

The smart IMX agent would reside on all the IPMI in-band
managed nodes. GSMT will communicate to the BMCon the
managed node via the smartagent The smart agent
communicates to the BMC using a device driver, which in
turn communicates using KCS or SMIC interface.

Non-Instrusive

A node management method is classified as non-intrusive
when the agent resides remotely on the GSMT and the
communication with the node is implemented through a
standard communication protocol already supported by the
OS of the managed node.

For instance:

In case of IPMI, GSMT can communicate side-band with the
BMC on the managed node. In this type of management,
GSMT manages the node using RMCP

(Remote Management Control Protocol) over UDP (User
Datagram Protocol) and send request data according to the
IPMI specification.
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hapter 2 Quick Installation

Getting Started
Prerequisites

Before you can install the GSMT utility into your host sy stem, you must meetthe minimum
system requirements. See the table below:

Requirement Description

Processor/speed You need at least an 800 MHz processor installed (Intel®
Pentium® Ill processor, Intel® Pentium® 4 processor, AMD Athlon™
XP processor, or equivalent).

Sy stem memory You need to install at least 256 MB of sy stem memory.

Hard disk drive space You need at least 28 MB of space on the Primary Master IDE hard
disk drive dedicated to the GSMT utility .

Network card You musthave a 10/100 Ethernet adapter card installed (onboard ol
installed in an ex pansion slot). You must have a 10/100 Ethernet
adapter card installed (onboard or installed in an ex pansion slot).

Note:  The GSMT utility supports one netw ork controller.

Required Plugin

The following UMS components require Java plugin:
o Discovery Status
o Graphical View of Historic Data Collection
J Console Redirection

Ifany of the UMS components above failed to function, you mustdownload the Java plugins
as described below:

For Microsoft Windows operating system:
Stepl. Go to htip://java.sun.com website.
Step2. Go to download of J2SE v1.42
Step3. Selectthe Windows Installation’and JRE’version.
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Step4. Install the JRE.
Step5. Exit the internet browser running the UMS utility and login to UMS.

For Linux operating system:
Stepl. Go to http://java.sun.com website.
Step2. Selectthe Linux RPM in self-exacting fle’and JRE’version.
Step3. Install the JRE.
Stepd. Exit the internet browser running the UMS utiity and login to UMS.

Macromedia Plugin
The following UMS components require macromedia plugin:
. Discovery Nodes

Ifthe UMS componentsabove failed to function, you mustdownload the macromedia plugins
as described below:

Stepl. Go to http://www.macromedia.com website.

Step2. Select download and then install the latest version of the Macromedia Flash
player.
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Installation

QSun

microsystems

JAVA™ 2 PLATFORM
STANDARD EDITION

Version 1.4

Installing Java Development Kit
Use the following steps to install the Java Development Kitinto the host system.

Stepl. Insertthe UMS CD into the host system. Double left click on the j2sdk-x_x_x_xx-
windows-xxxx.exe executable fle to begin the Java Development Kit installaion

procedure.
CITE HE=E
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UK ETIEE inzees Imish Pa_ &)1 =]
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Toger dqpbcnion fiee S5 AVEEANE 470 My Compuie 3
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Note: Itis recommended to install an Internetbrowser first before installing the Java 2 SDK.
By following this sequence, you ensure that all necessary plug-ins required by GSMT are

Step2. The Java DevelopmentKit InstallShield Wizard automatically starts to extract the files
needed for the installation. After the extraction is complete, the Java Development Kit
InstallShield Wizard automatically begins to load.

A derun # SIK - e et hi=d Wizsm

Caliacting Tles
Tha partanits of Bis packags arm bemg exiracied,

Hieacs Amt wiis che  notslsis ki Waned soracis Sha s rmeded Ea bl Javs s
EDE srvpour coerpkoi . T mas Bk oo s momns ks,

Erah naamie ol Lodas

Lo l ] Tanral |

Step3. Java DevelopmentKit InstallShield Wizard dialogue box opens. It states that the Java
Development Kit Setup is being prepared.

Inztall5hield Wizard

MANENNANNERRRRNRNNRNNNRRNNNEN]

«ana Developmant Fit 5eiup i prepanng the Installs bield®

fizand, which will gusds wou thvouah the rest of the zetup
process. Pezze wail
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Stepd. Click on the Next button when you see the Welcome to the InstallShield Wizard
Java 2 SDK screen.

Ti1aLalShizld Wizard =

Walcumy b L InglallE gl Wheaid I Java 2
SRE. BF ~1 4 m

T o= lme=la v eld 2 e vl st Jae= 2009, S0
PTALLNT wova o pda Lo we, ces He-lL

Conm |

Step5. Click the Yes bution to accept all terms of the Sun Microsystems, Inc. Binary Code
License Agreement toproceed with the Java DevelopmentKit installation procedure.

InstallShickd Wizea d

Licemec AQiccmem
Plzzoz reaz thz ld o vz loonas zoresme -l carchalb,.

Piazx 1 F5EE DA b Lo e W il ol o magios me,

Suq Micioanster s, v Bivam Zzcc Ciccr i Acrcsme _a._l

BEAE THE T=HES IF LIS SvdkRRRIFR D SAH 3 AR FE 1 DR

SIIFFIFM=YTal IRFHAS T=3MS 01 FRTRFI “ARRFFMFNT"|

CANCTLLLY JEFNE CPLAG TI :::IFT-.'-.'T-.I'IE M2 rackanr, 0

OFER HG “HE SCTSE EDLS =, .-. ZAE 0L AGSEE TC THZ TSk 2

MF THIS aSF==4FHT IF a7l AR= AT7F 551G TR STFTW2RF

ELz_1HLH A IMUILE TEvU IR aLLEFIEH_E JF [HESE EFMSES

MEL= C1ME b= ULER U EULTUR &1 [He =40 LF RIS okSERb =Y

1IN INC ™ ann™ T4 T 17T MOOTT YT IPH T P ;I

Mg aoeal ol the dee—e cftar proeed ng s Agemert? 1 y-n cacee Bl oo
rapp il claie Toiri=lJses 2 T 37 ol d 2_01 o0 s scc=phboi soreamant

It Bl el 2

v Hono Tix I Hu |

12



Quick Installation

Step6. Click on the Next bution to install the Java 2 SDK into the default location.
Note: You can also selectanother location by left clicking on the Browse button.
Note: Ifanother location is selected, do not use spaces in the path or file name.

Inktallshield wizand =
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Step7. Selectthe components you want to install and uncheck the components you do not
wantto install. Left click on the Next button to continue.
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Step8. Selectthe Internet browser(s) you want to use to access the UMS server and click
on the Next bution.
Note: You can enable or disable the Java(TM) Plug-in Control Panel.

Installshickd wizaed

Select Diowsers

Cavs TP T hag e [be ke deisd: s nactis for 1Ee o0bosd 1 brossssis)

™ Hebazqg v b
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Step9. The Setup Status screen appears giving you a graphical representation of the

installation progress.

L) 5]t ‘Wieard
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Step10. Click on the Finish button to complete the InstallShield Wizard.

ST InztallShield Wizard Complete

Java 250K, SE +1.4.0_01 Selup iz now complete.

Fedect the ophion belovs it wous wish b views the README fie
nicw for meee indoimation about whal's new n this release a:
izl az howi b ebup poui eswinaninert ba ugse the Java 2 SDE

[T ee, L o view Ihe README file.

Click. Finigh to complate Setup.

Bach Firizh IZEnCe

Step11. Congratulations! You have successfully installed the Java 2 SDK on your host system.
Note: The Java 2 DevelopmentKitis now available from your Programs menu

accessible from the Start bution.
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Installing GSMT

Use the following steps to install the UMS utility into the host system.

Stepl. Insertthe GSMT CD. Double click on the Setup.exe executable fle to initiate the
GSMT installation procedure.

! ki Bl Vaar  Fax JIH- I|1h I‘ih
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£l | | r
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Step 2. GSMT automatically sarts to extractfles needed for the nstallation. After the extaction
is complete, the InstallShield Wizard automatically begins to load.

LimLallS sl Wizard

Freparing to Install..

U5 S g prcgsning e it € a0 Wi, AFichiedl

A1 0L 0 A PO T 17 e

~al

Lot e irdass i ddw

HAer
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Step 3. Click on the Next buton when you see the Welcome to the InstallShield Wizard for

GSMT screen.
=
Tk xum Do T Lo allS loshl Soocsal Do T
TE=In~l=a-dre nied 4 ol = o
vapd heoameng e
s S O i |

Step 4. Type your User Name and Company Name into the appropriate fields. Select all
users orself-accessible rights by leftclicking on one of the two radio buttons, (Anyone
who uses this computer [all users] or, Only for me). Left click on the Next button
to continue.

Customer Infemation
Shru el pumilimdi

acrpamblare

el e

sl i appicaranle
1 A wEgra s coeon e L,

EIE T (T e

w o i

» Hadt e > Lz A
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Step 5. lick on the Next button to install the GSMT utility into the default location.
Note: You can also selectanother location by left clicking on the Browse button.
Note: Ifanother location is selected, do not use spaces in the path or file name.

InstaliShield 'Wizard - k|
| b e i lmimm | snizalmin
oo dubba vd o s dulase e d ey
e oqiva redd wArlla duenn e
(T TRE T I (R (T B N IE A R W B P (P ] PO I TR T T A TR T T

v alikh

= Deadrictin Faila

AR IRES v, I

smbied

B Y I e |

Step 6. Selectthe feature you want to install. Left click on the Next button to continue.
Note: IfUMS Server is selected, you can manage any nodes connected on the network.

Also, ifUMS Agentis selected, you can have supportfor IPMI Inband and AMI
proprietary protocol.

Inntalthiekd Wirand o ]
Sideel Biaduncz
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Step 7. The Setup Status screen appears giving you a graphical representation of the
installation progress.

Inaallshiekd Wer s d

3|

Srlup Sradua
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Step 8. Click on the Finish bution to complete the InstallShield Wizard.
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Step 9. Congratulations! You have successfully instlled the GSMT utlity on your sysem. Itis
now a UMS server.

Note: The GSMT utility isnow available fomyour Programs menu accessible fromthe Start
Window button.

Running the GSMT server from Windows

Use the following steps to start UMS through the Start window bution.

Step 1. Fromthe Programs menu item, select UMS and click on Start UMS menu item.
Note: This will take 4 minutes to complete the application running appropriately.

i UMS Pl Start LMS
T Stop UMS

Step 2. You can stop UMS by lett clicking the Stop GSMT menu item.

IR "5 Start UMS
E Cto p LIS
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Connecting
Use the following steps to connect to your UMS server.

Step 1. Type the IP address of the UMS server

| Fie Edt View Favaes Toos He ”|[JEEH
jhddrtssl hiltp: /A seremimame; 8080/MS] "'I -.E':"EH:{_

Step 2. Once you press the <ENTER> key or left click the Go bution, you are immediately
prompted for a username and password.
The default username and password is as follows:
Default username: Admin
Default password: Admin
Note: Ifthisis your firsttime using UMS, then enter the following IP address:
Htip:<Servername>:8080/UMS/first_time_only.jsp

[ 1771 e i
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Step 3. The UMS startup screen appears. You are now connected to the UMS server.

g -

FapoTE
[Ty
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Uninstalling UMS

Use the following steps to uninstall UMS (server/agent).

Step 1. Fromthe Setiings menu item, select Control Panel and double click on Add/
Remove Programs.

E3 Control Panel [E|l=] [E3
| Rk Rl e Faasie Tag®

| ook - = 5] | BRI i
| erzss |zl Faninnd Maned | e

Hare & ] Commery: L=
.ﬁq.rr.n.'..'.i'-u Ity Mphinns Tt smeessh

L'%.’-‘u 1R smre= Hes loxdls, vmre=s ~r e
& AcdeRon PP Incl: andicmoves L Lo
8] Acmiistratiec Took-: fiqurc: adminizr ..

@ Aobe Gamnma Calibrate mosilor for . .

% totomabic Updates  Configures Bulom=h . i
@ b T e Mair fhe Asbe broe ;I

[Iztalke | 1S M» Computer i

Step 2. Click on the UMS componentyou want to remove and then leftclick on the Change/
Remove button.

Note: GSMT mustbe uninstalled first before the Java SDK is uninstalled.
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Overview

Gigabyte Server Management Tool (GSMT) provides powerful features under the UMS
utility. Through the user-friendly Wed-based interface, you can define and manage Network
Models are located in the same or connecting network. The UMS utility provides you with
powerful tools that allow you to manage multiple Network Models from a single station.

Note: Anetwork model is the domain where the UMS utility performs the discovery process
on the nodes to be managed. You can specify a network model by defining the network
address, the network mask and the start/end IP addresses.

The following sections will guide you the procedures to configure UMS utiliies.

P-4
[

L] R e =a |

- B
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Configuring GSMT

Section Icons and Functions

SECTION ICON [NAME DESCRIPTION
Discov ery @ Device This section can be started any time using start
Nodes discovery process. Discovery can also bestarted for g
single netw otk model or a set of netw otk models. When
discovery is started, UMS will present a discov ery
progress screen to the user. If discovery is already in
progress, then a new discovery process can not be
started.
@ Configure This section allows you to configure the netw ork mode
Discov ery and the discovery cycle.
EE;‘# Discov ered This section allows you to view list ofdiscov ered nodes
= Nodes in UMS.
i ii| View Logical This section display s the Nodes Identifier, Device Type
= Nodes and Protocol Name.
E;;‘\# Stop This section allows you to stop discovery atany time
= Discov ery through stop discovery process. When stop discov ery
is clicked, the discovery that was started previously
will be stopped.
Devices ‘E‘ Select This section allows you to select a device. A list of
k¥ Device discovered device will be display ed. After selecting the
device and clicking on [Enter], the selected device will
be the current device.
Method This section allows you to invoke a method on a
@ Inv ocation selected device remotely.
View This section allows you to view and clear the BMC
@ SEL eventlog. The event log is arepository system events|
and certain sy stem configuration information. The even
log display s information such as attribute values going
out of range, BIOS post messages, and so on.

25
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SECTION ICON |NAME DESCRIPTION
Device View This section provides support for accessing multiple
(Contt) @ FRU sets of non-volatle FRU information. User will
ty pically access information for each major sy stem board
(forexample: Processorboard, memory board, I/O board
and etc.) The FRU data includes information such as
serial number, part number, model and asset tag. This
information is av ailable even when the sy stem is pow
ered down.
Unmanaged This section allows you to delete template nodes.
@ Nodes
Unmanaged This section allows you to delete a template nodes.
@ Template
Nodes
| Bl |Select This section allows you to select a template nodes.
sswriza| Device
Monitoring System This section allows you to view the list of attributes
g Health that are marked as candidate for monitoring for a given
Information node or template.
Select This section allows you to select attributes to be
@ Monitorable monitored of the selected node.
Attributes
Global This section facilitates restart of the monitoring in case
g Start its globally stopped. Monitoring of any of the attribute on
Monitoring any node could be done only if monitoring is globally
started.
Global This page facilitates you to globally stop monitoring.
Stop None of the attributes of any node will be monitored
Monitoring if the monitoring is globally stopped.

Configure Poll
Interv al

This section shows you how frequently the attributes
should be polied. You are allow ed toconfgure this interval,
Note: This sampling ime is alway s the multiple of this
poll interval.

@ 9 &

View
Historical Data

This section allows youto view historical data collected
for a particular attribute for particular node.

26
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SECTION ICON |NAME DESCRIPTION
Configuration Configure This section allows you to configure the monitoring
@ Monitoring definition of a certain attribute that belongs to the curren
device (node) in the session.
Configure This section allow s you to configure the parameter
@ attributes of IPMI Commands that are configurable.
Currently implemented for LAN and PEF.
Configure Mail [ This section allows you to configure mail server details,|
@ Server
Services m Load Services | This section allows you to load services
{i] Compile Files [ This section allows you to compile the loaded files and
_:E“% associate device ty pe with it
IPMI This secion provides a means to send IPMIcommands
@ Conformance to BMC. You can send commands using an in band
Tool interface. UMS also provides screens for giving input
parameters for each command. UMS constructs a
request packet with the input given by the BMC
forwarding it back to the client.
Events ;3 View This section allows you to view the event occurred
~ Events in UMS.
Modify This section allows you to modify actions associated
% Action with events.
Event This section allows you to configure events.
23 Config.
Users Modify This section alow's you to modify rights associated to g
= Rights user.
View This section allows you to view rights associated to
: | Rights users.
Node Rights This section allows you to associated node to users.
User Profile User section allows you toview or modify your profilg
% but not access permission using user profile option.
User Accept This section allows you to accept users.
Reports This section allows you to download the historical datg

as reports.

[ Historical Data
B Files

27
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Default User Name and Password

When you first try to accessyour UMS server, you willbe pronpted to enter a user name and
password.

The default user name and password is as below:

Filed Default
Default user name Admin
Default password Admin

Note: User name and password are both case sensitive.

T T sl
N e . '
O L ek i o

] B 1T Wi
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UMS Discovery

The UMS discovery feature allows you to start discovery process for a single network or a
set of network models. By using this feature, you can use the following subsection: Discover
Nodes, Configure Discovery, view Discovered Nodes and View Logical Nodes. Each
subsection is explained in more detail further in this section:

. Discover Nodes

o Configure Discovery
. Discovered Nodes
U View Logical Nodes

. Stop Discovery

SECTION (ICON |NAME DESCRIPTION
Discov ery @ Device This section can be started any time using start
Nodes discovery process. Discovery can also be started for a

single netw ork model or a set of netw ork models. When
discovery is started, UMS will present a discov ery
progress screen to the user. If discovery is already in
prodress, then a new discovery process can not be

started.
Configure This section allows you to configure the netw ork model
@ Discov ery and the discovery cycle.
L Discov ered This secion allows you to view list of discov ered nodes
11.# Nodes in UMS.
i44 _jif View Logical This section display s the Nodes Identifier, Device Type
3423 Nodes and Protocol Name.
i4s il Stop This section allows you to stop discovery atany time
33 Discov ery through stop discovery process. When stop discov ery

is clicked, the discovery that was started previously
will be stopped.
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Discover Node

L

Discovery can be started any time using start discovery process. Discovery can also be
started for a single network model or a set of network models. When discovery is started,
UMS will present a discovery progress screen to the user.

Note: Ifdiscovery is already in progress, then a new discovery process can not be

started.
Fields Description
Network Model This field display s the name of the netw ork Model.
Network IP This field display s the IP addess of the Netw ork.

Network Mask

This filed display s the Netw ork Mask of the Netw ork.

Start IP

This filed display s the address to start discovery in the given Network.

End IP

This filed display s the address to end discovery in the given Network.

Discover

This field includes the given Network Model in discovery by default.
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Start Discovery

The Start Discovery button allows you to start discovery process.
Click on the Start Discovery |buton to start discovery process.
When you click on the Start Discovery bution, the following screen appears:
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Click on the = Reset | button to reset the discovery process of a network model.

Reset
Name Description
Total Nodes to be Pulled |Count for total number of nodes to be polled.
Total Nodes Pulled Count of numberof nodes polled.
Total Nodes Discovered [Count of number of nodes discov ered currently
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Configure Discovery

This feature allows you to configure the network model and the discovery cycle.
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Name Button Description
Configure g Mk 1 Click on the Configure Netw ork Model button to add ang
Network Model configure a netw ork model.
Configure Click onthe Configure Discovery Cycle button to enablg

Discovery Cycle —orfigerz C soovare Cycle

the discovery configuration, rediscov er already
discovered nodes to set discovery cycleperiods, days
hours and dates.

Note: These butions are explained in more detail further in this section.
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Configure Network Model

The following pictorial description shows the procedures to add and configure a network
model:

Stepl. Click on the Configure Network Model button.
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Step 2. Click on the Add Network Model to create a new network model.

Field Description

Network Model This field display s the name of Netw ork Model.

Network IP This field display s the IP address of the Netw ork Model.

Network Mask This field display s the Netw ork Mask of the Netw otk Model,

Start IP This field display s the IP address where the discovery
process start in the Network Model.

End IP This field display s the IP address where the discovery
process ends in the Network Model.

Discov er This field reports the Network Model discovery status.
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Step 3. To create Network Model needs. You must fill Network Model information such as:
network IP, network mask, start IP, end IP. After filling the required network model details, click
on the Add bution to display the default screen.
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Field Description
Network Name Enter the name of the Netw ork Model
Network IP Enter the IP of the Netw ork.
Network MASK Enter the Network MASK of the Netw ork.
Start IP Enter the address to start discovery in the given Netw ork.
End IP Enter the address to end discovery in the given Network.
Neglect Address From | Enter the start address to neglect in a given address range.
Range To Enter the end address to neglect in a given address range.
Neglect [ Select address range from the drop down box.
Address
Range
Do Discov ery Click on the Do Discovery check box.
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Field Button Description
Add Neglect mvt Metlcl s Click on Add Neglect Address button to add range of neglect
Address ——— | addresses
Delete Click on Delete button to remov e specific neglect address range,
Add Click on Add button to create netw ork model.

Ao
Reset ClickReset button allows you to clear values entered.

Reset |

Configure Discovery Cycle
Stepl. Click on the Configure Discovery Cycle bution.
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This subsection allows you to enable the discovery configuration, rediscover already
discovered nodes and to setdiscovery cycle periods, days, hours, and dates.
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Step 2. Using the discovery schedule, you can specify when to starthe discovery process.

For instance:

You can select the day of the week, specified ime and a periodic interval to starta discovery

process.
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Options Description
Enabled This option allows you to enable the auto discovery.
Notes: The Enable option allows you to enable netw ork models auto
discovery based on teh selected time interval.
Rediscovered This optionaloows you to enable the auto discovery to discover already

discovered nodes.
Note: The Rediscov ered option allows you to enable netw ork models
auto discovery for the discovered nodes.

Periodic (hourly)

Select this option to specify discovery in time interval of hours.

Days (weekly)
Dates (monthly)

Select this option to specify discovery in time interval of day s and hours.
Select this option to specify discovery in timeinterval of datesand hours.

Step2-1. Clickon = Subimit | bution to add a new discovery cycle changes.

37



GSMT User Manual

Discover Nodes
The feature allows you to view list of discovered nodes in GSMT and information on each
specific node.
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View Logical Nodes

The feature allows you to view the various protocols that are supported by a single node.
Note: Anode is considered logical node if it supports more than one protocaol.
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Field
Node Details

Description

This field display s details of the managed nodes.

Note: Node Details include supported protocols (SNMP, IPMI-INBAND)
as well as device ty pe.
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Stop Discovery
The privileged allows you to stop discovery atany time through stop discovery process.

When you click on the Stop Discovery icon, the discovery thatwas started previously will be
stopped.
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UMS Device
The UMS Devices feature allows you to set any managed device b be the current one. Also,

you can use the following subsections:;

J Select Device o Unmanage Node
o Method Invocation o Unmanage Template Node
. View SEL o Select Device Type
. View FRU
Each subsection is explained in more detail further in this section.
Section Icon | Name Description
Devices Select This section allows you to select a device. A list of

Device discovered device will be display ed. After selecting the
device and clicking on [Enter], the selected device will
be the current device.

Method This section allows you to invoke a method on a

Inv ocation selected device remotely .

View This section allows you to view and clear the BMC
SEL eventlog. The eventlog is a repository system events

and certain sy stem configuration information. The event
log display s information such as attribute values going
out of range, BIOS post messages, and so on.

View This section provides support for accessing multiple
FRU sets of non-volatile FRU information. User will

ty picallyaccess information for each major system board
(for example: Processor board, memory board, I/Oboard
and etc.) The FRU data includes information such as
serial number, part number, model and asset tag. This
information is av ailable even when the system is

G G& &

pow ered down.

Unmanage This section allows you to delete template nodes.
@ Nodes
Unmanaged This secion allows you to delete a template nodes.
@ Template
Nodes
'i Select This section allows you to select a template nodes.

T, Device
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Select Device
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This feature allows you to selecta device, under device, lettclick on the SelectDevice icon. A
list of discovered device will be displayed. After selecting the device and clicking on enter, the
selected device will be the current device.

Field Description
Nodes Details This field display s the manage node IP that supports protocol (SNMP,
IPMI, IPMI-INBAND) using device ty pe.
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Method Invocation
This feature allows you to monitor and remotely manage network servers and systems. By

using this features, you canperform many recovery and diagnosic actions such as power on/
offireset, BIOS flashing and running the remote diagnosticprograms.

Note: Invoked methods depend on the selected protocol as explained below:

Method Invocation (IPMI-Protocol)
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Field Description
Method Name This field display s the name of the method to invoke.
Immediate Power On This field allows you to power on the selected node.
Immediate Power Off This field allows you to power off the selected node.
Power Reset This field allows you to reset power on the selected node.
Console Redirection This field allows you to start console redirection.
BIOS Flash This field allows you to flash the firmware on the selected node.
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View SEL
This feature allows you to view the BMC eventlog. Left click on the View SEL to display list of

all logged events.
Note: The eventlogis arepository for system events and certain sy stem configuration
information. The eventlog displays information such as atribute values going out of range,

BIOS post messages, and so on.

i T
G e T e ¢ |

bl el v Engshoery

Eaetver (B B | | Sedk ok

il gy

e Even L _
oo i vt |

E_Iﬁ_l'.u_uul'l
Brricas

[Py
Moniterra |

Corfigurarion

dnrsices

Ewerats

LIEGFE | Rremar r

Repnris 1

A1 Dores

44



Configuring GSMT

View FRU

This feature provides support for accessing multiple sets of non-volatle FRU information. You
can access information for each major system board (for example: Processor board and
Memory board, I/0 board). Left click on View FRU icon to view available FRU information.
Note: The FRU data includes information such as serial number, part number, model and
assettag. This information is available even when the system is powered down.
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Unmanaged Node
This feature allows you to delete nodes that you do not wantto monitor from the managed

group. To delete a node, simply left click on the node to be deleted.
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Field Description
Nodes Details This field display s the manage node IP that supports protocol (SNMP,
IPMI, IPMI-INBAND) using device ty pe.
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Unmanaged Template Node
This feature allows you to delete template nodes that you do notwant to monitor from the

managed group. Itdisplays a list of all available template nodes. To delete a template node,
simply left click on the node to be deleted.

Note: Currently, the UMS utility supports four types of templates: (In-band Root Template,
AMI Root Template, Root Template and Switch).
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Select Device Type
After a node is created, itis associated with one ofthree different default root te mplates. The

three templates are defined in the table below:

Template Description

AMI Root Template The AMI Root Template means the discov ered node is an AMI BMC.
Note: AMI BMC will support features such as console redirection and
BIOS flashing.

Root Template The Root Template means that the discov ered node is BMC node.

Inband Root Template The hband Root Templatemeans the discov ered node is in an AMI BMC|
(Inband).

Switch The Switch means the discovered node is an SNMP node.

This feature allows you to select a template node.
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Field Description
Device Type This feature display s device ty pe.
Protocol Name This field displays the protocol name used to managethe selected node.
Name Button Description
Device Type By | Click on the Enter button to select the template node.
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UMS Monitoring

The UMS Monitoring feaure allows you to view and configure a listofattributes of monitored

node. By using this feature, you can use the following subsections:

System Health Information
Select Monitorable Atrributes

Global Start Monitoring
Global Stop Monitoring
Configure Poll Interval

View Historic Data

Each subsection is explained in more detail further in this section.

Section Icon [Name Description
Monitoring System This section allows you to view the list of attributes
~ Health that are marked as candidate for monitoring for a given
Information node or template.
Select This section allows you to select attributes to be
@ Monitorable monitored of the selected node.
Attributes
Global This section facilitates restart of the monitoring in case
g Started its globally stopped. Monitoring of any of the atfribute on
Monitoring any node could be done only if monitoring is globally
started.
Global This page facilitates you to globally stop monitoring.
g Stopped None of the attributes of any node will be monitored
Monitoring if the monitoring is globally stopped.
Configure Poll | This section shows you how frequently the attributes
g Interval should be polled. You are allowed to configure this interval.
Note: This sampling time is always the multiple of this
poll interval.
View This section allows you to view historical data collected

]

Historical Data

for a particular attribute for particular node.
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System Health Information
This feature allows you to view the list of atrributes that are marked as candidate for

monitoring for a given node or template.
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Field Description

Attribute Name

This field displays the attribute name.

Current Value

This field displays the attribute current value.

Status

This field displays the attribute status.

Fatal , Warning,
Normal Levels

These fields display severity levels based on attribute values.

Recorded Time

This field displays the time of attribute value collection.

Name

Button

Description

Refresh

Fefresh

Click on the Refresh button to get the latest attribute v alues.
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Select Monitorable Attributes
This feature allows you to select atfributes to be monitored of the selected node
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Global Start Monitoring
This feature facilitates restartof the monitoring incase itis globally stopped. Monitoring of any

of the atribute on any node could be done only if monitoring is globally started.
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Global StopMonitoring
This feature allows youto globally stop monitoring. None of the atrributes of any node will be

monitored if the monitoring is globally stopped.
Note: Node atrributes are not monitored if global monitoring is stopped.
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Configure Poll Interval

This feature shows you how frequently the atributes should be polled. You are allowed to
configure this interval.

Note: The sampling time is always the multiple of this poll interval.
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Field

Description

Poll Interval
(Seconds)

This field allows you to enter poll interval number.

Name

Button

Description

Configure

CORFIGURE

Click on the Configure button to configure monitor poll interval.
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View Historical Data
This feature allows you to view historical data collected for a particular atribute for particular

node.
Note: You can view all atributes of the current node that have been selected for historical
data collection.

=icl=

ATTEIUTED THAT ARF MOK TOR LETHT AR FISFSIE BATS R0 UI00

Bttt T p honag o

T | sl Fl
™ [ Eitletng T T ina | NN
WER HISTIAI DATACIL ECTEM |
=
COnnguration
SR ian
Euwst
Lhaars
_ bopees # o rn
et == = _ : | T
Name Button Description
View Historic Datd Click on the View Historic Data Collection
Collection W SIETOR T WTAGCL 20T 76 |hygon 1o view historic data collection for the
selected aftribute.
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After you click on the View Historic Data Collection button, the following screen appears:
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Field Description

Node Instance Identification| This field displays node instance identification.
Attribute Name (Data Type) This field displays name and data type.

Value This field displays attribute value.

Recorded Time This field displays time of collected attribute value.
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UMS Configuration
The UMS Configuration feature allows you to configure monitoring definifons, IPMI com-
mands and the mail server. By using this feature, you can use the following subsections:

. Configure Monitoring

. Configure
. Configure Mail Server
Each subsection is explained in more detail further in this section.
Section Icon Name Description
Configuration This section allows you to configure the monitoring

Configure
~ Monitoring

definition of a certain attribute that belongs to the current
device (node) in the session.

iy

Configure

This section allows you to configure the parameter

attributes of IPMI Commands that are configurable.
Currently implemented for LAN and PEF.

)

Configure Mail
Server

This secion allows you to configure mail server details.

Configure Monitoring
This feaure allows you b configure cerain atributes definions of the currentselected device.
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Field

Description

Attribute Name

This field display s the attribute name.

Upper non-recov erable

This field allows you to configure monitoring of the

Threshold attribute for Upper non-recov erable Threshold.

Low er non-recov erable This field allows you to configure monitoring of the
Threshold attribute for Low er non-recov erable Threshold.
Upper Critical This field allows you to configure monitoring of the
Threshold attribute for Upper Critical Threshold.

Lower Critical This field allows you to configure monitoring of the
Threshold attribute for Lower Critical Threshold.

Upper non-critical This field allows you to configure monitoring of the
Threshold attribute for Upper non-critical Threshold.

Low er non-critical Threshold

This field allows you toset the low er non-critical threshold v alue
for the selected attribute.

Historical Data Required

This field display s w hether historical data collection is required.

Number of Samples

This field display s the number of samples to be collected.

Sample Time

This field display s the time interval to collect samples for the
selected attribute.

Predictive Failure Count

This field allows you to specify numberof monitoring cycles tha

can be used to predict an attribute failure.

Name Button

Description

Submit

Submit |

The Submit button allows you to update new sensor values fo
the selected attribute.
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Configure
This feature allows you to configure parameter atributes of the IPMI commands.

Note: Currently, the UMS utility supports configuring LAN, PEF and Serial/Modem param-
eters atributes.
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Field Description
PEF This option allows you to configure IPMI PEF related parameters.
LAN This option allows you to configure IPMI LAN related parameters.
Serial/Modem This option allows y ou to configure IPMI Serial Modem related parameters.
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Configure Mail Server
This feature allows you to configure mail server details. Lett click on the Submit buton to

configure the mail server.
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Field Description
POP Server This field allows you to enter the name of POP3 server.
SMTP Server This field allows you to enter the name of SMTP server.
Mail From This field allows you to enter the administrator mail Id.
Name Button Description
Submit . Click on the Submit button to update configure mail server.
Submit |
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UMS Service

The UMS Services feature allows you to load services, compile loaded files and send IPMI
commands. By using this feature, you can use the following subsections:

. Load Services
. Compile Files
. IPMI Conformance Tool

Each subsection is explained in more detail further in this section.

Section Icon  [Name Description
Service ﬁ Load Services |This section allows you to load services

-

gl |Compile Files  [This section allows you to compile the loaded files and
= associate device ty pe with it.

IPMI This section provides a means to send IPMI commands
Conformance  |to BMC. You can send commands using an in band
Tool interface. GSMT also provides screens for giving iput
parameters for each command. GSMT contrusts a
request packet with the input given by the BMC
forwarding it back to the client.

=i

Load Service
This feature allows you to load service and create IPMI template.

To generation an IPMI template, follow the steps outiined below:

Stepl. Specify the device type name, IP address and the protocol type (IPMI or INband) to
create the template node.

Step2. UMS will discover the node and create the template.
Note: You can change the threshold values of the attribute by going to
Configuration \ Configure Monitoring page. Also the atrributes to be started for
monitoring can be set
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Field Description
SNMP Template This field allows you to enter the file name or left click on the Browse
Generation button to select the file to be loaded.
IPMI Discov ery Device Type This filed allows you to enter the Device Ty pe name.
Device Address |This filed allows you to enter the Device Address.
Protocol This field display s the protocol name used to manage the selected node.
Name Button Description
Browse Click on the Brow se button to select the file to upload.

Browse...

UplLoad

Discover Nodes Click on the Discover Node button to discover IPMI node.
Caxworhocz

Upload | Click on the Upload button to upload the selected file.
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Compile Files

This feature allows you to compile the loaded fles and associate device type with it
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Field Description
Add New Device Type |Device Type This filed allows you to enter a Device Type name.
Select File This filedallows you to selecta File to be used by this
Device Ty pe.
Name Button Description
Enter Click on the Enter button to compile files.
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Compile Files, Continued

To editthe correct path where fles are to be compiled, follow the steps outiined below:
Stepl. Stop the UMS server (if itis currently running).

Step2. Open the file named 'ums-service.xml' located under <JBOSS>/server/default/deploy
Step3. Edit the Directory Path

<mbeancode="com.ami.ums.mib.MibC ompiler"name="ums:service=MIBC ompiler">
<attribute name="Directory Path">[Path where the mib files are located]</attribute></mbean>

Example:

<mbeancode="com.ami.ums.mib. MibCompiler"name="ums:service=M IBC ompiler"><attribute
name="Directory Path">C:/AMI/UMS/jboss-3.0.0_tomcat-4.0.3/bin</attribute></mbean>

Step10. Save the new changes thatyou have made, and restartthe UMS server.
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IPMI Conformance Tool

This feature allows you to send IPMI commands to the BMC. You can send commands using
an in-band or out-of-band interface.

Note: The USM utility prompts you to enter input parameters for each IPMI command to be
executed. Afer the inputis corredly entered, thenthe UMS utility sends the IPMI command to
the BMC of the managed node.

To run IPMI Command Tool, follow the steps outiined below:

Stepl. Click on any one of the IPMI commands from the left frame.

Step2. On the main page, select the interface type as (LAN or in-band) and the node
address (from the drop down box).

To select anode that is not present in the nodes drop down box, selectOther and then enter
the designed IP address in the edit box.

Step3. Click on the execute command to execute the selected IPMI command.
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UMS Events
The UMS Events feature allows you to view and modify actions associated with events. By

using this feature, you can use the following subsections:
. View Events
. Modify Action
J Event Config
Each subsection is explained in more detail further in this section.

Section Icon Name Description
Events View This section allows you to view the event occurred
@ Events in UMS.
Modify This section allows you to modify actions associated
Action with events.
Event This section aloows you to configure events.
#| Config.
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View Events

This feature allows you to view the events occurred in UMS,
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Field Description
Event Type This field display s the event ty pe.
Event Description This field describes the event that is generated.
Event Generator This field gives the details of the origin of the event.
Event Sev erity This field display s the severity of the event.
Event Generated Time  [This field display s the time of generation of the event.

Note: You canclick on the check box to knowledge, clear acknowledges or clear all events.
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Modify Action

This feature allows you to modify actions associated with events.
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Event Actions Configuration

Field Description

Event This field display s the event name.

Action/Action This field display s the action name associated with the event.
Name/Priority /Active

Event Click on the check box to select the event action.

Name Button Description

Save Changes

S=vs Changes |

Click onthe Save Changes s buttonto sav e thechanges

you have made.

Reset Changes

Feset Chainges |

Click on the Reset Changes button to uncheck all
check boxes.
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Event Config
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Add New UMS Event Action
This feature allows you to add and action for particular UMS event

Field Description
Event Type This field allows you to select event ty pe.
Action Name This filed allows you to enter an action name to be associated with this

event.

Action Description

This field allows you to enter a description of the action.

Action JNDI Name

This drop down box allows you to select INDI name to be associated
with the action.

Priority This field allows you to enter a priority of the event.

Name Button Description

Enter Click on the Enter button to save the event action.
Enter |

Reset Click on the Reset button to clear all input values.
Reset |
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UMS User

The UMS Users feature allows you to view and modify users access rights. By using this
feature, you can use the following subsections:

. Modify Rights

. View Rights

. Node Rights

. User Profile

. User Accept
Each subsection is explained in more detail further in this section.

Section Icon  [Name Description
User Modify This section allows you to modify rights associated to a
= [Rights user.
View This section allows you to view rights associated to
g Rights users.

Node Rights This section allows you to associated node to users.

User Profile User section allows you to view or modify your profile
but not access permission using user profile option.
User Accept This section allows you to accept users.
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Modify Rights
This feature allows you to modify rights associated to a user.
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Field Description
User Id This field display s the user identification.
User Name This field display s the user name.
User Type This filed display s the user type (Normal /Admin).
Select This option allows you to select the user.

Note:  Only one user can be selected.
Name Button Description
Sumit Submit Click on the Submit button to select the user.
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The following screen appears when you click on the Submit bution.
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The systemadministrator assigns roles to the UMS users. The UMS utility supportsfve roles.
To selecta role, click on any ofthe check boxes. The access permissions for each role is

defined as below:

Role

Description

General

a user.

The General role allows you to access UMS general features such as viewing data
The following shows UMS features that are available by assigning the general role 1

UMS Features

Module

Discovered Nodes

Discovery Module

Select Devices

Devices Module

User Profile User Module
View Events Event Module
System Health Information Monitoring Module
View SEL Device Module
View FRU Device Module
Modify Action Events Module
Event Config Events Module

View Logical Nodes

Discovery Module

Continued...
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Role Description
Organization The Organization role allows you to control UMS node independent tasks.
The following shows UMS features that are available by assigning the organization
role to a user.
UMS Features Module
Load Services Service Module
Compile Files Service Module
E X ecution The Execution role allows you to perform UMS execution operations. The following
shows UMS features that are available by assigning the ex ecution role to a user.
JUMS Features Module
Start Discov ery Discovery Module
Stop Discovery Discovery Module
IConfigure Discovery Discovery Module
Method Invocation Devices Module
Configuration | The Configuration role allows you to perform any of the UM S configuration operations

The following shows UMS features that are available by assigning the configuration

role to a user.

JUMS Features Module

Configure Monitoring Configuration Module

Configure Configuration Module

IConfigure Mail Server Configuration Module

Select Device Type Devices Module

Select Monitorable Attribute Monitoring Module
iew Historic Data Monitoring Module

IC onformance Tool Service Module

Historic Data Files

Reports Module

Continued...
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Role Description
Administration | The Administration role provides you with full access to the UMS features. The
following shows UMS features that are avaiable by assigning the administration rolej
UMS Features Module
Unmanage Node Devices Module
Unmanage Template Node Devices Module
Global Start Monitoring Monitoring Module
Global Stop Monitoring Monitoring Module
Config Poll Interval Monitoring Module
Modify Rights User Module
View Rights User Module
User node Rights User Module
User Accept User Module
IPMI User Update User Module
Delete User User Module
Name Button Description
Sumit Submit Click on the Submit button to assign role to a user.
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View Rights
This feature allows you to view rights associated to users.
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Field Description
User Information This field display s user information, such as user ID, username, normal
user roles and administration if av ailable.
Normal User Roles This field display s the roles hat can be assigned to a normal usersuch as
General, Configuration and Organization.
Admin User Role This field display s roles that can be assigned to an administrator user
such as administration.

74



Configuring GSMT

Node Rights
This feature allows you to associated node to users.
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Name Description
User Id This field display s the user identification.
User Name This field display s the user name.
User Type This filed display s the user ty pe (Normal /Admin).
Select This option allows you to select the user.
Name Button Description
Sumit : Click on the Submit button to select the user.
submit
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The following screen appears when you left click on the Submit button.
Click on any of the check boxes to select the node(s) and then, click on the Submit button to

save any changes you have made.
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Note: You can assigh more than one node to a user.
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User Profile
User can view or modify your profile but not access permission using user profile option.
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Name Description
User Name This field display s the y our name.
User Id This field display s the y our identification.
Password This field allows you to enter the password to login.
E-mail Id This filed allows you to enter the Email Id.
Telephone This field allows you to enter the telephone number.
Location This filed allows you to enter the location.
Name Button Description
Sumit . Click on the Submit button to select the user.
submit |
Reset Click on the Reset Button to clear values
Reset |
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User Accept
This feature allows administrator to accept users.
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Name Description
User Name This field display s the user name.
Password This field display s the password.
Location This field display s the location.
E-mail Id This field display s the Email Id.
Telephone This field display s the telephone number.
General This option allows you to accept user in general role.
Execution This option allows you to accept user in execution role.
Organization This option allows you to accept user in organization role.
Configuration This option allows you to accept user in configuration role.
Administration This option allows you to accept user in Administration role.
Reject This option allows you to reject the user.
Name Button Description
Sumit . Click on the Submit button to accept the user.
=ubmit |
Clear All Click on the Clear All button to uncheck all checked boxes.
clear all |
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Delete User
This feature allows you to delete users. The following table shows types of users thatare

supported by the UMS utility:
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User Type Description
Super Administrator As a Super Administrator User, you can add or delete any
User administrator or normal users.
Administrator User As Administrator User, you can add or delete normal users.
Normal User As a normal user, you cannot delete any user.
Note: When you firstlogin as Admin user, you have super administrator access rights.
Field/Option Description
Userld This field displays the user identification.
Username This field display's the username.
User Type This field display s the access rights that are assigned to the user.
Select This option allows you to select the user you want to delete.
Name Button Description

Sumit : The Submit button allows you to delete the user.
Submit |
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UMS Reports

The UMS Reports feature allows you to download reports for a particular atribute.

Section Icon [Name Description

Reports Historical Data This section allows you to download the
h Files historical data as reports.

Historic Data Files
Note: You canview all atributes of the current selected node for the historical data collection.
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Name Button Description
View Historic Click on the View Historic Data
Data Collection Collection button to select attribute.
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Historic Data Files (Contd)
Click onthe View Historic Data Collection The following screen appears when you click on the

View Historic Data Collection button.
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Name Button Description
Save As : The Save As Text File button allows you to
. oawve As TextFile
Text Files enter the report name to be saved.

The following screen appears when you click on the Save As Text File buton.
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ppendix Reference

Word Description

AMI American Megatrends, Inc

GSMT Gigabyte Server Management Tools
UMS Unified Management Server

SEL System Event Log

FRU Field Replaceable Unit

[PMI Intelligent Platorm Management Interface
SNMP Simple Network Management Protocol
RMCP Remote Management Control Protocol
UDP User Datagram Protocol

BMC Base Management Controller

JMX Java Management Extensions

KCS Keyboard Controller Style

SMIC Server Management Interface Chip
SDK Software Development Kit

LAN Local Area Network

PEF Platform Event Filtering

SMTP Simple Mail Transfer Protocol

POP Post Office Protocol

JNDI Java Naming and Directory Interface
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