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TPM Configuration Procedure

To enable the TPM, follow the steps below in sequence:
1. Configuring the system BIOS
2. Installing the Infineon TPM driver and the GIGABYTE Ultra TPM utility
3. Initializing the TPM chip
4. Configuring the GIGABYTE Ultra TPM utility

1. Configuring the System BIOS

To use the TPM functionality, first enter the system BIOS Setup to activate the TPM chip.

Step 1:

As the computer starts, enter BIOS Setup and go to the Security Chip Configuration menu. The
following screen will appear. To activate the TPM chip, set Security Chip to Enabled. It's recommended
that you use the Clear Security Chip item to clear the TPM chip as well.

& Encrypted files will become inaccessible after the TPM chip is cleared. Be sure to back up the encrypted files first.

CAUTION

CMOS Setup Utility-Copyright (C) 1984-2008 Award Software
Security Chip Con: ation

[Enabled]

[Enter] Menu Level»

Security Chip State Enabled/Activated

F5: Previous Values fe Defaults F7: Optimized Defaults

Step 2:
After finishing the settings, press <F10> to save changes and then exit the BIOS Setup program.




2. Installing the Infineon TPM Driver and the GIGABYTE Ultra TPM Utility

To use GIGABYTE's Ultra TPM, ensure that the Infineon TPM driver and the GIGABYTE Ultra TPM
utility have been installed in your system.

Method 1:

Insert the GIGABYTE motherboard driver disk. "Xpress Install" will automatically scan your system and
list all the drivers that are recommended for installation. Click the Install All button. "Xpress Install" will
install all of the selected drivers, including the Infineon TPM driver and the GIGABYTE Ultra TPM utility.

G Eaglelake 10 805202 [N

GIGABYTE

Install Chipset Drivers
'We recommend that you install the drivers listed below for your motherboard. Please click "Install All" to install all the drivers
automatically.

P - )

| Xpress Install }_Lnswj_s.nulgums_<
Application

e, Software

' Dynamic Energy Saver

\Version 1.0
c Size 71618
GIGABYTE Dynamic Energy Saver is a revolutionary technology that delivers unparalleled power savings with the
= simple click of a button_ Featuring an advanced propristary harduare and software design. the unique multi-gear power
0=y phase design of GIGABYTE Dynarmic Energy Saver allows for the most efficient switching of power phases depending
jon CPU workload

[ INF Update Utility

Download \Version9 001007
Center Size 5 678
This utlty installs INF files that inform the operating system how to properly configure the chipset for specific
functionailty such as PCI-Express or USE interface

& Infineon TPM Driver

\Version 2.00.0000

Size 233 928

Infineon Trusted Platform Module Diiver

i Realtek HD Audio Driver
\Version XP=5.10.0 5616-VISTA=6.0.1 5618
[Sizea reim 1 =

Method 2:

To individually install the Infineon TPM driver and the GIGABYTE Ultra TPM utility, go to the Install
Single Items menu and click the Install buttons on the right of the Infineon TPM Driver and GIGABYTE
Ultra TPM items.
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Install the Infineon TPM driver. Install the GIGABYTE Ultra TPM utility.




3. Initializing the TPM Chip

After configuring the system BIOS and installing the driver software, a small Infineon Security Platform
icon [EJ (This icon indicates that the Infineon Security Platform is not yet initialized.) will appear in your
system tray. Double-click the icon to enter "Easy Mode" (refer to the instructions in Section 3.1) or
select "Advanced Mode" (refer to the instructions in Chapter 3.2) and then begin to initialize and
configure the Infineon Security Platform.

3.1. Easy Mode

Double-click the Infineon Security Platform icon [ in the system tray to launch the GIGABYTE
Initialization Wizard, which is the "Easy Mode" of the Security Platform. "Easy Mode" is an easy-to-use
user interface of the Security Platform that allows users to quickly initialize the TPM chip and set up a
Personal Secure Drive (PSD).
*‘»: * "Easy Mode" simplifies the configuration procedure of the Infineon Security Platform initialization and
its functions. To make further settings, please select "Advanced Mode."
« "Easy Mode" provides the "File and folder encryption with Personal Secure Drive (PSD)" settings only.
To use the "File and folder encryption with Encryption File System (EFS)" or "Secure e-mail" functions,
please select "Advanced Mode."

Step 1: Set up a Password
Launch the GIGABYTE |Initialization Wizard. This wizard will request you to set up a password. After entering
the password, click OK to begin the initialization of the Infineon Security Platform.

« Initialization Wizard ==
This wizard assists you with your Security Platform initialization and
Security Platform features configuration

Set Password
Password  seesee

Advanced mode oK Ext

This password incorporates the functionalities of the "Owner Password", "User Password", "Emergency

Somow Recovery Token Password" and "Password Reset Token Password" of the Infineon Security Platform. Be
sure to memorize this password to administrate and use the Security Platform in the future. For details on
the rules of the Infineon Security Platform passwords and their usage, please refer to the Infineon Security
Platform accompanying documentation.




Step 2: Infineon Security Platform Initialization
Begin the initialization of the Infineon Security Platform. The "TPM initialization successful!" message appears
upon completion of the initialization. Click Next to proceed with setting up a Personal Secure Drive (PSD).

« Initialization Wizard ==

This wizard assists you with your Security Platform initialization and
Security Platform features configuration

TPM initialization successfull

[ e |

& Do not log off, shutdown, enter a power-saving state, or unplug the power cord before the wizard has completed.

CAUTION

Step 3: Set up a Personal Secure Drive (PSD)

< Initialization Wizard ==

This wizard assists you with your Infineon Security Platform Persenal
Secure Drive(PSD) configuration. (You will not be able to change the
storage space of your PSD after this drive has been created.)

Set up your Personal Securs Dive(PSD)

My PSD will be mapped to drive: Drive Izbel for my PSD:

H - Personal Secure Drive

My PSD wil be saved on drive Storage space of my PSD

c - e * MB oK

3. Specify a drive letter and label for your Personal Secure Drive
To specify the drive letter for your Personal Secure Drive, select an unused letter from the My PSD will be mapped to drive:
drop-down list of available letters. To specify the drive label, enter the label in the Drive label for my PSD: box. The label
should be no more than 32 characters in length.

3-2. Specify your Personal Secure Drive size and a local drive on which your Personal Secure Drive will be saved
Select a local drive from the My PSD will be saved on drive: drop-down list for saving your Personal Secure Drive and
enter the Personal Secure Drive size in the Storage space of my PSD: box.

y\z Your Personal Secure Drive size cannot be changed after setup, so please ensure that the size you

" specify is large enough to meet your needs. Please note that you cannot use the full drive size, since the

file system allocates some space. This depends on the operating system and may be significant for small
drive sizes. Please also note that the maximum PSD drive size is limited:

The maximum PSD drive size on FAT16 volumes is 2 GB.

The maximum PSD drive size on FAT32 volumes is 4 GB.

Step 4: Complete the Settings
Click Exit to complete the initialization of the TPM chip and setup of the Personal Secure Drive (PSD).
You can then access the GIGABYTE Ultra TPM utility to set up a Portable User Key.

< Initialization Wizard ==

This wizard assists you with your Infineon Security Platform Personal
Secure Drive(PSD) configuration. (You will not be akle to change the
storage space of yaur PSD after this drive has been created )

TPM user features setup completad!




3.2. Advanced Mode

When the GIGABYTE Initialization Wizard is launched (by double-clicking the Infineon Security Platform
icon [ in the system tray), if you wish to configure further settings, click Advanced Mode to access
the Infineon Security Platform Initialization Wizard.

This wizard assists you with your Security Platform initialization and
Security Platform features configuration

Set Password

Passward vesene

Confirm Password

The defait minimum length of the password is 6 characters.
Advanced mode oK Edt

< Initialization Wizard ==

A. Infineon Security Platform Initialization Wizard - Owner

Click Advanced Mode to launch the Infineon Security Platform Initialization Wizard. Follow the on-
screen instructions to initialize the Security Platform Owner and to configure Security Platform Features
(backup including Emergency Recovery, Password Reset, Enhanced Authentication, BitLocker). This
wizard provides the basis for all further activities on the Infineon Security Platform.

A-1.When the Infineon Security Platform Initialization Wizard appears, click Next to continue.

™ Infineon Security Platform Initialization Wizard

Catineon

‘Welcome to the Infineon Security Platform
Initialization Wizard

Platfom Feature corfiguration.

To continue. click "Next"

This wizand assists you with Security Flatfom inftialization and Security

=

[ Met> ] [ Cancel ] |

Help




A-2.Select Security Platform initialization and click Next to create the Security Platform Owner
Password.

A Infineen Security Platform Initialization Wizard ==
Iitialization o
Initialize or restore

want to perforn Securty Platform infialzation or Securty: Pleifom restoration from a Backup

@ Securty Platfom intislization

Securty Platfom restoration from a Backup Archive

sBack [ Net> | [ Cancel | [ Hep |

A Infineen Security Platform Initialization Wizard ==

Create Security Platform Owner o
Frovide Securty Platforn Owner Password

The Securty Platform Iniiaizatior
Flatform Features. After finishing th
Secutty Platfom Ownerfuncions i o
Note: You shouid memorize the Securty Platform Owner Password. f you forget this password, you
sl not be able to perfom crtical adminisirtive Security Platom tacks.

Owner. Access to the

Entter a passwond betweer

and 256 characters. ‘You can change this password later.

Password.
Confirm Password.

ool

[ sBack ) Net> | [ Cancel | [ Heo |

i: The Infineon Security Platform Owner key is created and stored in the Infineon Trusted Platform Module
o together with the Infineon Security Platform Owner secret. This key is protected by the Owner Password that
must be defined here. You must memorize this password in order to administrate the Security Platform.




A-3. Select Security Platform Features, which comprises Automatic Backup (includes Emergency
Recovery) and Password Reset. Click Next.

™ Infincon Security Platform Initialization Wizard ==

Features ]
Choose Securty Platfom Features

Select the Seeurty Platform Features you want to configure and dlick “Next” to continue.

For details on Security Platform Features, click "Help”"

Securty Platfom Features

Feature Stetus

[¥]: Automatic Backup includes Emergency Recovery) Nat configured
Net cofigured

g Corfiguing “Automatic Backup is strongly recommended. Othenwise encrypted user data
QP couldbe lost in cass of an smergsnoy.

[ <Bock ][ MNed> | [ Concel | [ Hep |

Details on Features
Automatic Backup (includes Emergency Recovery)
Check this feature, if you want to configure automatic Security Platform backups. Configuring Backup
is strongly recommended. Otherwise all user data will be lost in case of emergency.
You cannot uncheck this feature, if the policy Enforce configuration of Backup including Emergency
cromov Recovery is enabled.

Password Reset
Check this feature, if you want to create a Password Reset Token for all users. Configuring Password
Reset is strongly recommended. Otherwise Basic User Passwords can not be reset.
You cannot uncheck this feature, if the policy Enforce configuration of Password Reset is enabled. This
Swwon feature can be configured only once. The selection is disabled, if Password Reset has already been configured.

A-4.With this page you can configure automatic Security Platform backups. The Security Platform
backups comprise the Security Platform Credentials and Settings and the PSD encrypted data, etc. This
can prevent if a hardware or storage media failure occur, the backups could restore for the certain users
settings. Click Next.

5 Infinean Security Platform Initialization Wizard ==
Backup O
Set up automatic backups
Automatic scheduled backups wil save Security Platform credertisls and settings to 2 Backup Archive.
Backup location
Browse.

By default, the backup wil be scheduled to run automatically at 12 PM every day. [ Shedge.. |
Cick "Schedue..."to view and modiy the backup scheduling

You wil have an opportunity o run backup immediately on the completion o this
wizard.

<Back [ MNet> | [ Cancel | [ Hep




A-5.Select Create a new Recovery Token. Then enter a new token password to be used for
Emergency Recovery.

™ Infincon Security Platform Initialization Wizard ==

Emergency Recovery IO}
Configure Emergency Recovery Token
Emergency Recovery requires @ Recovery Token. This Token is protected wih 2 dedicated passwerd.

©) Create a new Recovery Token

) Use exisiing Recovery Token

A\ SPEmRecTokenm Browse.

Recommendation: Save the Emengency Recevery Token on @ removable medium (e.g. 3
memory drive) which is kept safely

File location:

Erterthe token passw

5 ... 255 charmcters)

Password seenne

Confim Password: veend

[ <Bock ][ MNed> | [ Concel | [ Hep |

A-6. Select Create a new Token to create a Password Reset Token. Then enter a new token password.

T8 Infinean Security Platform Initialization Wizard =

O

Password Reset
Configure Password Resst Token

Resetting Users password reauires 3 Password Reset Token. This Token is protacted with 2 dedicated
passwol

©) Create a new Token

) e an existing Token

File location:

48P PudReset Token i

‘0 Resommendation: Save the Password Reset Token on a remavatls medium (e.0. 2 memony
\ ive) which s kept sefely.

Enterthe token password (5 ... 255 characters]

Passwerd. vesres

Confim Password: sesene

<Back | Met> | [ Cancel | [ Hep

A-7.Make sure you have selected all the functions you want to perform. Click Next to continue.

A Infineen Security Platform Initialization Wizard ==

Summary O
Cordim settings

The wizard is now ready to start Secury Platfom iniiization.

Following actions will be done:

Create Securty Platform Owner
Auomatic Backup (ncludes Emerency Recovery)
Password Reset

Click "Next" to proceed and wat for the operation to finish

Do nct logeff. shutdown. entera power-saving state, or unplug the power cord befors the wizard has
completed.

[ sBask J[_Mea> | [ Cancel ] [_Hep ]

Do not log off, shutdown, enter a power-saving state, or unplug the power cord before the wizard has completed.

CAUTION




A-8. Click Finish to complete the initialization and configuration of the Infineon Security Platform. Then
access the Infineon Security Platform User Initialization Wizard (select the Start Security Platform
User Initialization Wizard check box).

T Infineen Security Platform Initialization Wizard =

The wizard completed successtully.

R Summary:
(L1110 ——
The Security Platfom inttialization is complsted

Securty Platfom policies czn be configured through the Advanced
Sefings of the Securty Flatfom Sefiings Toal (rot avaisble on Windows
iome ediions)

You have corfigured th following Securty Platfomn Features:
alic Backup {ncludes Emergency Recovery)
Password Feset

You mey start the Securty Platfom User Intializ
1o use the Securty Platform Feaiures yoursel,

jizand f you intend

V] Start Securty Platfom User Intialization Wizard

7] Fun automatic backup now

| Fmsh | Cance! Help

B. Infineon Security Platform Initialization Wizard - User

The Infineon Security Platform User Initialization Wizard is used to initialize the Security Platform Users
and to configure the user-specific features (secure e-mail, file and folder encryption with EFS and PSD,
Enhanced Authentication). This wizard has to be started for each computer user, who is intended to use
the personalized Infineon Security Platform Features (i.e., who will be Infineon Security Platform User).

B-1.Launch the Infineon Security Platform User Initialization Wizard. Click Next to continue.

&1 Infineen Security Platform User Initialization Wizard ==

ineon

‘Welcome to the Infineon Security Platform User
Initialization Wizard

you with initialization and feature configuration for the

To cortinue. click "Next

[ net> | [ cancel |

Help
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B-2. Set a Basic User Password and click Next.

&1 Infinean Security Platform UserInitialization Wizard =

Basic User Password O
Set your password

Please set your Basic User Password. This password il protect your Basic Liser Key

Password:

Confim Password

Your password has to meet the follo
ength: Between 6 and 2

ing requirements;

<Back | Met> | [ Cancel | [ Hep

B-3. Enable the reset functionality for the Basic User Password. Select the location that you wish to
save the file and then click Next.

&1 Infineen Security Platform User Initialization Wizard ==

Basic User Password Reset &
Enabls the rssst functionalty for my Basic User Password

Enatle the resstiing of my Basic User Password in case of an emergency.

A Personal Secret s going to be witien to a fll
Speciy the path and fle name.

Personal Secret location
A7SPPwdReset Secretaml

Please keep ths fie in a safe location. You il need & F you have to reset your Basic
User Password in case of an emergency,

<Back [ Net> | [ Cancel | [ Hep

B-4. Click Next to continue the initialization.

&1 Infineen Security Platform User Initialization Wizard =

Password and Authertication O
Confim seftings

‘The wizard is now ready to inftialize the curent user.

Following actions will be dene:

- Generste Basic User Key
- Eniable resetting of my Bzsic User Password in case of an emergency

Click "Next" to proceed and wait for the operation to finish
Do et logoff. shutdown, enter a power-saving state. or unplug the power cord befors the
completed,

<Bock | Ned> | [ Concel | [ Hep |

-11 -



B-5. Select the Security Platform Features you want to configure and click Next to continue.

&1 Infinean Security Platform UserInitialization Wizard =
Security Platform Features O
Choose Securty Platiorm Features
Select the Securty Platfom Features you want to configure and olick "Next” to continue.
For detaiis on Securty Platform Features dick "Help”
Securty Platfom Features
Featurs Status
9] Secure emai Tiot defecizble
] File and folder encryption wilh Encrypting e System (EFS) Vot configured
] File and folder encryption with Persenal Secure Dive (PSD) Net eonfigured
[ Net> | [ Cancel | [ Hep

Details on Features

Secure e-mail

User-specific e-mail encryption and/or signing to prevent unauthorized persons from reading or chang-
ing your e-mails. Using this feature guarantees that only the e-mail creator and the specified recipients
will be able to decrypt and read the message or validate the identity of the sender.

If you chose to configure this feature, you can request a certificate for secure e-mail (if a certificate
request web address is set in your policy settings). The wizard will provide information how to
configure secure e-mail. The configuration of your mail client is not part of this wizard. Thus the status
cannot be displayed here.

File and folder encryption with Encrypting File System (EFS)
The operating system incorporates the functionality to perform user-specific encryption of the content of
folders and files on the local computer using the Microsoft Encrypting File System (EFS). Only the user
who created a file in these folders can access the content of this file. Other users have to be granted
access rights to an EFS folder in an explicit administrative operation to enable them to use files in it.
If you chose to configure this feature, you can select a certificate for EFS. You can also request or create
a new certificate.

7:> EFS is not supported in Windows Vista Home Basic, Vista Home Premium and XP Home Editions.

NOTE—

File and folder encryption with Personal Secure Drive (PSD)

Personal Secure Drive features file and folder encryption similar to EFS. Unlike EFS, PSD is supported
in Windows Vista Home Basic, Vista Home Premium and XP Home Editions.

A logical drive is provided to permitted users. This drive offers access protection and encryption for all
content in it. The encryption is performed automatically. A PSD cannot be accessed via its UNC
identifier to get readable data and can be installed only on the local computer. Network access is not
possible. If you chose to configure this feature, you can set up, modify or delete your PSD. Like EFS
configuration, you can select a certificate for PSD. You can also request or create a new certificate.

-12 -



B-5-1. Use the File and folder encryption with Personal Secure Drive (PSD) as the example:
To configure "Encryption Certificate", click Select.

& Infineon Security Platform User Initialization Wizard =

Security Platform Features O
Encryption Certficate

Infineon Securty Piatior ean enhancs fie and folder encryption by providing addtional protsction for
the key usedto encrypt and decrypt date.

For more informatien on Irfineen Securty Platform enhancements to file and folder encryption, click

File and folder encryption is configured to use the following Crtificate:

lssued To lesued By Expiration Thumbprint

Click "Select” to select another Centficate.

[ <Back ][ Net> | [ Cancel | [ Hep |

B-5-2. Click Create to create the certificate. After the certificate appears, click the certificate and click Select.

Y Infineon Security Platform Certificate Selection =

Show certficates wih inended pupose:

Select the certfficate to use from the list below:

Issued To Issued By Expiration Date  Interded Purposes Cryptographic Provider
E=GIGABYTE  GIGABYTE 6/23/2018 Encrypting File System Infineon TPM Cryptogra.

Frivete Key

B-5-3. The certificate has been selected. Click Next.

& Infineon Security Platform User Initialization Wizard =

Security Platform Features O
Encryption Certficate

Infineon Securty Piatior ean enhance fie and folder encryption by providing addtional protsetion for
the key used to encrypt and decrypt date.

For more informatien on Irfineen Securty Platform enhancements to file and folder encryption, click

File and folder encryption is configured to use the following Crficate:

lssued To lesued By Expiration Thumbprint

lcicaByTE | GiGABYTE CFO18287EM3I65F ..

Click "Select” to select another Centficate.

<Back [ Med> | [ Cancel | [ Hep
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B-6. Set up a Personal Secure Drive (PSD)
B-6-1. Specify a drive letter and label for your Personal Secure Drive

To specify the drive letter for your Personal Secure Drive, select an unused letter from the drop-down list of available letters.
To specify the drive label, enter the label in the field provided. The label should be no more than 32 characters in length.
Select the Load my Personal Secure Drive at logon check box, if you want to load your PSD at logon. Click Next.

B-6-2.

&Y Infineon Security Platform User Initialization Wizard

Security Platform Features
Configure your Ifineon Securty Platiorm Personal Secure Diive:

move existing files and folders to your PSD to protect them

My Personal Secure Drive wil be mapped to drive:

Drive label for my Personal Secure Drive:

Personal Secure Diive

D] Load my Personal Secure Dive at logon

Your Persanal Secure Drive (PSD) provides protected storage for sensitive data. ft
appears as an addtional disk o your computer and is not visible to other users. Please

You will not be able to change the storage space of your PSD after this dive has been

==
m}

<Back ][ Nex>

| [ Cancet

| [ tep

Specify your Personal Secure Drive size and a local drive on which your Personal Secure Drive will be saved.Click Next.

& Infineon Security Platform User Initialization Wizard

Security Platform Features
Configure your Infineon Securiy Platform Personal Secure Diive:

=] MB of storage space.

My Personal Secure Drive will have | Z0]

&ny of the subfolders or fles saved on the Personal Secure Diive.

My Personal Secure Diive wil be saved on this drive

Note: Your Personal Securs Drivs appears as a singls encrypted fils on the
specfied local diive to sers who are not authorized to aceess &. They cannot ses

=l
O

[ <Back ]| Ned>

] [ cancel ] [ Hee ]

NOTE

Q Your Personal Secure Drive size cannot be changed after setup, so please ensure that the size you
specify is large enough to meet your needs. Please note that you cannot use the full drive size, since the

file system allocates some space. This depends on the operating system and may be significant for small

drive sizes.

Please also note that the maximum PSD drive size is limited:
The maximum PSD drive size on FAT16 volumes is 2 GB.
The maximum PSD drive size on FAT32 volumes is 4 GB.

~14 -



B-7. Click Next to continue.

&1 Infineen Security Platform User Initialization Wizard ==

Security Platform Features a
Confim sttings

wizand i now ready to corfigure your Securiy Pletform Festures.

actions will be done:

- Set up your Infineon Securty Pletform Personal Secure Drive.

Cick "Next"to proceed and waitfor the operation to firish.
Do nct logeff, shutdown, ertera power-saving state, or unplug the power cord before the wizard has
comoleted.

[ <Bask [ new> ) [ cancel | [_Hap ]

Do not logoff, shutdown, enter a power-saving state, or unplug the power cord before the wizard has completed.

CAUTION

B-8. Click Finish to finish the user initialization and features configuration of the Infineon Security Platform.

&1 Infinean Security Platform UserInitialization Wizard =
The wizard completed successfully.

o
Infineon ~ summaw:
The Security Platform user initialization has completed suc:
use the Sect

to product help for more information on
Features such as local ile & folder encr

and digital e

“You have enabled the Paseword Reset functionalty for your Basie User
Password

You have configured the following Securty Platform Feature
Fersonal Securs Dnve crecte

Please backup your hard drive perodically, or else encrypted data may be
lost in 6358 of & system or hard dive failure.

<Back || Fnish | [ Cancsl [ Hee ]

C. Infineon Security Platform Settings Tool

With the Security Platform Settings Tool you can get various information about the Trusted Platform Module
of your system. Also, you are able to carry out several administrative tasks, such as to change Basic User
Password, perform backups, export/import Security Platform User keys and certificates, etc.

T Infineon Securty Platform Settings Tool =

info [ User Settings | Backup | Migration [ Password Feset

(infineon P

Welcome to the Infineon Security Platform Solution
Securty Piatfom Soluton:

Operston Mode: Standaiene

Securty Plaiom Siste:

Chip Ensbed
Ourer Intalized
User Intalized

Trusted Plaforn Mode:

Vendor. Infineon Technologes AG
M2

S Test (Wors Detais
=)

-15 -



4.  Configuring the GIGABYTE Ultra TPM Utility

GIGABYTE's unique Ultra TPM (Trusted Platform Module) supports the industry's most advanced TPM
hardware-based encryption. With the easy-to-use Ultra TPM user interface, users can store/back up
their digital signature keys on a USB flash drive or in the system BIOS. The key(s) will be erased from
the computer after being stored on a USB flash drive (or in the system BIOS), preventing unauthorized
access to the computer. By simply plugging or unplugging the USB flash drive, users are able to
access their PSD files without the hassles of complicated configurations. In addition, Ultra TPM's key
backup function allows users to still have a way to access their data in case the keys are lost.
 After creating the password(s) and key(s) associated the TPM, be sure to store them in a secure location
camon  and back them up. Loss of the password(s) or the key(s) will render the files encrypted via the TPM unable
to be cracked or read.
* Though the TPM delivers the latest data security technology, it does not guarantee data integrity or give
hardware protection. GIGABYTE is not liable for loss of encrypted data as a result of hardware damage.

41. Instructions for Using Ultra TPM

Before launching the Ultra TPM utility, make sure the TPM chip has been initialized and you have
encrypted the files you want. (You have to at least set up a Personal Secure Drive (PSD). Refer to
3. Initializing the TPM Chip to see how to set up a PSD.)

A. Initialize...

Step 1:

After installing the Ultra TPM utility, the Ultra TPM icon |« | will appear in your system tray.
To create a Portable User Key, right-click on the icon and select Initialize.

About...
Initialize...
Duplicate..
Live Update...

= Exit

Step 2:
When the Initialize Ultra TPM dialog box appears, select a USB flash drive and click the Enable
Backup to BIOS check box, or select at least two USB flash drives. Click OK to continue.

& Initialize Ultra TPM [=] = =

P Select USB keyis) forthe TPMkey
(A

USE Key 1(6
USE Key 2(1
- V] Enzble Backup to BIOS

—
OK Exit

When more than one user stores their keys in the BIOS, the latter key will overwrite the former key.

CAUTION

-16 -



Step 3:
Enter the User Password created in "Easy Mode" or "Advanced Mode." Click OK to continue.

Enteryour TPM user password = ==

Pleas or TR USER passacrd —
‘ yyyyyy ‘ ‘ oK

== Ifyou incorrectly enter the password three times, Ultra TPM will be locked. To be able to enter the password again,
o= go to the "Security Chip Configuration" menu in BIOS Setup and then set "Security Chip" to "Enabled/Activate.”

DO NOT turn off or restart the computer when a user key is being generated.

Step 4:

Click OK to exit and complete the creation of the Portable User Key. You are able to load or unload your
PSD by simply plugging or unplugging the USB flash drive.

&=l 7\‘/‘: After completing the settings and when removing the USB flash drive(s), the Infineon
o Security Platform Settings Tool will give the following warning message, which
is normal.
@ A feature needs reconfiguration.

Click here te recenfigure yeur Security Platform
Features,

TPM Key Created successfully!

OK

B. Duplicate...
Step 1:
To duplicate the key to another USB flash drive, right-click on the Ultra TPM icon and select Duplicate.

Abott..
Initialize.
Duplicate...
Live Update...
Exit

) 218 PM

Step 2:

When the Duplicate USB Key dialog box appears, select the drive letter of the source USB flash drive
and then select the drive letter of the destination USB flash drive. Click OK to continue.

<« Duplicate USE Key == ==

7~ Source Key
0

’ |
Destination Key
USB Key 1(G
T H

—

OK | Exit
Step 3:
Click OK to complete the duplication of the key.
==

duplicate USB Key on (USB Key 2(1) successful

—T—

7=\ If you want to uninstall the Ultra TPM software, be sure to insert the USB flash drive containing the Portable
= User Key into your computer before the uninstallation.
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