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Federal Communication Commission Interference Statement

This equipment has been tested and found to comply with the limits for a Class B digital
device, pursuant to Part 15 of the FCC Rules. These limits are designed to provide rea-
sonable protection against harmful interference in a residential installation. This equip-
ment generates, uses and can radiate radio frequency energy and, if not installed and
used in accordance with the instructions, may cause harmful interference to radio
communications. However, there is no guarantee that interference will not occur in a par-
ticular installation. If this equipment does cause harmful interference to radio or television
reception, which can be determined by turning the equipment off and on, the user is en-
couraged to try to correct the interference by one of the following measures:

- Reorient or relocate the receiving antenna.

- Increase the separation between the equipment and receiver.

- Connect the equipment into an outlet on a circuit different from that to which the
receiver is connected.

Consult the dealer or an experienced radio/TV technician for help.

FCC Caution: To assure continued compliance, any changes or modifications not expressly
approved by the party responsible for compliance could void the user’'s authority to oper-
ate this equipment.

This device complies with Part 15 of the FCC Rules. Operationis subject to the following
two conditions: (1) This device may not cause harmful interference, and (2) this device
must accept any interference received, including interference that may cause undesired
operation.

IMPORTANTNOTE:

FCC Radiation Exposure Statement:

This equipment complies with FCC radiation exposure limits set forth for an uncontrolled
environment. This equipment should be installed and operated with minimum distance
20cm between the radiator & your body.

This transmitter must not be co-located or operating in conjunction with any other antenna
or transmitter.

The antenna(s) used for this transmitter must not be co-located or operating in conjunction
with any other antenna or transmitter
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Chapterl Introduction

Overview

Thank you for using Gigabyte GN-A17GU Wireless-G Access Point. The IEEE 802.11g
standard is designed as a higher-bandwidth - 54M bit/sec - successor to the popular 802.
11b, or Wi-Fi standard, which tops out at 11M bit/sec. An 802.11g access point will support
802.11b and 802.11g clients.

The GN-A17GU Wireless-G Access Point lets you connect IEEE 802.11g or IEEE802.11b
devices to the network. With its high-speed data transmissions of up to 54 Mbps, you
complete a lot of work in a short amount of time. Network users can share a broadband
Internet connection, access e-mail, download large files, videoconference, and distribute
and play digital images, videos, and MP3 files.

And with up to 152-bit WEP encryption, you can feel relieved that your wireless network
communications are private. Easy to set up and use, the GN-A17GU provide you an AP
Manager Configuration utility.

Features

B |[EEE 802.11b/g compliant and compatible with Wi-Fi
B One option of plug in wireless card for Upgrade

B Friendly SNMP Management Support

B Advanced Wireless Security support

*,

»  Support 802.1x Secure Wireless Access

»  Support 64/128/152-bit WEP encryption

% SupportAccess Control List (ACL)

B  Extended Distributed Wireless Systems (EDWS) support
s Wireless Distribution System (WDS) support (Point to Multi-Point and Point to

Point)

s  Simultaneous operation of AP and WDS functions

B Built-nDHCP server for Assigning IP Address

Transmits data rate up to the maximum speed of 54Mbps for [IEEE 802.119g

B Dynamically scales the data rate to 54, 48, 36, 24, 18, 12,9, and 6Mbps for IEEE
802.11¢g

K/

K/
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Package Contents

Before the installation procedures, please ensure the components are not damaged dur-
ing the shipping. The shipment of the GN-A17GU includes:

- One GN-A17GU Wireless-G Access Point

- One AC Power Adapter

- One Installation CD with the AP Manager and User Guide Soft Copy
- One User Guide

- One RJ-45 Cable

- One Cradle

- One wall mounting kit

Please contact your local distributor or authorized reseller immediately for any missing or
damaged components. If you require returning the damaged product, you must pack it in
the original packing material or the warranty will be voided.

The Rear Panel

The Access Point’s ports are located on the Access Point's rear panel.
B Power

The power portis where you connect the power adapter.

B One Ethernet LAN Port
RJ-45, Auto-sensing for 10/100M Ethernet LAN connection

H Init Bottom
Initial reset (Init to factory default) and Hardware reset.

B Wireless antenna
One 2.4 GHz antenna



GN-A17GU Wireless-G Access Point User Guide

The Front Panel

LEDs

The Access Point's LEDs display information about the Access Point’s status.

B Power (Green Light)
When the Green light is on, the power is supplied to the router.

Note: Whenyou are applying the changes to save the configuration,the Power LED
will be off for a while.

m LAN (Green Light)

On The link active at 10/100 Mbps.
Flicker | Data is being transmitted/received.

B WLAN (Green Light)

On The Wireless function is acting.

Flicker Data is being transmitted/received.

External PCMCIACard slot

Support the Gigabyte GN-WMAG and the GN-WLMA101 Wireless PCMCIA Card, but the
GN-WLMA101 Wireless PCMCIA Card is recommended.

Note: Please expand the Wireless Lan card when power off.
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Chapter 2 Installation

Hareware Requirements

To use the Wireless Access Point on your network, each computer may need the
following requirements:
B Aninstalled 802.11b/g wireless adapter.

[ ] An Ethernet LAN switch or hub.
B A wired RJ-45 Ethernet cable

System Requirements

B A Computer with Windows, Macintosh, or Linux-based operating system.
B To run APManager, you need a computer with Windows operating system.

Internet Configuration Requirements

In order to connect your Access Point to the AP Manager, you will need the following
configuration parameters to configure the TCP/IP setting of your computer:

«  Static IP Address: 192.168.1. x (e.g, 2 ~ 253)
s Subnet mask: 255.255.255.0
s Default Gateway: 192.168.1.254
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Hareware Installation

Follow the se steps to install the Wireless Access Point.

1. Choose a proper place for Access Point. In general, the best location is at the center
of your wireless coverage area, within line of sight to all wireless devices. Keeping
clear of metal obstructions and away from direct sunlight.

2. Place the Access Point inthe desired location. Normally, the higher you place the
antenna, the better the performance will be. The antenna’s position enhances the
receiving sensitivity.

3. Attach one end of an RJ-45 Ethernet cable to the Access Point and attach the other
end to a network hub, switch, router, or patch panel (possibly on a wall).

4.  Attachone end of the AC power adapter to the Access Point and the other end to a
power outlet. (Note: Only use the power adapter supplied by Gigabyte in the product
package. Using a different adapter may result in product damage.)

For the average home, signal range should not be an issue. If you experience low or no
signal strengthin areas of your home that you wish to access, consider positioning the
Access Point in a location directly between the computers with wireless adapters. Addi-
tional Access Points can be connected to provide better coverage in rooms where the
signal does not appear as strong as desired.

Connect to Access Point

Wired Ethernet Cable

You can connect a LAN cable from your computer's Network card to the Access Point
without using a Network switch or hub.

Wireless Connection

If you are using the wireless connection, you can connect to the Access Point using the
Gigabyte Access Point Manager without a wired Ethernet cable.
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lllustration

There are two installation mode for your reference as follow:

Method 1: Static IP address

If you are Not using a DHCP server in your network, you can configure the AP by connect-
ing to the computer directly.

3.

4.

;Ek_.'.]ﬂ:; PC(AP Manager) 192.168.1.x

DHCP (Disable)
Py 192.168.1.1(default)

You will need to assign a Static IP Address to the computer that you are using to
configure the Access Point onthe same subnet.

For instance, the default IP address of the Access Pointis 192.168.1.1 and the subnet
mask 255.255.255.0. You can enter IP address 192.168.1.20 (assuming that it is not
already assigned to another network device), subnet mask 255.255.255.0 to your
computer.

Note: If you need the instructions on howto do this, please refer to Appendix C,
“Configuration of the PCs”

Connect to the Access Point one by one and assign a static IP to each Access Point.
For example, 192.168.1.2 or 192.168.1.y, etc. (If the IP address of your network is
10.1.5.x then your Access Point can be assigned to 10.1.5.y)

é:gﬁ PC(AP Manager) 192.168.1.x
——
| | |

R e .
192.168.1.1  192.168.1.2 192.168.1.y

DHCP (Disable)

Make sure that every Access Point has a unique IP.

After all Access Points have been configured successfully, then you can use AP
Manager to control/monitor all Access Points network.

9
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Method 2: Numerous Access Points setting

Using DHCP server to setup the IP Address then remove DHCP server

If require to setup as many Access Points at the same time. You can setup a DHCP Server
and let it assign IP to all the Access Points so it has its own unique IP address. After the
setup is finished, and then remove or disabled DHCP Server at last. Now, you can use the
AP Manager to find all Access Points in your network, and then setup the N-Access Points
as static IP address one by one. Notice: After assign static IP address to every Access
Points, be sure to setthe PC (AP Manager) to the same subnet.

PC(AP Manager)

éﬁéﬁ L@; ifgl:] PC(AP Manager)

X DHCP Server
_— |

S, ¢ Switch / Hub Q S, ¢ Switch / Hub

| |

| | | | | |
.--\q,u'-._ -h'“‘"-l,..\_\_ '\- "‘\-uﬂ_“_ .--u""h-._ ‘HL -\._““\-‘-‘-

Obtain IP Address Automatically -DHCP Server Enabled

If you are using a DHCP server in your network, you can connect a DHCP server with the
Access Point and an AP Manager through a switch/hub. The IP address of the Access
Point should be configured to “Obtain an IP address automatically” (which is default setting).
The DHCP server will assign the IP address to the Access Point. The PC (AP Manager)
should use the IP onthe same subnet as the Access Point. Or, you can configure the PC
(AP Manager) to “Obtain an IP address automatically’ and assign IP by the same DHCP
server.

DHCP Server
PC(AP Manager) o
e B i
I RSLEY
f

e

“‘T-.-.f Switch / Hub

AP

10
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Chapter3. Access Point Manager

The Wireless Access Point can be configured through the AP Manager Utility .The Gigabyte
Access Point Manager is used to configure Gigabyte Access Points.

Note: The performance of wire line link is better than wireless link between the AP
Manager and each Access Point. To use the wire line link to manage the
Access Pointis recommended.

Installing the Access Point Manager

Please follow these steps to install the Gigabyte AP Manager in the Windows.

Stepl. Insert the installation CD and click Install Gigabyte AP Manager on the CD
autorun screen.

Step2. Please wait a while!

Installshield wizard

Gigabete AP Maraue Uil Selus 1% HEIIr Iy l||t:_.{r_|;d.-:|||-_3hip|r.|'_§.'
iz, whicn vl uomde o o e zstool Uz zeiup
precess. Pleaze wait,

Step3. Click “Next”.

InstallShield Wizmd ﬁ[

w_nhr.nnn-. b Hhe |neballT haeld Wizard For
Ligabric AH Monager Uhility

ThelnetalshaldP Wizans ailikst=l G gabue MP Maszgar
iy on your computer Torcowiue, chck e,

Bact

Canca

11
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Step4. Type the User Information then click “Next”.

InstallShield Wizaid

ustomers |nfarmalinn

Flatctat e o indun selivn,

Pl ot o o ol cenaay b st

Wz Mane

|I?!i;|a_:n,!:e-_

Lomezhy b ame:
}Giga:\,r.e{

It ilieks

& Back Hew, = Cancz

Stepb. Click “Next” to accept the default directory or “Brow se” to another location.

InstallShield Wizmid

Choanse Dechinaline | arslinn .'u l
Sl (e b Sl wll nzldl Tlas.

ohp sl el bimazyio 4 Marager Ity im th bl ‘ol

| ﬁ;lél‘;:'ll::lk:: ;_P_ilsi- hﬂdd',.-fﬁcl‘;ﬂc-il.‘ aal o ci.ﬂrr'driént'liz‘h':li' ek Biozs and sclsck
snofierfelde.

= Destwalion Foldsr-
=4 A cobyte! i icebyt= ™ Vanaaer Uiy B, |

[i=te|Lekt

“ Bk

Cancz |

12
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Step6. Click “Next”.

InstallShield Wizoid
felect Proguam Falder

Pla=paz seeil o o g nfubee

Eotp il 2dd orogay consto bae =rogam Fadet bsho st You man bepe a row folde:
raris. o sel=ck o fom He ssist g focers Leb Cick B=sto confings

Erocram Feldss
Liig Mer-ager _ ik

EnshngFakors

Semrisiraive Tocl
‘izrosot Ubhce [ods
Stahe
Ynle

Irata e

gk [ Hees | Cancs

Step7. Click “Next”.

InstallShicld Wizoid

Sk Dnpyirn Nlex

Fro e sullr v odlo wocopying il

Lohpaze encugh mlcrmabon to-ebzrl copying b eoqian hize I}_ ok o bt ol
change any setings: click Jeck: ['vac e sotisfies pill the sefigs. elch Heal 1o begin
copyd ik

Cuman Saltics!

Irata [Ulaeid
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Step8. Please wait a while.

InstallShield Wizoid

Sehap Dlatus

Liigebiks A v anaacr Lakbe 5 stup iz petormng tha recucsbod spcratiors,

Insisling Copyig BEE fle:
CSrograr TlesCeron Filst3otand Shaed\Betdsint cab

fi=ata [l e

Step9. Click “Finish” to complete setup.

InstallShield Wizmid

InstallShield wizard Complate

Seup haz fidzhed inz:aling Gigabvle P Manzger Lkl o
Lo compuler

]
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Using the Access Point Manager

You can launch Gigabyte AP Manager through Start \ Programs \Gigabyte AP Manager
Utility \Gigabyte AP Manager.

Enter the default password “admin” and click “OK” button.

X
Fleaze enter AP pazswiordl
lxxxx71
oK Eanesl |

It will automatically search for Access Points onthe same subnet whenyou open the

Gigabyte AP Manager. You may click the icon @ to searching for Access Points
manually.

=l
Menu bar Tech Cospncrd Shouz B
By ey ey <pey
TOOl bar =l 171:,‘% Coar-Tz Ei :r,u"JI:-IJ.'| | e e | ',_![Zu.'a_ll ._lTlI'-'II.!I.'_J. | .'"'.'.'-f.il..'l'.ll.'d _L AL
B i ke Uysten IPsanfy | is v Gpsrsion
i @ w e RIS TR
ATt ETEARE
. / Mat Adess  [PFRCFRCS -
Tree view T~
ECEEETET T PR e T
— : . Page Control
Yoty sl 0L, hen, 29 S 20
U eless Tipe  [Luz1g -]
(o '||'||_:|'T:'| 1 |Ei|"d|'12. | 1'3 ﬂ
'HI’-‘II{IE_’! LM 1|"I,H:|":'\1.u ]
L arnl g |-—--—
2wl ]H—"-*
B | J\f\r y |
Status bar
\]‘R_Eecv! Totsinamoesot 2 [

Progress bar
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[ ] Tree structure

ESSID (GIGABYTE)

’—— AP Name (GN-A17GU)
MAC Address (0020ED001700)

[} Menu bar

Tools Allow you to “Search” for AP by ESSID, AP Name, MAC Address,
and IP Address and “Connect to AP by IP”. And allow you to “Save”,
“Load” the AP configuration and “Copy”, “Paste” the configuration
at the current page. Besides, itincludes both “System Reboot” and
“Load Default”.

Password Allow you to change the AP Manager password and set the SNMP
community string.

About An online help and the AP Manager version.

Exit Exit the AP Manager.

Note: When you searchfor AP by AP Name (Tools->Search->By AP Name). You can
press the “search next”to continue to search the same name of AP.

search by APNamme Dialog E3 I

Flease enter Access Point Name and click
‘"Search Mext" button to Search Access
Foint by AF Name

SearchNewt |  Close

16
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Toor bar

@ Find Access Point
Find all AP inthe same subnet.

% Save AP Configuration
Save all setting of the AP to a temp file.
Load AP Configuration

Load the setting of the temp file that you saved before to the current AP.

% Page Copy
Copy the setting of the current page.

Page Paste

Paste the setting you has copied to the current page.(You can paste the setting
of AP1 to AP2 at the same tab page.)

<D System Reboot

Reboot the Access Point.

@ Load Default

Set the Access Point to the manufacture default.

@}; Connect to AP by IP

If you want to manage the AP in the different subnet, use this function and key
in the IP.

17
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System Page

& LILABY | E A" Manager a0 =)
El:b [issacrs goads ExE
q 1 I i - -
A (g a0 <k
!:_;" \.'{lil‘ C o0y L Enu vl g | i P T | l L'||.,'r:. Lo e | A, silod — Gl
[S-6e aH-1 wyElar = iarfic | wirsles s Dpsratior:
: |€] w 'ﬁl."l'illll "'||'|||'n|. iIIII
AF Hare iex.mrev
r-.f.ﬁlfi .ﬂ.:lldra:_aa i’rpr EMilSFASE
Duscaplan e galbce GHa HEU A2
Vet 3 fiee £0200 B, 23 20020
wiile 2zs a2 I'-U—' 1 j
Caane i 7 T;,u!ll'!i:arj1£|]:_1 i ﬂ The re W| " be dISp Iay
R R e the"Card2” when you
M 2t . [ insert an external
S | Wireless Lan card.
Soaal .In'r .‘.11-"
["Peac i Tcks rumbs-of oo |-

The System Page displays the Device Information and the Change Community String
function.

—~ Device Information

The Device Informationinclude the AP name, MAC address, device description, the

version information, the wireless type and card config type.

1. Youcan change the AP Name to whatever unique name, which can represent
this AP.

2. Based on the “Card Config Type”, you can choose which wireless type you want
to use.

Note:

1) Please expand the Wireless Lan card when power off.

2) The embedded “cardl” support the IEEE802.11b/g standards and
the external “card2” can support more standards.
Recommending not to choose the Wireless-G type at the same time,
or it will be affect the performance of the Access Point.

3. The “Card Config Type” allows you to select which wireless card you want to
configure.

18
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~ Change Community String
This function can let you change the community string to the AP. You can change a
new community string on purpose to prohibit other AP Manager access and manage
your AP. After you change the community string to AP, you need to do two following
actions.

1. Use Password->Set Community String on the Menu Bar to set the community
string to the AP manager. The AP Manager and the AP should have the same
community string. Otherwise the AP Manager will not be able to find the AP with
different community string

2. Please memorize the community string or write it down at somewhere.

Init bottom

In case you forget the community string, you have to press the AP init button and
then the AP setting (include community string) will be restore to default value.

Note: The SNMP community string defines the relationship between an SNMP manager
system (AP Manager) and the agent systems (all APs). This string acts like a pass
word to control the AP Manager to access the AP. The default value of the
community string is “public”. You can change the community string of AP Manager
by using Password->Set Community String on the Menu Bar.

19
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IP Config Page

# LILABY | &1* Managoe

Teek: [esanrs gaads Exb

g ke <an [<ee
El- fgr Coary L Ert il dr | Al i d l Lpes o S 2 | St il - oL
SR R Sy — Lol Wifzless Dpsrsior
: 71 PR o R——
P fade e ERER
Silrak wask i:_x_ fonr IE ]j_
T tavay IF IE I_ Ir
MH = [ -|
RS Char i mem ITF I_ I_
L‘.|'|:—':.'|IHI.|_‘J.HI 46 fu h-t- |-1T I_ I?_I_l_
OHE1 o pp
BNZZ TR O
O3 I THEN T PR
0214 Spannirg Tec |:, salile :I
| Al
Reads! II:ETI.ITl:-a’II-'-:‘i |

The IP Configure tab allows you to configure the IP parameters of the access point.

Use this option to assign an IP address to the access point. The default IP address
I$192.168.1.1. Please make sure the assigned IP address is unique on your

Specify the subnet mask of the access point. The default subnet mask is

r—~ IP Address
network.

I~ Subnet Mask
255.255.255.0.

r— Gateway

Enter the IP address of the default route. The default gateway is 192.168.1.254.

After you change the IP address of the AP, please also change the PC’s (AP Manager)
IP address to the same subnet. And then click the “Find Access Point” icon; AP

manager will search the AP on the network.

20
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7 DHCPMode

There are four settings under this option you can choose: “Disabled”, “Client
Enabled”, “Server Enabled” and “Auto”. Disabled is the default setting.

If you want to get IP address from the DHCP server automatically on your network,
you will select “Client Enabled”. Or you want to use the Access Point as a DHCP
server to automatically assign dynamic IP address on the network, you will select
“Server Enabled”

¥~ DHCP Client Range & DNS

If you select the “Server Enabled” setting, please input the IP address range and the
DNS for your network. The DNS information provied by your ISP company.

r~ 802.1d Spanning Tree

Enabled or Disabled the 802.1d Spanning Tree function. The default setting is
Disabled.

Verify the desired setting and then click the “Ap ply” button to set the value into access
point.

21
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Wireless Operation Page

& LILAEY IE A" Managee |
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Normally, you can have the wireless works smoothly even you didn’t change anyitem in
this page.
—~ Region

Because of the different region has a different open channel regulation, please check
whether the default region value is your local area. If it did not appear properly region
please contact your local distributor or authorized reseller immediately.

I~ Channel ID

Please choose the channel, which you can get best performance. Normally, it doesn’t
need to change.

Y~ Preamble Type

The preamble field shall be provided so that the receiver can perform the necessary
operations for synchronization. Under this option two setting are possible: “Long” or
“Short”. The default value is “Long”.

r— Transmit Rate

You can select one of the rates among 6M, 9M, 12M, 18M, 24M, 36M, 48M and 54M
based on your need. The default value is “54M”. If the “Auto Rate” option is enable,
it will not be able to perform the “Transmit Rate” funtion.

22
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Note: The Data Rate of the 802.11b standard are 11M, 5.5M, 2M, 1M.

r—~ Auto Rate
In this item you can select either “enable” or “disable”. The default value is “enable”.

Enable If the selectionis “enable”, the transfer rate will automatically change to
the optimum rate allowed. The range of auto-change will base on the
setting of “Transmit Rate”.

Transmit Rate setting:
54M :range is among 6M, 9M, 12M, 18M, 24M, 36M, 48M and 54M
48M :range is among 6M, 9M, 12M, 18M, 24M, 36M and 48M
36M :range is among 6M, 9M, 12M, 18M, 24M and 36M
24M :range is among 6M, 9M, 12M, 18 M and 24M
18M :range is among 6M, 9M, 12M and 18M
12M :range is among 6M, 9M and 12M
9M :range is between 6M and 9M
6M : no auto-change. The transmit rate is fixed at 6M.

Disable There is no transfer rate auto-change. The transfer rate will be defined by
the “Transmit Rate” column.

I~ Hidden ESSID

This setting allows you to hide the ESSID in wireless transmission. Those who don't
know the ESSID will not be able connect to the AP. The default value is “disable”.

I~ RTS Threshold

This value should remain at its default setting of 2347. Should you encounter
inconsistent data flow, only minor modifications are recommended. The setting range
is0~2347.

—~ ESSID

The ESSID or SSID is the name represent the AP in the wireless network. The ESSID
of all AP in your network should set to identical for the mobile client can roam
between access points. This ESSID string is case sensitive of up to 32 ASCII
characters.

Verify the desired setting and then click the “Ap ply” button to set the value into access
point.
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Encryption Page
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This page is the security configuration of the wireless connection. Protects your informa-
tion with the highest level of industry-standard WEP encryption: 64/128-bit for 802.11b
standard, and up to 152-bit for 802.11g standards. When the “Disable” is selected there is
no WEP encryption. When “64bits”, “128bits” or “152bits” selected there is encrypted
date transfer to prevent unauthorized user to access the wireless network.

~— Authentication Type

You may choose between “Open System”, “Shared Key”, “Both”, “802.1x", “802.1x -
Dynamic WEP”. The Authentication Type default is setto “Open System”.

Open System in which the sender and the recipientdo NOT share a secret key.

Shared Key

Each party generates its own key-pair and asks the receiver to ac
ceptthe randomly generated key. Once accepted, this key is used
for a shorttime only. Then a new key is generated and agreed upon.

Is both the sender and the recipient share a secret key.

If the “Shared Key” or “Both” optionis selected, it will not be able to perform the
option “disable” of the WEP Type.
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802.1x authentication for wireless LANs provides centralized, server-based
athentication of end users.

28 Off) =

Accegs Authonticztion
point SOMYDE

—

1) Aclientsends a “start” message to an access point, which requests the identity
of the client.

2) The client replies with a response packet containing an identity, and the access
point forwards the packet to an authentication server.

3) The authentication server sends an “accept’ packet to the access point.

4)  The access point places the client port in authorized state, and traffic is allowed
to proceed.

Note: Itis necessary that the Radius page have to be configured if the option
“802.1x"is seleted.

If the 802.1x — Dynamic WEP optionis selected, and then you only have to choose
which WEP type you want. Due to the key value will be generated by system.

64 (40) Bits, 128 (104) Bits or 152 (128) Bits

There are three levels of encryption 64 bits, 128 bits and 152 bits. The 64 bits
encryptionis referenced as a lower level encryption. The 152 bits encryption is
referenced as a higher level encryption.

The 64 bits WEP encryption use 40 bits as a secret key, which can controlled by
user, and 24 bits as the initialize vector, which user can not control. These two
portions plus together is 64 bits encryption. Some other vendor's product might refer
as 40 bits encryption. It is the same thing.

The 128 bits WEP encryption use 104 bits as a secret key, which can controlled by
user, and 24 bits as the initialize vector, which user can not control. These two
portions plus together is 128 bits encryption. Some other vendor’s product might
refer as 104 bits encryption. It is the same thing.

The 152 bits WEP encryption use 128 bits as a secret key, which can controlled by
user, and 24 bits as the initialize vector, which user can not control. The 152 bits
WEP encryption spawns a KEY ID containing 32 HEX digits.
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7 WEP Privacy ( 802.11b standard )

Automatic Generation  Check this selection can allow user to generate the WEP
key based on the string user key in. This filed can key in
up to 10 character.

If the “Automatic Generation” is not checked user can manually change the WEP ke
by key in the HEX value.

Verify the desired setting and then click the “Ap ply” button to set the value into access
point.
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Radius Page
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—~ Primary RADIUS server
Please assign a IP address to the primary RADIUS server(authentication server).

r~ Authentication Port
The setting range is 1~65536 and the default value is 1812.

— Authentication sercet
This filed can keyin up to 256 character.

7 Rekeying

Under this option two setting are possible: “enable” or “disable”. The default value is
“enable”.

Verify the desired setting and then click the “Apply” button to set the value into access
point.
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Advanced Page
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For enhance the security of the wireless network, this AP provide the MAC address filter-
ing mechanism to prevent the unauthorized user access. Check “Enable MAC filter” and
key in MAC address table, then only those MAC address in the table are allowed to con-
nect to this AP.

7 Enable MAC Filter

Choose the “Enable MAC Filter” and click the “Add” button to add more MAC
addresses or click “Remove” button to delete the MAC addresses from the
Authorized MAC Address table. Besides, you can click “Edit” button to edit the MAC
address.

I~ Disable MAC Filter

The defaultis “Disable MAC filter”.

Verify the desired setting and then click the “Ap ply” button to set the value into access
point.
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WDS (Wireless Distribution System) OperationMode

The Access Point supports three operation modes: “Access Point”, “Point to Point”, “Point
to MultiP oint”. The default operation mode is “Access Point”.

I~ Access Point
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The operational mode is set to
Access Point by default. This
connects your wireless PCs to
a wired network. In most
cases, no change is
necessary.

In this WDS supported mode,
the Access Point can
communication with other
GIGA-BYTE Access point
whichis also set to Point to
Point and MultiPoint mode.
You have to enter the MAC
address of the host AP.
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I~ Pointto MultiPoint Mode
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In this WDS supported mode,
the Access Point can
communication with other
GIGA-BYTE Access point
whichis also set to Point to
Point and MultiPoint mode.

=I5l Click the “WDS List” button, it

will go to the WDS List page.

The maximum number of the connectible Access Point is 8.
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%] click “Scan” button, the Scan

Window will appear as below.
You can select which Access
Point you want or choose
“Select All” check box, and
then click “OK” to add those
MAC Address into WD S List.

Besides, you can click “Edit”
button to modify the MAC
address which you select on
the WD S List or click
“Remove” button to delete the
MAC address which you select
on the WDS List. Or you can
click the "Cancel” button to
reserve the original value.
Finally, please click “OK”
button to returnto the
OperationMode page andclick
“Apply” button to set the value
into access point.
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Associated List Page
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From this page, you will get the information of the workstation which can connect to the
AP. The form listincludes the MAC Address, Signal level and description of the workstation.
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Change AP Manager Password

Khange AP Manzzer Pazzennd
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User can change the administration password of the AP manger to prevent other user
access to the AP Manager. On the Menu Bar (Password->AP Manager Password) can
invoke the password change dialog. Please enter a new admin password and confirm
admin password then press “OK” button. You have to enter this new password to log in
when you want to use the AP Manager next time.

Set Community String

Pazzword Thalog ﬁi

Please enter community string to search Access Point

[ aK.

The community string defines the relationship between AP manager and the AP. This
string acts like apassword to control the AP Manager to accessthe AP. Fordetail description,
please refer to “System Page” section.
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Upgrade Firmware

You can download the upgraded firmware version from Gigabyte website.

¥~ Run TFTP Program

Stepl.

Step2.

Step3.

You can find the “Upgrade Tool” through Start\ Programs \ Gigabyte AP
Manager Utility \Gigabyte AP Upgrade.

The Gigabyte Firmware Upgrade Tool screen will appear. Please enter the “AP
IP address” which you want to upgrade the firmware. You can press “Ping”
button to verify whether the AP is online.

Fipak e Piorsas Uppecs Tool

iC‘.'\M_\.-' Froja sl bia cowdhlily

AP P Address |l 57 1R
|
Rz et Liereod ol =
Freps e 20058150 by == me=1Tm- T71 =34
ey fiom 192 20 1.2 byizs=T2 ti—ec=10m=z T L=24
Fup y frorn 1920 58120 by =72 b e =10m= T L=21
Repoy from 192738 1.2 byszovd tive=—I0mz T L34
Rep o 1000581 2 hy==a=7 2 firme=t = T =54
Fepp home 15047 0l 12 byzss=dd b-es=1lhims | L=ad
Fup ylrorn 19273842 by oo=72 L we=10m= T L=351
Ropsg feavec A502 758 12 hy==a=72 Hirees— I im- T 154
Rep oy frorm 19058 120 hy-=a=2 2 Hire=tlm= T 1 =54
Hap y o TR G040 byrss=d 2 b -e=1Umz | L=
Flwpoy fruen 192,738 1.2 by as=72 L we=10mm= T L=31
[ep oy frarn 1905817 hy==a=7 0 Hrpe=1lm= T 1 =534
Rep g from 1920 381,00 byise=7 2 tivec=10ms T L=34 J
=

Press “Open” button to choose the firmware then press “Upgrade” button to
start the firmware upgrade process.

Note: During the firmware upgrade, please DO NOT turn off the PC or AP and
DO NOT unplug the Ethernet cable.
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Step4. After the AP device rebooting successful, the AP firmware upgrade is
completed.

Note: Right-Click on the screen, the content menu will be displayed. You can
find the online help and the version information of the firmware upgrade

utility.

Uninstall AP Utility

You can find the Uninstall program through Start \ Programs \ Gigabyte AP Manager
Utility \ Uninstall.

Stepl.  The InstallShield Wizard will appear then please wait.

i Tnstadlvhdeld Wizaad I

Gigabite AP Manager Ll Setup is g\::paifrﬁg b | pstalEhisdR
1w zard. whieh wil glide o through e
process [Meazssipat o
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Step2. Click “Yes".

CGrigabyte AF hManager TTlity

AL e
/N eabyte AP Mnnge putec T

Yes

Step3. Click “OK” and then the Gigabyte AP Manager Utility has been uninstalled
successfully.

rigabyte AF Manager Thlitr

‘Gieativte &F Manager litr has been mcessfollyr vnisstalled fnommesour machineg.
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If you just want to modify some program components or reinstall all program components,
you can run the installation program directly. And then the InstallShield Wizard will appear.

Please choose one of the options what you want then click “Next” continues to modify,
repair or remove the Gigabyte AP Manager Utility.

[1elallZ o). ®zanl

Welcome ‘ i N

P i, pepan, on e e Le poogdnd =
. |

YWasoms o tha Gigaby:a AP Managsr Jblit Sslup M aintenancs pragran. Thiz program lsls
oL o cify the: curter: instaliation. Clisl onc ofths options bolaw. ™ S
oy

AL S el new DIDOET Somponerts 1 30d o select cumenily installed
:EumgéhE*ﬁf-I‘n_g Emoe

O Tlepain
]ﬁ%i el all prg At Srmpnnsn it alad b the presinl & sain

€ Bemavs
r—’ﬁ Renov= allihstslled sempenents.

e s

LRARE “Hemr s I Fanrel

36



GN-A17GU Wireless-G Access Point User Guide

Chapter4 Troubleshooting

This chapter gives information about troubleshooting your wireless Access Point. Read
the descriptions below to help you diagnose and solve the problem.

Q:

Z QO

What to do if you forget your password or forget the IP address of the Access
Point?

Please press the “init” bottom on the Access Point about 5 sec. The Access Point will
be restart and the system setting will restore to the default value.

Unable to access the Access Point’s Web Configuration Interface?

1. Please check the Ethernet connection betweenthe PC and the Access Pointis
correctness.

2. Make sure your computer’'s IP address is on the same subnet as the Access
Point.

3. Make sure you are using the correct login information.

What is the IEEE802.11b standard?

It also referred to as 802.11 High Rate or Wi-Fi. It is an extension to 802.11 that
applies to wireless LANS and provides 11 Mbps transmission (with a fallback to 5.5,
2 and 1 Mbps) in the 2.4 GHz band. 802.11b uses onlyDSSS. 802.11b was a 1999
ratification to the original 802.11 standard, allowing wireless functionality
comparable to Ethernet.

What is WEP?

Wired Equivalent Privacy. Security mechanism defined within the 802.11 standard
designed to make the link integrity of the wireless medium equal to wired cable. Data
privacy mechanism based on a 40 bits (128 bit optional ) shared key algorithm, as
described in the [IEEE 802.11 standard.

What is the IEEE802.11g standard?

IEEE 802.119g standard specifies data rates of up to 54 Mbits/s inthe 2.45-GHz
band. It uses orthogonal frequency division multiplexing (OFDM), mandatory
provisions have been made within the standard to make it inherently compatible with
the well-established 802.11b standard at 11 Mbits/s, which uses complementary code
keying (CCK) modulation. Both .11g and .11b operate at ranges of up to 300 feet.
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Q: How to avoid the conflict when data transmitting if you expend with wireless
LAN card?

A: Check the setting of wireless LAN card (card 2). Make sure you didn't use wireless
LAN card of IEEE 80.211b/g if you use wireless LAN card, GN-WLMA101. it will
reduce the transmitting performances.
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Appendix A: Glossary

Access Point

An access point is a wired controller that sends data to the wireless NICs installed in your
network computers, and received data back from them. An AP is often connected to the
Network computer that has Internet access, or is directly connected to a ADSL or cable
modem.

ADSL

Asymmetric digital subscriber line (ADSL) is a new modem technology that converts exist-
ing twisted-pair telephone lines into access paths for high-speed communications of vari-
ous sorts.

Auto-MD I/MDIX

On a network hub or switch, an auto-MDI/MDIX port automatically senses if it needs to act
as a MDIlor MDIX port. The auto-MDIVMDIX capability eliminates the need for crossover
cables.

Auto-negotiate

To automatically determine the correct settings. The term is often used with communica-
tions and networking.

DHCP

The Dynamic Host Configuration Protocol (DHCP) is an Internet protocol for automating
the configuration of computers that use TCP/IP. DHCP can be used to automatically as-
sign IP addresses, to deliver TCP/IP stack configuration parameters such as the subnet
mask and default router, and to provide other configuration information such as the ad-
dresses for printer, time and news servers.

DSSS

Also known as “Direct Sequence Spread Spectrum,” this is a variety of radio transmission
methods that continuously change frequencies or signal patterns. Direct Sequence Spread
Spectrum (DSSS), whichis used in CDMA, multiplies the data bits by a very fast, pseudo-
random bit pattern (PN sequence) that “spreads” the data into a large coded stream that
takes the full bandwidth of the channel.
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DNS

The Domain Name System (DNS) is a distributed Internet directory service. DNS is used
mostly to translate between domain names and IP addresses, and to control Internet email
delivery. Most Internet services rely onDNS to work, and if DNS fails, web sites cannot be
located and email delivery stalls.

Dynamic IP Address

An IP address that is automatically assigned to a client stationina TCP/IP network,
typically by a DHCP server.
Firewall

A system designed to prevent unauthorized access to or from a private network. Firewalls
can be implemented in both hardware and software, or a combination of both. Firewalls
are frequently used to prevent unauthorized Internet users from accessing private
networks connected to the Internet, especially intranets. All messages entering or leaving
the intranet pass through the firewall, which examines each message and blocks those
that do not meet the specified security criteria.

Gateway

A device, usually a router, that connects hosts on a local network to other networks.

IP Address

Every machine on the Internet has a unique identifying number, called an IP Address. A
typical IP address looks like this: 216.27.61.137

MAC Address

On a local area network (LAN) or other network, the MAC (Media Access Control) address
IS your computer's unique hardware number. Usually written in the form 01:23:45:67:89:
ab

Ping (Packet Internet Groper)

A utility to determine whether a specific IP address is accessible. It works by sending a
packet to the specified address and waiting for a reply. PING is used primarily to trouble-
shoot Internet connections.

Router

A device that forwards data packets along networks. A router is connected to at least two
networks, commonly two LANs or WANs or a LAN and its ISP’s network. Routers are
located at gateways, the places where two or more networks connect.
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SSID
The SSID is the name represent the router in the wireless network.

Subnet Mask

A mask used to determine what subnet an IP address belongs to. An IP address has two
components, the network address and the host address. Subnetting enables the network
administrator to further divide the host part of the address into two or more subnets.

TCP/IP

TCP/IP (Transmission Control Protocol/Internet Protocol), the suite of communications
protocols used to connect hosts on the Internet.

WAN

Wide Area Network, a communication network that covers a relatively large geographic
area, consisting of two or more LANs. Broadband communication over the WAN is often
through public networks such as the ADSL or Cable systems, or through leased lines or
satellites. In its most basic definition, the Internet could be considered a WAN.

WEP

WEP (Wired Equivalent Privacy) is a data privacy mechanism based ona 64/128-bit shared
key algorithm, as described inthe IEEE 802.11 standard.
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Appendix B: Specification

Physical Interface

The Wireless Access Point includes 1 RJ-45 Ethernet LAN ports, one init hole and one

antenna.

ltem Feature Description

1. LAN Port x 1 RJ-45, Auto-sensing for 10/100M Ethernet LAN connection.
2. Init Bottom Initial reset

3. Wireless 1 external antenna and 1 internal antenna support diversity.

Specification

System Specification

Date Rate

LAN Interface

Protocol support

Operating Frequency

Operating Range

LED indicators
OS support

AP Manager

Physical Specification

Power supply

Temperature

Humidity
Dimension

Weight

Date Rate:11/5.5/2/1 Mbps for IEEE 802.11b and 54/ 48/
36/ 24/ 18/ 12/ 9/6 Mbps for IEEE 802.11g

10/100 Mbps LAN port with Auto-negotiation function
TCP/IP, DHCP, UDP, ICMP, ARP, TFTP, SNMP
2.4000 — 2.4835 GHz (Subject to local regulation)

Indoor : Approx. 30M~100M (100ft.~300ft.)
Outdoor : Approx. 100M~300M (300ft.~900ft.)
The range may vary by different environment

Power, Status, Wireless, LAN
Win95/98/2000/ME/XP/NT 4.0, Linux, Unix, Mac

Win95/98/2000/ME/XP

S5VDC 2A

Operating Temperature: 0 to 40
Storage Temperature: -20 to 65

10% to 85% non-condensing
178 mm x 132 mm x43 mm
Gross Weight 320 + 5g
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Appendix C: Configuration of the PCs

To connectto the Access Point, you may need to configure your computer on the same
subnet as Access Point. Please follow the instructure to perform the setup under the TCP/
IP network environment. By default Windows 98, Me, 2000 and XP has TCP/IP installed.
If you have not installed the TCP/IP communication Protocol, please install it now, and
then select your operating system for the setup.

The Setting under Windows 2000

Stepl. Click “Start” in the desktop of the Windows to select “Settings”, and then
select “Control Panel”.

@ Hewi Office Document

p Py Open Office Document
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Step2. Double-click the “Network and Dial-up Connections” icon.
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Step3. Double-click the “LAN CONNECTION" and click the “Properties” button.
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Step4. The “Local Area Connection Properties” dialog box will appear. Verfiy that
the Internet Protocol (TCP/IP) item is checked. And then double-click the
“Internet Protocol (TCP/IP)” item.
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Stepb. Please assign a static IP address and the same subnet as Access Point to the
computer (e.g, IP address is 192.168.1.2 and Subnet Mask is 255.255.255.0),
and then click the “OK” button to returnto Local Area Connection Properties.
Click the “OK” button again to complete the PC configuration.
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The Settings under Windows 95/98/Me

Stepl. Click “Start” at the desktop of the Windows and select “Settings”, and then
select the “Control Panel”.
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Step2. Double-click the “Network” icon.
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Step3. On the Configuration tab, please choose your appropriate setting “TCP/IP->
your network LAN card” and click “Properties” button.
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Step4. Select the “IP Address” tab. Please assign a static IP address and the same
subnet as Access Point to the computer (e.g, IP address is 192.168.1.2 and
Subnet Mask is 255.255.255.0),and then click the “OK” button.
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Stepb. Click the “OK” button again. Windows will ask you to restart your PC. Please
click the “Yes” button. If Windows does not ask you to restart , please restart
your computer anyway.

Spstem Settings Change |
l \‘f.) You mus start you compter before the new setings il ake sffact

Do o yant ta restart wour computer nov?

Note: The Windows may ask you for the original Windows installation disk or additional
files. Please insert your Windows CD-ROM into your CD-ROM drive and check
the correct location, e.g., D:\win98, D:Win9x, etc. (If “D” is your CD-ROM drive).
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The Settings under Windows XP

Stepl. Click “Start” in the desktop of the Windows to select “Settings”, and then
select “Control Panel”.
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Step2. Double-click the “Network and Dial-up Connections” icon.
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Step3. Double-click the “LAN CONNECTION” and click the “Properties” button.

4 lLocal Area Connection Siatus

General | Suppart
Conrechor
Statuz; Cornected
Crurafior: 003600
Speed: 100.0 Mbpz
Btpity =
Sent 1-5,“.‘:__._ Recenved
Packets: 184 ]
Disable |

Step4. The “Local Area Connection Properties” dialog box will appear. Verfiy that
the Internet Protocol (TCP/IP) item is checked. And then double-click the
“Internet Protocol (TCP/IP)” item.
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Please assign a static IP address and the same subnet as Access Point to the
computer (e.g, IP address is 192.168.1.2 and Subnet Mask is 255.255.255.0),
and then click the “OK” button to returnto Local Area Connection Properties.
Click the “OK” button again to complete the PC configuration.
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Limited Warranty

1-Year Warranty

Gigabyte warrants to the original consumer/purchaser that the product free from defects in
material and workmanship for no limited time from the original manufactory shipment date.
This warranty does not cover the product ifit is damaged in the process of being installed
or improperly used.

Gigabyte may replace or repair the product with either new or reconditioned parts. Re-
paired or replaced products will be returned to you at the same revision level as received
or higher at Gigabyte’s option. Gigabyte reverses the right to replace discounted products
with an equivalent generation product.

KEEP THIS STUB FOR YOUR PURCHASING RECORD

Customer:

PhoneNo:
Address:

Email:

Model:

Serial:

Date of Purchase:

Place of Purchase:

From Whom:

Distributor:

Customer Satisfaction

GIGA-BYTETECHNOLOGYCO., LTD.

No.6, Bau Chiang Road, Hsin-Tien, Taipei Hsien, Taiwan, R.O.C.
Tel: 886-2-89124888
Fax:886-2-89124007

http:/Mww.gigabyte.com.tw

Technical Support
E-mail: networksupport@aqigabyte.com.tw
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