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Safety, Care and Regulatory Information
Important safety instructions

Read and follow all instructions marked on the product and in the documentation before
you operate your system. Retain all safety and operating instructions for future use.

The product should be operated only from the type of power source indicated on the
rating label.

The plug-socket combination must be accessible at all times because it serves as the
main disconnecting device.

All products hipped with a three-wire electrical grounding-type plug only fits into a
grounding -type power outlet. This is a safety feature. The equipment grounding should
be in accordance with local and national electrical codes. The equipment operates
safely when it is used in accordance with its marked electrical ratings and product
usage instructions

Do not use this product near water or a heat source.

Set up the product on a stable work surface or so as to ensure stability of the system.
Openings in the case are provided for ventilation. Do not block or cover these openings.
Make sure you provide adequate space around the system for ventilation when you set
up your work area. Never insert objects of any kind into the ventilation openings.

To avoid electrical shock, always unplug all power cables and modem cables from the
wall outlets before removing covers.

Allow the product to cool before removing covers or touching internal components.
Use only the power cord and batteries indicated in this manual. Do not dispose of
batteries in a fire. They may explode. Check with codes for possible special
disposal instructions.

Precautions for Products With Modems, Telecommunications, or Local Area Network

Options
Observe the following guidelines when working with options:

Avoid using a telephone (other than a cordless type) during an electrical storm.
There may be a remote risk of electric shock from lightning.

CAUTION - To reduce the risk of fire, use only No. 26 AWG or larger
telecommunication line cord.

Do not plug a modem or telephone cable into the network interface controller (NIC)
receptacle.

Disconnect the modem cable before opening a product enclosure, touching or
installing internal components, or touching an uninsulated modem cable or jack.

Do not use a telephone line to report a gas leak while you are in the vicinity of the
leak.

Do not use this product near water, for example, near a bathtub, washbowl, and



kitchen sink or laundry tub, in a wet basement or near a swimming pool.
Federal Communications Commission (FCC) Statement
Note: This equipment has been tested and found to comply with the limits for a Class B

digital device, pursuant to Part 15 of the FCC Rules. These limits are designed to provide
reasonable protection against harmful interference when the equipment is operated in a
commercial environment. This equipment generates, uses, and can radiate radio frequency
energy and, if not installed and used in accordance with the instruction manual, may cause
harmful interference to radio communications. Operation of this equipment in a residential
area is likely to cause harmful interference in which case the user will be required to correct
the interference at his own expense.

Properly shielded and grounded cables and connectors must be used in order to meet FCC
emission limits. Neither the provider nor the manufacturer are responsible for any radio or
television interference caused by using other than recommended cables and connectors or
by unauthorized changes or modifications to this equipment. Unauthorized changes or
modifications could void the user's authority to operate the equipment.

This device complies with Part 15 of the FCC Rules. Operation is subject to the following
two conditions:

(1) This device may not cause harmful interference, and

(2) This device must accept any interference received, including interference that may
cause undesired operation.

The antenna(s) used for this transmitter must not be co-located or operating in conjunction
with any other antenna or transmitter

/ For European users only /
European Community Directive Conformance Statement

This product is in conformity with the protection requirements of EC Council Low Voltage
Directive (Safety) 73/23/EEC, EMC Directive 89/336/EEC on the approximation of the laws
of the Member States relating to electro-magnetic compatibility.

FCC Radiation Exposure Statement

This equipment complies with FCC radiation exposure limits set forth for an uncontrolled
environment. In order to avoid the possibility of exceeding the FCC radio frequency
exposure limits, human proximity to the antenna shall not be less than 20cm (8 inches)
during normal operation. Proposed RF exposure safety information to include in User’ s
Manual.



cContents

1 INTRODUGCT ION ...ttt st b e s et b et e sbeebenbeeae e eneas 1
1-1. CONTENTSOF YOUR SHIPMENT ...cuviutitetestestestesiesieeseeseesesse st b sbesbe s sseeseessessesnesbesbesnessesneennns 1
1-2. PHYSICAL INTERFACE ......eittittiteeieeieete ettt sttt ettt be b bt s bbbt et e e e b et e s b et e st e b e eaeeneennens 2
1-3. LED INDICATORS .....eitiittitisttateeteeueestestesteste bt sbe bt e it ese e e ess e besb e e bt ebesb e e b e eae e s e e b e b e ebeabesbesbeeaeeneennens 2
1-4. KEY FEATURES ..ottt ittt sttt bbbttt bbb bbbttt e b et e bt bt b e b beeneennns 3
1-5. SPECIFICATION ....ceutiatete sttt sttt eae ettt bbbt bt eseeae e b e b e eb e e bt e b e e b e e b e e ae e st e e e b e e bt e bt s b e ebeebeeneennens 4

2. SYSTEM CONNECTION & INSTALLATION ..ottt 6
2-1. ADSL/CABLE MODEM REQUIREMENTS.......ceitttiteitentenseeeessestestesbessessesseeseesessesseseesnessessesseeneas 6
2-2. PC HARDWARE REQUIREMENT AT THE PC END .......uoitiiiiiiiiie ettt 6
2-3. CONNECTION FOR ETHERNET USER .....cuviutitiitiitisieitesiesieete sttt sttt sne st sne e sne e 6
2-4. CONNECTION FOR PCMCIA WIRELESSADAPTER USER........ciiiiitirieniisieeieie sttt 6

3. CONFIGURATION ...ttt bttt et sb e bt ea et e e e e et e st e b e nbeebenbeeneennns 7
30, PREPARATION. .....tettteste sttt estess bt b e bt bbbt eh e s e e e e e b eb e bt e bt eh £ e b e e heem e e s et e et e ebenbesbeebeeneeneeneas 7
3-2. SETUPAT YOURPC END ..ottt bbbttt bbbt 7

3-2-1. The Settings Under WiNdOWS2000 ...........cceieriereiineninenieeeee e 8
3-2-2. Setup Under the WIindows 95/98/ME........cccoiiiiiiiiiiiieneeieese e 15
3-2-3. Setup Under WINAOWS XP ..ottt 21
3-3. SETUPFOR BROADBAND ROUTER .....c.utititiitiiiieieeiieie ettt sttt sb bbb 28
-4, ADVANCED SETUP.......utttittiteeuteiteteste sttt sttt bt st eseese e s e b e b s bt bt e bt e bt ebeeae e e e b et e s bt abesbeebeabeeneeneens 48
3-4-1. Network CONFIQUIALION .......cc.oiiiiiiiieitieieeeeee et 48
3-4-2. Wireless COoNfIQUIALION..........ccoiiiiiiiieiieieee sttt 58
3-4-3. ROULING TaABIE.......oii e 65
344, VITTUBL SEIVET ...t bbbttt b bbb 67
3-4-5. FIFEWAII RUIE .....c.eiiiieie bbb 70
3-4-6. DNS CONFIGUIALION.......ciiiiiiiieitiitiie sttt bt 74
3-4-7 URL Blocking ConfIQUIALiON ...........coiiiiiiieieese s 75
3-4-8 VPN CONFIQUIATION ...ttt 76
3-5. MANAGEMENT TOOL ...ttt sttt sttt ettt st s b bbb e e e b et bt bbbt ebeeneene e 79
3-5-1. PPP IMONITOT ...ttt bbbttt b bbb 79
3552, REDOOT ...t bbbt 80
3-5-3. INIHZALION ...ttt bbbt 81
3-5-4. ChanQge@ PaSSWOIM ........cccoouiiiiiiiiiie ettt bbb 82
3-5-5. Chang@ WAN MALC ...t bbb bbbt 83

3-5-6. UPGrade FIrMWAIE .........c.ccoveiiiieiieie e ee et ee e e ste e sneeneeeneenns 84



3-5-7. BACKUP RESIOME ...ttt bbb 85

G BT F o To TN [ 010 1 1 4= 11T o ST 86
3-5-9. SAVE MAINIENANCE ......ccueiiiieii ettt e et e st te e sre e te e e sreeneeeneennes 87
0T O | o [ USSP URURPRURRRIN 88
T A o = o USSP URURURURORIN 89

B0 Tt 1572 N o o 1 1 | ST 89

K T /-y L RSSO 90
K 1@ U 1 LRSS 95
4, TROUBLESHOOTING .....oeiteiieiesteeie et eiestee e sseesseessessessseessesseesseesessesssesssessesssessesseessens 96

APPENDIX A: GLOSSARY .ottt b e e r e 98



1. Introduction

Thank you for using Gigabyte GN-BR404W Wireless-G Broadband Router with VPN. This
product comes with high-performance transmission rate and compatible wireless
connectivity for either your home or business and will allow you to access the data
whenever you want. You will be able to enjoy the freedom that wireless networking delivers.

The IEEE 802.11g standard is designed as a higher-bandwidth - 54M bit/sec - successor to
the popular 802.11b, or Wi-Fi standard, which tops out at 11M bit/sec. An 802.11g router
will support 802.11b and 802.11g clients.

The GN-BR404W Wireless-G Broadband Router lets you connect IEEE 802.11g or
IEEE802.11b devices to the network. With its high-speed data transmissions of up to 54
Mbps, you complete a lot of work in a short amount of time. Network users can share a
broadband Internet connection, access e-mail, download large files, videoconference, and
distribute and play digital images, videos, and MP3 files. And with up to 152-bit WEP
encryption, you can feel relieved that your wireless network communications are private.

It also provides firewall and Virtual Private Networking(VPN) features to protect your local
area network when connecting to the Internet. Additionally, GN-BR404W enables you to
easily setup all procedures in no time before using this product.

1-1. Contents of Your Shipment

Before the installation procedures, please ensure the components are not damaged during
the shipping. The shipment of the GN-BR404W includes:

- One GN-BR404W Wireless-G Broadband Router
- One AC Power Adapter (5V/2A)

- One User Guide

- Two RJ45 cable (one normal one crossover)

- One GN-WMAG 802.11b/g wireless LAN card

- One Cradle and Wall Mounting kit

Please contact your local distributor or authorized reseller immediately for any missing or
damaged components. If you require returning the damaged product, you must pack it in
the original packing material or the warranty will be voided.



1-2. Physical Interface

* Four Ethernet LAN Port

RJ-45, Auto-sensing and Auto-MDI/MDIX for 10/100M Ethernet LAN connection
+ One Ethernet WAN Port

RJ-45, Auto-sensing for 10/100M Ethernet WAN connection
¢ |nit Bottom
Initial reset (Init to factory default)
* Power
The power port is where you connect the power adapter.
+ External PCMCIA Card Slot
Support the Gigabyte GN-WMAG and the GN-WLMA101 Wireless PCMCIA Card.

1-3. LED Indicators

¢ Status
Green light|Power on

Red light |The device is damaged.

+ WAN (Green light)
On |ADSL/Cable Modem is connected to WAN port.
Blinking |Transmit or receive data via the WAN port.

¢ LAN1-LAN4 (Green Light)
On [10/100 Mbps Network Connection
Blinking [10/100 Mbps Data Transmission Rate

+ Wireless (Green Light)

On The PCMCIA Card is plugged in.
Blinking Package transmit
Off The green light off means No PCMCIA Card installed.




1-4. Key Features

B Two option of plug in wireless card
X Gigabyte GN-WMAG Wireless LAN Card
X Gigabyte GN-WLMA101 Wireless LAN Card
B Very High WAN-LAN FTP throughput up to 89.5 Mbps
Support UPnP and Windows Messenger
B Advanced Smart Setup Support
% Smart Installation — Automatically detects and connects to your ISP
% Smart Detection — Automatically detects and changes LAN side IP when
LAN-WAN IP conflicts
X Smart Wizard — Easy set up with interactive install tutorial
B Advanced Network Management support
% Dynamic IP, Static IP, PPPoE, PPPoE Unnumbered
%  PPPoOE Multi Session
%  DHCP server with static and dynamic style
B Advanced Wireless Security support
%  Wi-Fi Protected Access (WPA)
% 802.1x Secure Wireless Access
M 64/128/152-bit WEP encryption
% Access Control List (ACL)
B Advanced Firewall and Parental Control support
X Stateful Packet Inspection (SPI)
%  Denied of Service (DoS) Protection
% URL Access Filtering
% Virtual Server, Stealth Mode, Exposed Host (DMZ)
B Advanced Log Management support
%  Firewall/lUPnP/WAN Connection Log
B Advanced Web Management support
%  WAN side Remote Management
%  Web based Firmware upgrade
%  Backup and Restore System Setting
B Extended Distributed Wireless Systems (EDWS) support
%  Wireless Distribution System (WDS) support (Point to Multi-Point and
Point to Point)
% Simultaneous operation of AP and WDS functions
B Virtual Private Network (VPN) Support
% |PSec, L2TP, PPTP NAT traversal (VPN pass-through)



%  |PSec support remote access VPN (client-to-site), site-to-site VPN

B DNS Relay and

Dynamic DNS support

B Static & Dynamic Routing (RIPv1, RIPv2) support

1-5. Specification

System

Standards

IEEE 802.3 (10BaseT), IEEE 802.3u (100BaseTX), IEEE 802.11b/g (Wireless)

Operating Range

Wireless - Open space: 100 — 300m; Indoor: 30 - 100m

RF — 802.11b

Frequency Band

2412 ~ 24835 MHz (subject to local regulation)

Modulation Technology

DSSS (Direct Sequence Spread Spectrum)

Modulation Techniques

DBPSK, DQPSK, CCK

Data Rates

11, 5.5, 2, 1 Mbps, auto fallback

Output power

18 dBm @ Nominal Temp Range

Receive Sensitivity

-85 dBm @ 11 Mbps date rate at nominal temperature

Antenna

1 internal antenna support diversity

RF —802.11g (backward

compatible to 802.11b)

Frequency Band

2412 ~ 24835 MHz (subject to local regulation)

Modulation Technology

OFDM and DSSS

Modulation Techniques

640QAM, 16QAM, QPSK, BPSK, DBPSK, DQPSK, CCK

Data Rates

54, 48, 36, 18, 12, 11, 9, 6, 5.5, 2, 1 Mbps, auto fallback

Output power

18 dBm @ Nominal Temp Range

Receive Sensitivity

-68 dBm @ 54 Mbps date rate at nominal temperature

Antenna

1 internal antenna support diversity

Regulatory and Environmental Compliance

EMC certification

FCC part 15 (USA)

CE (Europe)

Temperature Range

Operating: 0 ~ 40 degree C, Storage: -20 ~ 65 degree C

Humidity

10% ~ 85% Non-condensing

Mechanical

LED indicator

Power/Status LED
Wireless LED

LAN Port LED x 4
WAN Port LED x 1

Power Supply

5V DC 2A




Gross Weight

320g +5¢g

Dimension

178 mm * 132 mm * 43 mm




2. System Connection & Installation

The following lists the requirements for the hardware installation.

2-1. ADSL/Cable Modem Requirements

It needs to have ADSL/Cable Modem with RJ-45 connectors.

2-2. PC Hardware Requirement at the PC End

It needs a PC with Ethernet card connection or a PCMCIA wireless adapter.

2-3. Connection for Ethernet User

Step 1. Please prepare an Ethernet cable (RJ- 45) first.

Step 2. Connect the Ethernet cable to the WAN port of the GN-BR404W.

Step 3. Connect an end of the network cable to the ADSL/Cable Modem of the Ethernet
connection port.

Step 4. Connect any port of the area network LAN1, 2, 3, & 4 of the GN-BR404W to your
PC.

Step 5. Connect the adapter to the power connection slot of the GN-BR404W.

Step 6. Insert the adapter to the power socket

Step 7. The connection procedure is completed.

2-4. Connection for PCMCIA Wireless Adapter User

Please repeat Steps 1~3 of Section 2-3.

If you use wireless connection, please refer to the wireless card manual which provided by
your wireless card manufature. After installing and setting the PCMCIA Wireless Adapter,
refer to PC configuration section in Chapter 3, follow the instruction step by step to finish
the TCP/IP Protocol setting (Setting PC) .

@ SSID of the PCMCIA Wireless Adapter should be the same as the SSID of
GN-BR404W. The default value is “gigabyte” (or “any”, if your Wireless LAN Card can
support.), please do notice the form of the SSID value whether is capital or not.



3. Configuration

3-1. Preparation

Generally speaking, using the GN-BR404W for Internet connection needs the ADSL or
Cable service. We assume that you have already obtained the ADSL/Cable service from
the local telephone company or the ISP Company, and get the related connection data
ready.
Such data include

a.IP address provided by ISP

b.Subnet mask

c.Default gateway IP address

d.Domain Name System (DNS) Server IP address
- The ISP Company provides the above data.

3-2. Setup at Your PC End

An easy-to-use web page setup interface is designed on the GN-BR404W, and the user
can perform the setup by the browser. The Gigabyte GN-BR404W Broadband Router
presets the IP address as “192.168.1.254", and preset as a DHCP server Please follow the
step below to perform the setup under the TCP/IP network environment. Please confirm
the TCP/IP communication protocol is installed in your computer (Windows 95/98/Me/NT).
If you have not installed the TCP/IP communication protocol, please install it now, and then
select your operating system for the setup.

® For Windows 2000, please jump to 3-2-1.
® For Windows 95/98/Me, please jump to 3-2-2.
® For Windows XP, please jump to 3-2-3



3-2-1. The Settings Under Windows2000

Step 1. Click “Start” in the desktop of the Windows to select ‘Settings”, and then click
“Control Panel”.

| Mew ffice Bocument

g opsn office Document

‘Windoiys Update

My Blustooth Placas
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| Nebwerk and Disl-up Connections
(] Printers
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ndows 200 Professional
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Step 2. Double click the “Network and Dial-up Connections”.
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Step 3. Double click the “LAN CONNECTION”.

%) Network and Dial-up Connections

| Fle Edt Vew Favortes Tools Advsiced Help

| dtah - o o (]| Doewch DPoides (Hstory | S T X o | EH-

J Es;_lﬂré_s;_- |@J Metwork and Digl-Up Connections

1 .
‘g U] E
Network and Dial- 2"6"8 Hew
= onneckion
up Connections

LAN CONNECTION
Type: LAN Connection
Status; Enabled

Accton EN12070-TH PCI Fast
Etherrmet Adapter #2

{Accton ENIZ070-T% PCI Fast Ethernet Adapter #2

BN

Local Area Connection Status =

General |
~ Cannection
Status: Connected
Diuratior: 00:48:35
Spesd: 100.0 pbps
— Activity - .
Sent —'@1 —  Heceived
L
Packets: 4| 0
LClose

Step 4. Click “Properties” in the box under LAN CONNECTION Status.




Step 5. Double click “Internet Protocol (TCP/IP)".

Local Area Connection 11 Properties 2%

G | Slinting |

“Toonedusing
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Step 6. Please select “Obtain an IP address automatically” and “Obtain DNS server
address automatically”, and then press “OK”.
Internet Protocol {TCP/IP) Properties 2] x|
Guraral |
ou cargat P eatings assianed ortmmatcalie | vourn el ok slpoors s

capehiliy Cfeass Lo haad o ask yoir retyois adiinaidror e
approprisie 1P s&fings ' '

& Cyfrinin dnF atsmes aucrsically
- Lse thsfiosing P adoriss
=ridres=s I

H=talitarr=am) I

I Cgnain DNE sereer eddiess automatcaid.

™ Ligg e iollawng CNE ssmvar addesses

= aared SMETa s I

Akanced: I

@ Now, the computer will obtain an IP address automatically from the
GN-BR404W then you can go to “Step1l1” directly. If you would like to obtain an
IP address manually, please refer to Step7~Step10.
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Step 7. Click “Start” at the desktop of the Windows, and then “Program”, “Accessories”,
and “Command Prompt” in sequence.

| Conimand Prampt

M paint

Programms

Micraisaft

Docunisnts ¥ Microsoft Weikd 3y Windows Explorer
Berobat Distiler 5:0 ¥
Sethings k Y
[} Adobe Acrobat 5.0
Search » ﬂ My Blugtooth Flaces
¥
Help
R,

'@ Shut Bawn. ..
start || (4] @& ii

Step 8. Key in the command “ipconfig/release” in DOS mode, and then enter.

ommand Prompt

Microsoft Windows 2008 [Uersion 5.09.21831
(C» Copyright 1985-1999 Microsoft Corp.

C:\>ipconfigsrelease

Windows 2088 IF Configuration

[P address successfully released for adapter "LAN CONNECTION"

Mo operation can be performed on adapter Gigabyte as this connection has its med|
iascahle disconnected.

CiNom
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Step 9. Key in the command ‘ipconfig/renew” in DOS mode, and then e nter.

x‘a_;’f;: If the IP address of the GN-BR404W is 192.168.1.254, the IP address of your
computer must be 192.168.1.X (where “X”is a number between 1 and 253.
Each computer on your network must have a different IP address within that
range where “X” represents a number between 1 and 253.) The default
gateway must be 192.168.1.254.

ommand Prompt ]

Microzoft Windows 2088 [Uersion 5.0H.218
(C)> Copyright 19851999 Microsoft Corp.

C:sipeconfigsrelease
Windows 20@@ [P Configuration

IP address successfully released for adapter "LAN CONNECTION"

C:isipeonf igsrenew

Windows 20@@ [P Configuration
Ethernet adapter LAN CONNECTION:

Connection—specific DNS Suffix H

IP Address. . - - . . . = « = = . = 192.168.1.3
Subnet Mask : 255255 255.8
Default Gateway 1 192.168.1.254

Step 10. Key in the command “exit” in DOS mode, and then enter.

Command Prompt

Microsoft Windows 2008 [Uersion 5.08.21831
(C» Copyright 1985-1999 Microsoft Corp.

C:\>ipoconfig/release
Windows 2BBA [P Configuration
IF address succezsfully released for adapter “LAN CONNECTION"
C:sripeconf ig/renew
Windows 2888 IF Configuration
Ethernet adapter LAN CONNECTIOM:
Connection—specific DNS Suffix H
IR Rddress. = - & & - -« & = =« 2192.168.1.3

Subnet Mask = 255.255.255.8
Default Gateway 1 192.168.1.254

CisJexit




Stepll. Inyour “Internet Explore” Browser select “Internet Options” under “Tools”.

File: Edit Wiew Favorites: | Taols: Help

| dm GEch - wh - @ A taill and Mews: » ;
Pt : - Synchronize.., —
i Windows Updats
Show Related Links
Net2Phone

Inkernet Options. ..

Step 12. In this dialogue box, please click “Connections” in the “LAN Settings”.

2

Gereral | Security | Content. Connections |me;_rams I Advanced I

G@, Lise thie Internet Connection Wizard b
=1 connect your computer tathe Internet.

~Dial-up settings:

' [everdial 4 conmectiar
il whenevers retivol il conneston Is-netpresent:

€ By = dialimly Hefallt arrectan

CLFrERE Mime Set-Dekallt |

—Local Area Metwaork (LANY settings:-

LA Sethings, .,

ok Cancel: Appky
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Step 13. Please DO NOT tick all of the selection boxes. Press ‘OK” after finishing with
the setup, and refer to Section 3-3 for setup of broadband router.

Local Area Network (LAN) Settings 2l x|

- Automatic canfiguration
Aukeratic configuration may ovettide manual ssttings, To ensUte the:
use of manual settings, disable attomatic configuration,

[ sutomatically detsct settings-

[ Use autarmatic corfiguration script

Addiess |

- Promy server

Andress) | fraft | Adyanced;

l_ Bypassorasyseryanior Dcal addresses

ok | cancel |

@ If your ISP Company has a designated Proxy setting, key in the setting after
you complete the GN-BR404W configuration.

Now, please jump to Section 3-3 to setup broadband router.

14



3-2-2. Setup Under the Windows 95/98/Me

Step 1. Click “Start” at the desktop of the Windows, and select “Settings”, and then the
“Control Panel”.

Faviarites g

Dosuments

ontrol Panel

EJI
I11 |.

ﬂ Taskbar & Start Meril. .
Folder Ophicnz:..
&) p

ﬁ ﬁﬂfwaﬁmmp ,
B \Windows Updats..

Log Off GIGABYTE...
| Shut Dowin...

“AEer-1=5

Step 2. Double click “Network”.
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Step 3. Under Network, double click the “Configuration”, and choose your appropriate
setting “TCP/IP -> and your network card” below.

Hetwork 2] %]
Cenfiguration | Identifcation | Accsss Coniral|
The following retwork comporisnts are installed: .
=T 7
E:z::;o:itrz:;g?énsg;?es PCI Fast Ethiernet Adapter J Please choose
B il Adepler _ the TCP/IP and
& TCPAP - Dial-Up Adapter I .. the name of

« |
your network

sdd. | Pemove | Pepsies | card,

Primary Metwork Logar:
iMicrosofl Family Logon ;I

File and Pirt Shaing... |

- Deseription
TLRAP i the protocal yotl use to connect to the Interfet and
wide-area netwarks.

oK I Cancsl

Step 4. Select “IP Address” tab. Please select “Obtain an IP address automatically”
then click “Gateway” tab.

TCP/IP Properties: E1ER

Bindings | Adwenced | HetBIOS
BN Eanfiawation | Gateway | WINS Configraion  PAddiess

5 P addréss tian be automatically assioned b this Gomputer.
I yiour network: does nataytomatically sesigr P addresses. ack
your netwirk adminiztrator for an addiess. and then thoe it in
the space helow.

45 Obtsinan [P address autematicalle

" Specify an P address:

1iFadress | I | | |

Syttt ek | : ] |

K I Cancel
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Step 5. In the window of “Gateway”, please clear all installed gateways and do not fill any
of the blanks, and then click “DNS Configuration” tab.

I TCP/IP Properties

Step 6. In the window of “DNS Configuration”, please select “Disable DNS” and then
press “OK”.

17



Step 7. Please press “Yes”, and reset the computer screen as follows:

Spztem Settings Change

.\?f) “Fou must restart your computer before the new settings will take sffect

Do wouwant tarrestart your campuber nok?

@ After booting the computer, the computer will obtain an IP address
automatically from the GN-BR404W then you can go to “Stepl11” directly. If
you would like to obtain an I[P address manually, please refer to
Step8~Stepl0.

Step 8. After booting the computer, please click “Start” and choose “Run”.

) windows Updte.

sxa| Prograrms ’

% | Faoites »

:‘:__vt_g_rﬁ!! e LT |

Step 9. Key in “winipcfg”, and press “OK”.
Run |

= Tupe the rarmeof 3 pragram; folder. documert, or Inteiet
5 rezource- and SwWindaws will oper itbor pow,

e [ 5l

Ok Gancel | Browse: |

18



Step 10. In the pulled down menu, select your network card, press “Release All”, then
press “Renew All", and then press “OK”.

@ If the IP address of the GN-BR404W is 192.168.1.254, the IP address of your
computer must be 192.168.1.X (where “X”is a number between 1 and 253.
Each computer on your network must have a different IP address within that
range where “X” represents a number between 1 and 253.) The default
gateway must be 192.168.1.254.

E IP Configuration _ [ =l |
= Ethertiet Adapter Infarmation

Accton EMT 2070 Seres NDIS 58

Adapter Addiess. | O0-10-BE-AF-78-EF

Phddess [ 192716811

Subnet bazk | 255,255 255.0

Defailt Gateway | 192.168.1.254
oK Rekass | Rerew |

Relezsetl | FenewAll | Moreinfass |

Stepll. Please select “Internet Options” under “Tools” of your [E Browser.

a http:/A192.168.1.254/ - Microzoft Internet Explorer

| Fle Edi Wiew Favoies | Took Help

B8 g e 2
Back: Frifi e Stop -&mwume
"Windowes Update

| Address ] g2 81250
" Show Related Links

Internet Options....

19



Step 12.

General | security | content  Connections | pragrams | Advanced |

Lise the Interrist Cofnection Wizard b
=1 copnect your compiaker tothe Internet.

—Dial-up settings

#dd

HemuveE l
SERORES. W
& ieverdial 8 conpection

7 D wheneters netwar i conmettion s Het gresent

O e il o defF Rl Bonrrecton

ClfrEnt MomHe SeblErailL |

—Local Srea Mebwork (LANY sethRgs

LAN Settings, ., |

In this dialogue box, please select “Connections” inthe “LAN Settings”.

21

ok | Cancel | Apply

Step 13. Please DO NOT tick all of the selection boxes. Press ‘OK” after finishing with

Local &rea Network {LAN) Settings 2lx
- Autoratic canfiguration

.C'f.'LlltD_rrﬁHc_ configuration may override manual settings, To ensure the:
use of manual settings, disable altonmatic configlt ation,

™ putomatically detect-settings

I Use aukomatic corfiguration script

*{n o=l |

~ Prowy server
+

I e

Address) I (Rl I Advanced, |

l_ Bypassoraaseten ot losa andfeeses

ok | ceneet |

the setup, and refer to Section 3-3 for setup of broadband router.

@ If your ISP Company has a designated Proxy setting, key in the setting after
you complete the GN-BR404W configuration.

Now, please jump to Section 3-3 to setup broadband router.



3-2-3. Setup Under Windows XP

Step 1. Click the “Start” at the desktop of the Windows, and select the “Control Panel”.

i Internet My Documents
é Triterriet Explone -""?

Eb My Recent Documents »

'ﬁ- E-mail
d Dublook Express

“ MSM Explorer

y Faint

@ Windows Media Player E Contral Panel

c o J% Printers and Faxes
Sindows Tavie Maker =

o Help and Suppart
'@ Tour Windows %P 9_')
).)'Seaxch
Files and Settings Transfet

0 Wizard Pt

All Programs D

ompuker

=
B EH pe Fpass Ta ieh -
[= P s | [10]
-uﬂn_u

=, i § i
b ¥ D W P R
Eoiaddy Emibaees A Ednegdigies Daigoued fme  Dagdy Pl e
e L Tisili
' T,
4 » P &= T Q |
Fan F i wsamd Flaas i wl
it harn Fiws st
5 e 3 » e ¥
=l E L
P Sty Premprad Rageralard | Serrers ol Srdyand  Fewm
Baim LM e rdy st

Firiler Tiskbat el 14 Cav iDL
Sl Mt
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Step 3. Double click the “Local Area Connection”.

e, Biuten e Coovmass 1l
P B Ve Fpaekss T fckmesd  Heks »
Gh.l.'r el : | o mmih Py -

& hetaal Camaciers

Fwtnric | ks

M i i
[ R —
M hieece e riv v

i e g e
L =
-J| g aktiige of t
¥ e

Connection
Status: Connected
Diuiration; 0 36 00
Speed: 100.0 Mbpz.
Achivity =
“Sent — 5&:' —  Received
Fackets: 184 | ]
Disable |

Cloze




Step 5. Double click the “Internet Protocol(TCP/IP)".

i Local Area Connection Properties

| Genersl | uthentiction | Advanced|

Connect uzing:

Thiz connection wuses the following items:

[w| gl:lient for Microsaft Metiorks |
¥ gFile and Printer Sharing for Microzaft Nebworks
vl J%E!DS Packet Scheduler

 nternet Protocol [TCRAR]

Dezcription

Transmission Control Protocol/|nternet Protocol, The detault
wide area network pratocal that provides communication
acioss diverse interconnected nebworks,

[ Shows icor i riatification area when connected

[ Ok J’ Caricel ]

Step 6. Please select the “Obtain an IP address automatically” and “Obtain DNS
server address automatically”, and then press “OK”.

Internet Protocol (TCP/IP) Properties E|E|

General | Altenate Configuration|

ou can get IP settings assigned automatically if your netwark supports
thiz capability, Otherwize, you need to ask your netwaork: adrministrator for
the appropriate [P settings,

(®ilbtain an [P address automatically
(D) Uze the following IP address:

() Obtain DMS zerver address automatically
() Use the following DNS server addreszes:

[ 0K ]’ Cancel J

@ Now, the computer will obtain an IP address automatically from the
GN-BR404W then you can go to “Step11” directly. If you would like to obtain an
IP address manually, please refer to Step7~Stepl10.
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Step 7. Click the “Start” at the desktop of the Windows, and then the “Accessories”, and
then the “Command Prompt”.

! - Comimend Promyl,

W - Mofaread
,-'& NP _ My Docuimients | .
MEr vene Bl - W e
& Email [Azh MY RELE IR g program Compatblity Wizaimd
o i i o :
S My Pihrey | S S
1.'-1’ ) T Windnss EP
Wamt o Cad.
! B Wmdows Catsiog () Wickans Eicplated
Winikees Loda

P | LU O e

i

- - =
@ Wk Macia Flre} 1) Ganes [ i

m Swhp (]

%
g R R R
h‘-&- " & nlemet Bl

ey W rElEpkre
R T Wi

- H5) Oublok Exgress
i Pl ard Stnm Tl T mamota- Assktanen
Al AT

i Wedy Plaver

Step 8. Input the “ipconfig /release” in the box of Command Prompt, and then enter.

c Command Prompt

Microsoft Windows HKP [Uersion 5.1.26@9]
(C>» Copyright 1%85-28081 HMicrosoft Corp.

C:sDocuments and Settingsshir>ipconfigsrelease
WHindows [P Confdiguration
IP Address for adapter Local Area Connection has already heen released.

C:sDocuments and Zettings»bh>

24



Step 9. Input “ipconfig/renew” in the box of Command Prompt, and then enter.

x‘a_;’f;: If the IP address of the GN-BR404W is 192.168.1.254, the IP address of your
computer must be 192.168.1.X (where “X”is a number between 1 and 253.
Each computer on your network must have a different IP address within that
range where “X” represents a number between 1 and 253.) The default
gateway must be 192.168.1.254.

o Command Prompt

Microsoft Windows HKP [Uersion 5.1.26&3]
(C>» Copyright 1%85-28081 HMicrosoft Corp.

C:sDocuments and Settingsshir>ipconfigsrelease

WHindows [P Confdiguration

IP Address for adapter Local Area Connection has already heen released.

C:sDocuments and Settingsshiripconfigrrenew

Windows IP Configuration

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix . :

IP Address. - - - - o o« o« o« = « - = 192 168.1.1
Subnet Mask : 255.255.255.8
Default Gateway : 192_168.1 .254

C:sDocuments and Settingss5r_

Step 10. Input “exit” in the box of Command Prompt, and then press enter.

c+ Command Prompt

Microsoft Windows HKP [Uersion 5.1.26&3]
(C>» Copyright 1%85-28081 HMicrosoft Corp.

C:sDocuments and Settingsshir>ipconfigsrelease

WHindows [P Confdiguration

IP Address for adapter Local Area Connection has already heen released.
C:sDocuments and Settingsshiripconfigrrenew

Windows IP Configuration

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix
IP Address

Subnet Mas

Default Gateway

C:sDocuments and Settingssbrexit
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Step 11. Please select “Internet Options” under “Tools” of your IE Browser.

Flle. Edit Wew Favarites Tools:  Help

Address |

Mail and Mews L
Synchranize, .,
Windows Update

Step 12.

20
General | Security | Frivacy | Cortent Connestions | Programs | Advanced |

=i Taset up an Inkerret conmeckion, click

Setup:

i Diakup and Yitual Private Nebwork settings

Show Related Links:

Intermet Opkions. ..

In this dialogue box, please select “Connections” inthe “LAN Settings”.

Clirent

E:hooser{iettbgs IF wou need fo corfigure 3 proey
sepver far & connection,

& [Hever disl @ oonrestion
7 Dial lieheter 5| petivalo cannechsn e not preesn
O A i dial o detaull catestioh

e

Add... |

HeEmoE

SEthmne..

Sreb el |

 Local Area Metwerk (LAN] ssttings
LAN Settings do not apply to dial-tp connections,
Chonse 'Se!:]:I_ni;{s above for dial-up settinigs.

LN Settings: |

oK.

Cancel I Apply
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Stepl3. Please DO NOT tick all of the selection boxes. Press “OK” after finishing with
the setup.

Local Area Network {LAN) Settings 2lx

- Autoratic canfiguration

F\'utornaﬂc configuration may override manual settings, To ensure the:
use of manual settings, disable altonmatic configlt ation,

™ putomatically detect-settings

[ Use ‘automatic corfiguration script

AOdiess |

~ Prowy server
EEYEr

Address) I (Rl I Edvanced,

l_ Bypassoraaseten ot losa andfeeses

0K i Cancel |

@ If your ISP Company has a designated Proxy setting, key in the setting after
you complete the GN-BR404W configuration.

Now, please jump to Section 3-3 to setup broadband router.
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3-3. Setup for Broadband Router

The GN-BR404W provides Web based configuration. You can configure your GN-BR404W
through your Internet Explorer browser or Netscape Communicator.

Step 1. Key in the preset IP address*192.168.1.254” in the address column in the
browser, and then press enter.

| Fle Edt View Favertes Tools Help
== B 8 G
Back  Fousd Stop Fefiesh  Home

| Addhess [ E] [ENEERET

Step 2. The dialogue box will appear as shown in the following diagram, and key in the
default user name “admin” for the wideband network GN-BR404W and the

default password “admin”, and then press “OK”.

Enter Network Password 2] x|

¢ > Pleaze tupe your uzer nameand password.
al]
Site: 15271681254

Realm rarndisk

User Name  fadmin

Pazzword | *****

I Save thiz pagsword in wodr password: lisk

ok I Cancel
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Step 3. The homepage of the GN-BR404W will appear as shown below. If you are the first
time to configure the router and you have connected to the WAN port, the system
will detect your wan type automatically through the “Smart Setup” function.
Please refer to the instruction of the “Smart Setup”.

If you want to configure the wan type manually, you can click the “Setup Wizard”
on the screen, and such Setup Wizard will guide you to complete the necessary
steps for the setup on screen as follows.

Welcome to the Router Configuration

The “Smart Sotup™ willl quido youw i thrumh thm

1. I TveE canmecEon ﬂl]p il Al

F T Sopae o Cnip iz ar]” will qalde you e thinugh tho
T imeres conRecion Iﬂ'..lp I'I_al'ﬂ.lilj'

7. The S will showe snme basic setup infirmating of
" flre Aater

" Uiy OV ANCED Crmliguration™ temnmage 1he
" Hoiided with more sidharisy,

5 The “Uoaecoemen (ool alfer the ofher sennce of the
" Roiden for

21 [T eesns




Smart Setup

If you are the first time to configure the router and you have connected to the WAN port, the
“Smart Setup” function can detect your wan type automatically through the Internet

connection. And it will guide you to complete the wan setting step by step.

System automatic detection:

Stepl.

The system is detecting the WAN connection type, and will show the detective
result later.

e 0 g s sy

GIGABYTE

TELOCH BOIL B &Y

Detecting Now ...
Haow, system s detecting the conhection

type of WAN port, plesss wait 14 seconds,  1on !
“close
Tihe
|
TIT st



Step2. If you are the PPPOE user, the screen will appear as shown below. Please enter
the User ID and Password information that your ISP provided you.

B
GIGABYTE

TECH WOl B &Y

PPPoE

The GHN-BRADAW has detected the wen connaction ie "PPF2E™ ty|
please M| below seltings

User 1D |
‘Password,

7T weanm

Step3. If you are the dynamic IP address user, the device will save the configuration
and there is no necessary to reboot the device. Please click “OK” button.

Wﬂ i A58
GIGABYTE

TECH WOl B &Y

Welcome to the Router Configuration

— T N TR -

n(uunn:i.*m [CTOE R TR
o The “Muymagrend ool alier ﬂu.-.nﬂ:r mlm:l: af the
T Roader for s

7T weanm
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Step4.

If you are the Static IP address user, the screen will appear as shown below.
Please enter the WAN IP address, WAN subnet mask, WAN gateway, and DNS

information that your ISP provide you.

S gamanl Toe

Static IP Address

The GH-BRAGAW has detected the wan connection s "atatic p" type
please fill below zettings

WAN P Address: |
WAN Subnst Mask: |
WAN Gateway: |
Primary DNS: |
Secondary DNS: |

7T weanm



Click Smart Setup manually:

Step 1. The system is detecting the WAN connection type, and will show the detective
result later.

Step2.

fprii s, | 259

GIGABYTE

TELCH B OL B &

Detecting Now ...

Heiww, systssen | lotuetimg o conneiban e ol
AN o, pluass wall 1 soconrs,

7T e
If you are the PPPOE user, the screen will appear as shown below. Please enter
the User ID and Password information that your ISP provided you.

GIGABYT

TECH WOl B &Y

PPPoE

The GHN-BRADAW has detected the wen connaction ie "PPF2E™ ty|
pleass Nl beloy settings

User 1D |
Password; [
[ Pt IO

S gamanl Toe

7T weanm



Step3.

Step4.

If you are the dynamic IP address user, the device will save the configuration

and there is no necessary to reboot the device.

GIGABYT

TECH WOl B &Y

Setup Completaed and Restarting!
Taa GM-BRA04W han detectad the wah canfedciion & Dynemis IF Address

wndl the aviuip b Semplotad, The Bouber in reSosling new, fiaaes vl 34
ssconds. The Blswing information was the wan staius

WAR IF Address| 183 165109
VAN Mol 255 285 285.0
VAN Gateway: 192.188,10.254

Primary U tneoiehly

Seanndary ONS ! Unavailable

7T weanm

If you are the Static IP address user, the screen will appear as shown below.
Please enter the WAN IP address, WAN subnet mask, WAN gateway, and DNS

information that your ISP provide you.

GIGABYT

TECH WOl B &Y

Static IP Address

The GH-BRAGAW has detected the wan connection s "atatic p" type
please fill below zettings

WAN P Address: |
WAN Subnst Mask: |
WAN Gateway: |
Primary DNS: |
Secondary DNS: |

7T weanm




Note:

If the device can not detect the WAN Ethernet link signal, it will show the error
message. Please check the physical connection between GN-BR404W and cable
or DSL modem.

Error |

There i no connection to the Internst, please check the
physical connection batwaan the WAN port of BRA04W
and cabin or D&l modam.

S gamanl Toe

7T weanm



Setup Wizard

Stepl. “LAN Setup” is shown in the diagram. Each setup item of the local area
network is default setting, and is not necessary to make change to it for normal
operation. Please input the settings on your own if change is needed.

DHCP Setup:
"enable” indicates that the DHCP function of the GN-BR404W is initialized,
and you configure the computers on your network to “Obtain an IP address
automatically”, then when you turn your computer “On”, it will automatically
load the proper TCP/IP setting from GN-BR404W. (Configure the DHCP
starting address and the DHCP allocation number on your own.)

- “disable” indicates that it will not automatically load proper TCP/IP setting
from the GN-BR404W. You will have to configure all the TCP/IP setting for
your network manually. (It is not necessary to configure the DHCP starting
address and the DHCP allocation number.)

DHCP Start Address / End Address :
When the DHCP setting is “enable”, the GN-BR404W uses this allocable
range of the IP address as the initial value to assign the IP to the PC connected
to the LAN end.
For example:
The DHCP start address is 192.168.1.1 and the end address is 192.168.1.50 .
The IP allocable range of the DHCP is from 192.168.1.1 to 192.168.1.50.

@ The LAN IP address “192.168.1.254" is the default IP address of the
GN-BR404W.

Click “Next”, and the following screen will appear:



2§ Era 04 - Mhcrassdt Inkermet Enploes s i8] =]

B [
[ty = - g3 ) A1) DSe Sufie e | She o 13
I G R

GIGABYTE i >
TECH BOL D G.Y -E-"-. ﬁ"-‘wfﬁ,—;’*

; I CE TR

LAN IF Adaress: [197 1601258

LAN Subwet Masks PEE2C50560
DHLP Setwp: = pnable © idisahie.

StarrAddress (15 B0
Enl Addriress: W

[ T

Step 2. Choose your desired wide area network mode.

“PPPoOE™ If you are using the hourly rate for the ADSL, please select this
item. And then please follow Step 3

“Dynamic IP Address”: If you use the wideband fixed connection of
ADSL/Cable Modem, but do not have a static IP, please select this item.
And then please follow Step 7

“Static IP Address”™ If you use the wideband fixed connection of

ADSL/Cable Modem, but have a static IP, please select this item. And then
please follow Step 11

“PPPOE Unnumber”: If you are the user of the PPPOE Unnumber, please
select this item. And then please follow Step15.

After your desired wide area network mode is selected, please press “Next”.
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£ ~Q Al
W"#P!H}_ﬂ;,}_ﬂusﬂ
GIGABYTE

TELCH B OL B &

WAN Type Select
= PPRE
T Dymamic IP Adilress
1 Seatie 17 Ml dress -
O PPPoE Unmamber

7T e

Step 3. If you select ‘PPPoE” under the WAN TYPE SELECT, key in the User ID and
password. The wideband company provides the above data, and press “Finish”

to go to next step.

‘{K PPPoOE User ID and Password:
The “User ID” and “Password” are your ISP assigned to you.

Iy

o =, A
ﬁﬁ@"#wn{ﬂ;.}_ﬁaJJW
GIGABYTE

TECH EOLE E.TF




Step 4. Press “Reboot” to go to next step.

Setup Completed!
Phuage koot e Router mow,

Saina gEmand Toe

7T e

Step 5. Please wait a moment.

Restarting!

The Diierwged will -lm chnmet thi: ﬂﬂwl-ﬁrﬂlﬂl‘lﬂlﬂ- L1
nat, you can cllek the Soflmaing HT T address,
filp 150 165 1. 254¢

Saina gEmand Toe

7T e



Step 6. The IE browser will be automatically connected to the main menu, and your setup
has completed by then. Please use your IE connect to Internet.

‘@ If you can connect to the Internet , the setting is completed. If you use the
Wireless Lan Card connection or need further setting, please continue to
section 3-4 Advanced Setup.

_[‘E'p;”f_‘!?:lﬁﬂ.liﬂf ﬁ_;ﬁl |if"!ﬁ|

GIGABYTE

TEFELCH BROIL S .7

- 'r-n-'- ﬁ-'(*

Welcome to the Router Configuration

1 The "E_ml.ll-hlq:'glﬂll g.ll_h ot 1hrrumh thr
© EHETIV L SRR E TN SO atlbn aGealby _ _
2 The Layuim oy niap Wi apnl™ will ngl_wm'l‘l III'nugh ihn
© imernes conpection seap mamialy

The "% will shove snme basic setup infosmation of

il Rovster, '

WLbsinegy "0 ERCE D Crdigmrad o™ G- mmage ke

* Hoailed wilth more sidhorisy,

=

5 The “Uoecceen Tonl” alfer the ofher sennce af the
* Roader for g

7T e



Step 7. If you select the “Dynamic IP Address” in the WAN TYPE SELECT, the

following screen will appear. Please key in the Host Name if your ISP has
provided. And then press “Finish” to go to next step.

Dynamic IP Address
It Hana: |

TR er

ey

Saina gEmand Toe

7T e

TR
T i

GIGABYTE

TELCH B OL B &

Setup Completed!
Phuage koot e Router mow,

7T e
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Step 9. Please wait a moment.

Restarting!

The Giwwsei will nlm chnmEt ﬂtmrnrﬂﬂuum— i
nat, you can click the follmaing HTTP address,
filp 150 165 1. 254¢

g mand T oo




Step 10. The IE browser will be automatically connected to the main menu, and your
setup has completed by then. Please use your IE connect to Internet.

‘@ If you can connect to the Internet , the setting is completed. If you use the
Wireless Lan Card connection or need further setting, please continue to
section 3-4 Advanced Setup.

_[‘E'p;”f_‘!?:lﬁﬂ.liﬂf ﬁ_;ﬁl |if"!ﬁ|

GIGABYTE

TEFELCH BROIL S .7

- 'r-n-'- ﬁ-'(*

Welcome to the Router Configuration

1 The "E_ml.ll-hlq:'glﬂll g.ll_h ot 1hrrumh thr
© EHETIV L SRR E TN SO atlbn aGealby _ _
2 The Layuim oy niap Wi apnl™ will ngl_wm'l‘l III'nugh ihn
© imernes conpection seap mamialy

The "% will shove snme basic setup infosmation of

il Rovster, '

WLbsinegy "0 ERCE D Crdigmrad o™ G- mmage ke

* Hoailed wilth more sidhorisy,

=

5 The “Uoecceen Tonl” alfer the ofher sennce af the
* Roader for g

7T e



Step 11. If you select “Static IP Address” in the WAN TYPE SELECT, please key in the

data provided by the wideband company in the following fields as shown below.
And then press “Finish” to go to next step.

‘{K If your wideband company gives you more than one IP address, then select
one of them to fill in the column in the following fields.

T3 it s
GIGABYTE

TELCH B OL B &

Static IP Address
L
WAM Subnet Mask |
WA Gatoway: |
Pimaybhs: [
Secondary NS [

7T Tevmans

Hirp . 1A, | 54

GIGABYTE

TELCH B OL B &

Setup Completed!
Pheate tekout e Router new,

7T vmans



Step 13. Please wait a moment.

GIGEBYTE'

TELCH B OL B &

Restarting!

The biewsed will wuloimstic wannest the Fouar affier 3 seconds. If
' nat, you ean cllek the Sollowing T TR adriress:

e T 168 . 264

7T Tevmans

Step 14. The IE browser will be automatically connected to the main menu, and your
setup has completed by then. Please use your IE connect to Internet.

‘@ If you can connect to the Internet , the setting is completed. If you use the
Wireless Lan Card connection or need further setting, please continue to

section 3-4 Advanced Setup.

GIGEBYTE'

TELCH B OL B &

Welcome to the Router Configuration
1 Tll"ﬁluﬂ hl:!: willl mlhputﬂ 1hrrumh thr
I Tt CORRECITGN SONI Rilh alcally
The Layuim o7 nap Wiz ||H|"'hrlgl|lil,‘lm1'l Ihnugh lllq
i e TN E ELn sEhp manaly
The b will show snme basic setup inbormation af
il Rawter,

.

=

1 I.h:q SOOVANCED Crdigaralimn™ G- manage e
© Ritd wilth more sidhrity,
The “Mascpemen Dol elfer the ather senice of e

B Rt Tow sl

7T vmans



Step 15. If you select “PPPOE Unnumber” in the WAN TYPE SELECT, please key in the
data provided by the wideband company in the following fields as shown below.
And then press “Finish” to go to next step.

‘{K If your wideband company gives you more than one IP address, then select
one of them to fill in the column in the following fields.

B s g e
GIGABYTE

TELCH B OL B &

FPFoE Unnumber
Aot
Pagsward: |
WANIF Address: [
WA Submet Mask [

7T e

Hirp . 1A, | 54

GIGABYTE

TELCH B OL B &

Setup Completed!
Pheate tekout e Router new,

Saina gEmand Toe

7T vmans



Step 17. Please wait a moment.

GIGEBYTE'

TELCH B OL B &

Restarting!

The biewsed will wuloimstic wannest the Fouar affier 3 seconds. If
' nat, you ean cllek the Sollowing T TR adriress:

e T 168 . 264

7T Tevmans

Step 18. The IE browser will be automatically connected to the main menu, and your
setup has completed by then. Please use your IE connect to Internet.

‘@ If you can connect to the Internet , the setting is completed. If you use the
Wireless Lan Card connection or need further setting, please continue to
section 3-4 Advanced Setup.
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3-4. Advanced Setup

This section will show you the advanced setup of the GN-BR404W if you need require
special configuration.

3-4-1. Network Configuration

The Network Configuration function allows you to access to the LAN Configuration, WAN
Confguration and Multisession Configuration.

B LAN Configuration
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©® LAN Configuration
From this table, you can modify the LAN setting if it necessary.

® Force IP-MAC Mapping
This Function allows you to assign aspecific IP address to one specific PC.

Verify the desired setting and then click the ‘Submit” button to set the value into
GN-BR404W.



WAN Configuration
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This page is the further configuration of the WAN connection. You can setup up to 4
WAN connection entries. Each entry may has its own connection type (PPPOE,
PPPoE Unnumber, Dynamic IP address, Static IP address) and some other properties.
For example, when you click the “Edit” button of the ISP No.1 (WAN Type: Dynamic IP
Address) on the table then there will appear the screen as follows.
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Click “Next".
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€ ISP Name, Host Name, Gateway, DNS1 and DNS2 Address, DNS Domain

Name
Those information are provided by your ISP company.

MTU(Maximum Transmission Unit)

This defines the maximum size of the packets sent from your computer onto the
network. Any messages larger than the MTU are divided into smaller packets
before being sent. Leave this on the default value(1500) unless you have a
particular reason to change it.

NAT Setup

The Internet is expanding at an exponential rate. As the amount of information and
resources increases, it is becoming a requirement for even the smallest
businesses and homes to connect to the Internet. Network Address Translation
(NAT) is a method of connecting multiple computers to the Internet (or any other IP
network) using one IP address. This allows home users and small businesses to
connect their network to the Internet cheaply and efficiently.

Universal Plug and Play (UPnP) is an architecture for pervasive peer-to-peer
network connectivity of PCs and intelligent devices or appliances, particularly
within the home. UPnP builds on Internet standards and technologies, such as
TCP/IP, HTTP, and XML, to enable these devices to automatically connect with
one another and work together to make networking - particularly home networking




- possible for more people.

Normal user please select “NAT enable” or “UPnP&NAT” then connect to the
Internet in general.

€ UPNP Delete Time
This variable determines the time to live in hours of a port-mapping lease when the

value of Lease Time is 0.

Note: If the WAN IP address which got form a DHCP server and the LAN IP address
are on the same subnet, the LAN IP address will be changed to another subnet
automatically and reboot the device.

Verify the desired setting and then click the ‘Finish” button to set the value into
GN-BR404W.

@ Other WAN Type of the WAN configuration:
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© ISP Name, User ID, Password, Service Name, AC Name, DNS1 and DNS2

Address, DNS Domain Name
Those information are provided by your ISP company.
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® Authentication Type
You may choose between “Auto”, “CHAP” and “PAP”. The default is set to “Auto”.

Challenge Handshake Authentication Protocol(CHAP). This is the preferred
method of authentication for PPP dialup links. With CHAP, the server sends a
challenge to which the remote router sends an encrypted reply containing a secret
key.

Password Authentication Protocol(PAP) is a simple authentication protocol for PPP
allowing a router to identify itself with another router by sending a simple name and
password combination. PAP is defined in RFC1334.

€ Connection
“Automatic” It connects to an ISP without delay when the router is turned on. If
connection is disconnected by something troubles, connection have
to retry to connect automatically.
“Manual It connects to an ISP when user presses the “connection” button. If
connection is disconnected by something troubles, connection have
to stop.
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Static IP Address

Static IP Address
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© ISP Name, WAN IP Address, WAN Subnet Mask, WAN Gateway, DNS1 and
DNS2, DNS Domain Name
Those information are provided by your ISP company. If your ISP company gives
you more than one IP address, and then select one of them to fill in the above
form.



PPPoE Unnumber

PPPoOE unnumbered is a kind of PPPoOE service provide by ISP. Using PPPoe
unnumbered, customer could having more than 1 global IP address. Maybe 8 or 16, or
more, it's all depend on ISP's server policy. One of these address should use for
router's wan IP address, others could be use behind the router.
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© ISP Name, User ID, Password, Service Name, AC Name, DNS1 and DNS2,
DNS Domain Name, WAN IP Address, WAN Subnet Mask
Those information are provided by your ISP company.



Multisession Co
The Multisession

nfiguration
configuration allows you to setup the priority of WAN connection after

you complete the WAN configuration. In our PPPoE multi-session, three connections

will be establishe

d in three visual interfaces. Each interface owns ip address, gateway

and netmask belong each sub network. So we can use a set of rule to routing packet.
Which packets all information is matched of rules, it will be routing to different gateway.
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On the PPPOE connection when established one connection peer to peer is call
session. If we have multi PPPoE connect at the same time. We must have way to
manager each session.

©® Backup Session

User can set
In addition, if
session.

For example,

Session kee

the alternate session to the main session as the backup session.
main session is fail to connection a backup session is replace main

The main session could not connect to an ISP.

Further the backup session could not connect too, the main session
Automatic : main -> backup->main->backup.......

Manual: main->backup (Backup tries to connect once only.)

p alive was no response after the main session connected. Subl or



Sub?2 session have no backup sessions. Backup session can be set the main
session only.
Note: The backup session can be specified LAN type connection.

€ Our priority of rule

SUB2 > SUB1 >MAIN

In other words, every packets pass thought the router would be matching SUB2
rule first. If it is match, packet next hop will be change to SUB2 session gateway. If
it is not, the Router check packet information matched with SUB1 rule. If it still not
matched that will be route to main session gateway.

Note:

1. Rule could be overlap for any condition.

2. All of rule in one session must be match.

3. Check order is SUB2->SUB1->MAIN, if any session rules matched. It will
jump out the check order.

4. Main session is default session. All of packets match fail will be group under
main session.

Exception:

1. If sub session connection fail, the rule also to break down. Another session
route path is alive. Packet will pass thought this session. It seems backup the
sub session use main or subl.

2. If main session is unlink or connection fail, sub1 and sub2 still by pass the
match packet.

3. Each session are independent with NAT address translation.

€® The method of setting IP address:

IP Address Description
* All IP address
192.168.1.3 Specific IP address
192.168.1.0/24 Network address(24bit netmask)

192.168.1.3- 192.168.1.33

Range assigned

Separated by “- 7 ; no space

192.168.1.3,192.168.0.8

To allocate

Separated by comma “,” ; no space
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No assigned Ignored

©® The method of setting Host Name: (The destination IP can be assign to the IP
address or Host name)

For example as follows:
Host Name
tw
.com.tw
www.gigabyte.com.tw

hostl.www.gigabyte.com.tw

WWW.*.com.tw
No assigned

® The method of setting Port:

IP Address Description
* All ports
80 Specific port
80- 110 Range assigned
Separated by “- 7 ; no space
To allocate
80,8088
Separated by comma “,” ; no space
No assigned Ignored
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3-4-2. Wireless Configuration

B Wireless LAN Configuration
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® Region
Because of the different region has a different open channel regulation, please
check whether the default region value is your local area. If it did not appear
properly region please contact your local distributor or authorized reseller

immediately.

©® HW info
The information of the Wireless Lan Card.

® RFType
The option of the RF type is depend onyour WLAN Card. If your WLAN Card
supports the network standards of IEEE 802.11b and 802.11g, then the option will

have two setting you can select.

® Channel
Please choose the channel, which you can get best performance. Normally, it
doesn’'t need to change. The default value is channel 6.



SSID

The SSID is the name represent the router in the wireless network. This SSID
string is case sinsitive of up to 32 ASCIl characters. The default value is
“GIGABYTE", if the setup value is the default value, like “router”. Only can accept
the computer connection, which use the wireless card SSID (or ESSID) set up, is
‘router”.

Rate
You can select one of the rates among 1M, 2M, 5.5M and 11M based on your need.
The default value is “auto/best”.

Hidden SSID
This setting allows you to hide the SSID in wireless transmission. Those who don’t
know the SSID will be able connect to the router. The default value is “disable”.

Authentication Type

You may choose between ‘Open System”, “Shared Key”, “WPA Radius with
802.1x” and “WPA Pre-shared key”. The Authentication Type default is set to
“‘Open System”.

Open System, in which the sender and the recipient do NOT share a secret key.
Each party generates its own key-pair and asks the receiver to accept the
randomly generated key. Once accepted, this key is used for a short time only.
Then a new key is generated and agreed upon.

Shared Keyis both the sender and the recipient share a secret key.

If the “Shared Key” option is selected, and then the option “disable” of the WEP
will be disabled.

WPA adius with 802.1x, if you have been using Wi-Fi for a while, you are probably
familiar with the 802.1X authentication protocol. This protocol allows users to
authenticate into a wireless network by means of a RADIUS Server. In standard
Wi-Fi, 802.1X authentication is optional. However, 802.1X authentication is a
requirement for WPA. If your environment does not have a RADIUS server in place,
you can still use WPA in spite of the 802.1X requirement. As an alternative to
RADIUS, WPA supports the use of a preshared key.
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WPA Pre-shared key, One of the biggest drawbacks to traditional WEP security is
that changing the encryption key is optional. Even if you do switch encryption keys
from time to time, there is no option for globally rekeying all access points and all
wireless NICs.

Instead, rekeying is a tedious manual process and is completely impractical for
large organizations. After all, the instant you rekey an access point, none of the
clients will be able to access it until they are also rekeyed.

But with WPA, the rekeying of global encryption keys is required. In the case of
unicast traffic, the encryption key is changed after every frame using Temporary
Key Integrity Protocol (TKIP). This protocol allows key changes to occur on a
frame by frame basis and to be automatically synchronized between the access
point and the wireless client. Global rekeying works by advertising the new keys to
wireless clients.

The TKIP is really the heart and soul of WPA security. TKIP replaces WEP
encryption. And although WEP is optional in standard Wi-Fi, TKIP is required in
WPA. The TKIP encryption algorithm is stronger than the one used by WEP but
works by using the same hardware-based calculation mechanisms WEP uses.
The TKIP protocol actually has several functions. First, it determines which
encryption keys will be used and then verifies the client's security configuration.
Second, it is responsible for changing the unicast encryption key for each frame.
Finally, TKIP sets a unique starting key for each authenticated client that is using a
preshared key.

WEP Key

Protects your information with the highest level of industry-standard WEP
encryption: 64/128/152-bit for 802.11b standard, and up to 152-bit for 802.11g
standards. When the “Disable” is selected there is no WEP encryption. When
“64bits”, “ 128bits” or “ 152bits” selected there is encrypted date transfer to prevent
unauthorized user to access the wireless network.

There are three levels of encryption 64 bits, 128 hits and 152bits. The 64 bits
encryption is referenced as a lower level encryption. The 152 bits encryption is
referenced as a higher level encryption.

The 64 bits WEP encryption use 40 bits as a secret key, which can controlled by
user, and 24 bits as the initialize vector, which user can not control. These two
portions plus together is 64 bits encryption. Some other vendor’s product might
refer as 40 bits encryption. It is the same thing.



The 128 bits WEP encryption use 104 bits as a secret key, which can controlled by
user, and 24 bits as the initialize vector, which user can not control. These two
portions plus together is 128 bits encryption. Some other vendor’s product might
refer as 104 bits encryption. It is the same thing.

The 152 bits WEP encryption use 128 bits as a secret key, which can controlled by
user, and 24 bits as the initialize vector, which user can not control. The 152 bits
WEP encryption spawns a KEY ID containing 32 HEX digits.

MAC Access Control of the Wireless
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The MAC Access Control allows the router to define up to 32 hosts which are allowed
to access to the WAN port. To disable the MAC Access Control function, keep the
default value, Disable. To set up a MAC setting, click Enable.
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B 802.1x
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802.1x authentication for wireless LANs provides centralized, server-based
athentication of end users.
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Router Mﬂlﬂnﬂwﬂun

1) A client sends a “start” message to a router, which requests the identity of the
client.

2) The client replies with a response packet containing an identity, and the router
forwards the packet to an authentication server.

3) The authentication server sends an “accept” packet to the router.

4) The router places the client port in authorized state, and traffic is allowed to
proceed.

< RADIUS server IP
Please assign a IP address to the RADIUS server IP(authentication server).

©® RADIUS server Port
The setting range is 1~65536.
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® Shared sercet
This filed can key in up to 256 character.

® Rekey

Under this option two setting are possible: “enable” or “disable”. The default value
is “enable”.

m WDS

Wiring is headache and complex problem on the Networking environment all the time.
The Wireless Access Point solves the connection problem between end -users and the
backbone of the network. But it still is requiring establishing a wired backbone network
on this framework.

Wireless Distribution System (WDS), the technology provide a method that use
“Wireless” to take place of the wired backbone networking, allows several of the
access points to compose a wide Wireless LAN network. However, even if the general
business or home use, the access point with WDS function has decreased the
difficultly of the wired wiring. On the real network environment, it is still need to use
wired method to connect router and access point when they want to link ISP to
Internet.

In order to built an entire wireless solution to get rid of the wiring problem. Integrate the
technology of the WDS and Routers that connect the routers and access points
through the WDS has created the concept of the Wireless Distribution.

Advantage:
1. Convenience Environment: It gets rid of the wiring problem and allows all devices
to connect through the Wireless LAN except the connection between the ISP and

routers on the networking environment.

2. Strong expansibility: It can expand the network just add new access point directly
where needs to have the network.
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WDS could be used for extend wireless ambit for router. For example, router locate at
floor 1, but the radio’'s range can't reach floor 3. In this case, customer can deploy a
access point at floor 2 and then enable WDS function of router. Then, user at floor 3
can connect to rooter at floor 1 though access point at floor 2.
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3-4-3. Routing Table
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B RIP Configuration

RIP (Routing Information Protocol) is a dynamic internetwork routing protocol primary
used in interior routing environments. A dynamic routing protocol, as opposed to a
static routing protocol, automatically discovers routes and builds routing tables.

B Static Routing Table

Under some of Internet environments, some of the subnet do not go through the
default gateway. Users can add those routing information to Static Routing Table

themselves.

©® Destination IP

The Destination IP address is the address of the network or host to which the

static route is assigned.

® Netmask

The Netmask determines which portion of a destination LAN IP address is the

network portion, and which portion is the host portion.



® Gateway
This is the IP address of the gateway device that allows for contact between the
router and the network or host.

® Metric
Type a numeber between 1 and 15 as the Metric value. This represents the
number of routers between your network and the destination. Usually, a setting of
2 or 3 works, but if this is a direct connection, set is to 1. The default value is 1.

Verify the desired setting and then click the “Submit” button to set the value into
GN-BR404W.



3-4-4. Virtual Server

Virtual server setting split into two different case. Case 1 is router having only 1 global IP
address, PPPoE/DHCP/Static is this case. Case 2 is router having more than 1 global IP
address, normal having 8 or 16 IP address, PPPoE unnumbered is this case. In case 1,
virtual server only need to configure LAN host information, because WAN IP address
always the same, but in case 2, virtual server also need to configure which WAN IP address

need redirect to internal LAN host.

DMZ Support of the Virtual Server
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If you have a computer that cannot run an Internet application (e.g. internet game,
vedio conferencing, or VPN connections) properly from behind the NAT firewall, or set
up a server which can connect to the Internet in the Intranet then you can open the
computer up to unrestricted two-way Internet access.To use the DMZ, you have to set
a static IP address for the computer. The IP Address (such as 192.168.1.2) of the
computer at the LAN terminal can be used to input to the field of LAN IP Address.

Verify the desired setting and then click the ‘Submit” button to set the value into

GN-BR404W.
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PPPoE/DHCP/Static Type of the Virtual Server
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Virtual Server provides a way to let the PC at the WAN end connect to a server of a PC
at the LAN end. Taking the IP address 192.168.1.1 of a PC on a FTP at the LAN for
example:

+ Protocol: TCP

» Port: 21

+ Vitrual Server IP: 192.168.1.1
+ Enable: enable

The PC at the WAN end can connect to the internal FTP server at the IP address
192.168.1.1 via the WAN end of the IP address of the FTP BR404W.

‘@ Interface : * means “all”,
1 means “Main session”,

2 means “Subl session”,
3 means “Sub?2 session”
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The PPPoE Unnumer user may have multiple global IP addresses, therefore each IP
address needs to setup specifically.

‘(X Your ISP may provides you a group of the Global IP,
e.g. 61.222.10.1 ~ 61.222.10.7(But only can use 61.222.10.2~61.222.10.6)

Taking the IP address 192.168.1.1 of a PC on a FTP at the LAN for example:

+ Global IP: 61.222.10.2

+ Protocol: TCP

» Port: 21

+ Vitrual Server IP: 192.168.1.1
+ Enable: enable

The PC at the Global IP 61.222.10.2 can connect to the internal FTP server at the IP
address 192.168.1.1 via the WAN end of the IP address of the FTP BR404W.



3-4-5. Firewall Rule

The Firewall Rule allows you to configure your own security policy to prevent unauthorized
Internet users from accessing private networks or corporate LAN’ s and Intranets.

B Security Configuration

The security configuration provides a security list for you configure, includes Security
One-Touch Setting, Stealth Mode, and Unlawful Computer Access Detection.
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From this security setting list, you can check which you want and then click “Submit
button to set the value into GN-BR404W.

Note: "URL Blocking" function will not work when any of the item from "Security

one-touch setting" as well as the" The full state packet inspection is used"
under "Unlawful computer access detection” function is clicked.
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VPN Pass Through
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Virtual private networks (VPN)are secured private network connections, built on top of
publicly-accessible infrastructure, such as the Internet or the public telephone network.
VPNSs typically employ some combination of encryption, digital certificates, strong user
authentication and access control to provide security to the traffic they carry. They
usually provide connectivity to many machines behind a gateway or firewall.

GN-BR404W supports Internet-industry standards technology to provide customers
with open interoperable VPN solutions such as Internet Protocol Security (IPSec) and
Layer 2 Tunneling Protocol (L2TP) as well as Point-to-Point Tunneling Protocol

(PPTP).

©® PPTP Pass Through setting

PPTP stands for Point-to-Point Tunneling Protocol. It basically allows you to
establish a connection to a corporate network and you can share files and other
data as if your machine were actually on that local network.

@ IPSec Pass Through setting

IPSec stands for IP Security. It provides authentication and encryption over the
Internet. It functions at Layer 3 and thus secures everything on the network. It has
become a standard protocol used for virtual private networks (VPNSs).
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® L2TP Pass Through setting
L2TP stands for Layer 2 Tunneling Protocol. It is an extension of the Point-to-Point
Tunneling Protocol and is also used to establish virtual private networks.

Enable/Disable VPN pass through. If administrator configure a host to enable VPN
pass through, router will automatically setting virtual server and firewall setting for this
host. All VPN packets will be transparent and will redirect b this host. VPN pass
through works, either VPN server behind the LAN side or VPN server locate at WAN
side. For different VPN pass through setting, only 1 host can be configured as pass
through.
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This screen allows you to edit the firewall rule table manually. It helps protect your local
network against attack from outside and provides a method of restricting users on the
local network from accessing the Internet. Additionally, it can filter out specific packets
to trigger the router to place an outgoing connection. Please click “Add” to edit the rule

table, there will appear the screen as shown below.
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€ Rule Number (No.)
From 1~64, rule 1 has highest priority, rule 64 has lowest priority

® Policy
Under this option two settings are possible: “accept” or “drop”.

© Direction
Sets the direction of packet flow. For the Data Filter:
a. W->L, WAN to LAN, specifies the rule for filtering incoming packets.
b. L->W, LAN to WAN, specifies the rule for filtering outgoing packets.

® Protocol
Specifies the protocol(s) this static rule will apply to. Under this option eight
settings are possible: “TCP”, ‘UDP”,“TCP & UDP”,“TCPEST", “ICMP”, “GRE”",

“ESP”, u.kn.

® Log
Enable or disable the log function for this rule.

Verify the desired setting and then click the “Submit” button to set the value into

GN-BR404W.



3-4-6. DNS Configuration
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B DNS Replay

The default value of the DNS replay is “Enable”. The DNS query packets will send
through the router. When a DNS query packet enters the router, and the router will
sends an answer to the host that sent the DNS query packet. And then users have to
set the IP address of the router as the IP address of the DNS.

Dynamic DNS

The Router offers a Dynamic Domain Name Server service. The Dynamic DNS allows
you to assign a fixed host and domain name to a dynamic Internet IP address. It is very
useful when combined with the *Virtual Servers” feature. It allows Internet users to
contact to your virtual severs using a URL, rather than an IP address. Before you to
use this feature, please register for an account with one of the dynamic DNS service at
http://www.dyndns.org.

You can Disable or Enable the Dynamic DNS service.

Select the name of your dynamic DNS service provider.

Type the Domain Name(or Host Name) that your dynamic DNS provider gave you.
Type the login Name(or Username) and Password for your dynamic DNS account.
If your dynamic DNS provider allows the use of wildcards in resolving your URL,
you may select the Enable wildcard to active this function.

N
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3-4-7 URL Blocking Configuration
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The Router allows you to restrict access based on web address and web address
keywords.

1. To disable the URL Blocking function, keep the default value, Disable. To set up a
URL Blocking setting, click Enable.
2. Totype a keyword or domain in the Keyword box.

Verify the desired setting and then click the “Submit” button to set the value into
GN-BR404W. Or you can click “Reset URL Blocking” to reset the URL Blocking
configuration.

After you configure the URL Blocking, please reboot the Router.

Note: "URL Blocking" function will not work when any of the item from "Security

one-touch setting” as well as the " The full state packet inspection is used" under
"Unlawful computer access detection” function is clicked.

75



3-4-8 VPN Configuration

A VPN is a secure, private communication tunnel between two or more devices across a
public network (like the Internet). These VPN devices can be either a computer running
VPN software or a special device like a VPN enabled router. It allows your home computer
to be connected to your office network or can allow two home computers in different
locations to connect to each over the Internet.

Clients and Servers

A VPN server is a piece of hardware or software that can acts as a gateway into a whole
network or a single computer. It is generally ‘always on’ and listening for VPN clients to
connect to it.

A VPN Client is most often a piece of software but can be hardware too. A client initiates a
‘call to the server and logs on. Then the client computer can server network can
communicate. They are on the same * virtual’ network. Many broadband routers can 'pass'
one or more VPN sessions from your LAN to the Internet. Each router handles this
differently.

The Gigabyte router is a IPSec VPN which support following function:
1. Groups for Diffie-Hellman key negotiation - group 2, modp 1024-bit
2. Encryption transforms - Triple DES

3. Authentication transforms -HMAC using MD5
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Click “Add” button to add a new VPN.
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Name You can give a name for the VPN.
Source Subnet/Netmask Enter the router’s subnet.

Destination Address
® Gateway to Gateway Mode, allows you to setup the connection of the router to
another router. Please enter the remote(router2) IP address, Gateway address
and subnet netmask.
® Host to Gateway, allows the PCs connect to the router.

Authentication Type (Preshare Key) Please enter a key for the router to authorize each
other.

Verify the desired setting and then click the “Submit” button to set the value into
GN-BR404W.



Click the VPN hyperlink to edit the VPN configuration.

VPN Configuration

W [Fobae Cenatie -
. Mo Mame | Gaway(p | Dégtnatin Click to edit the
Banageman Tosl ! “ﬂ_ — 151:{_'1? [z VPN Conﬁguration

GIGABYTE

TREH @O0 DAY

Edit VPN Confliguration
Hames fiec
Sowce SubnetHeimash: (25555 851 _;:|§55E.§.355._u
* Gateway G Mia
‘Remata IP i1 D510
[yesnitin b Al dmecss n-mmiﬁmw W

“SubnelMeimask [265. 2552550 ¢ [IEE.EEE 2660
T Hoot o Gatewsay Mode

il Aurthartication Typa: |F\‘Bahumh5’; a
Banmgmmem Too' g ij—

pre)| WEIT (| [T

7T e



3-5. Management Tool

This section will show you how to use the management tool to manage and maintain your
wireless broadband router.

3-5-1. PPP Monitor

The PPP Monitor will show you the WAN connection status. We can disconnect ppp
anytime by pressing the “disconnection” button. We also can connect to an ISP again by
pressing the “connection” button. When each session connects to an ISP again, each
session, which are main, sublor sub2, inherits the attribute of previous connection.
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3-5-2. Reboot

This function allows you to restart the GN-BR404W.

Rebaot 11!
You can push the Reboat butten to rebeot the Reuter

Pohomnt
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3-5-3. Initilization

You can use this function to initial the router to factory defult value. Or you can press the
“init” botton on the GN-BR404W about 5sec, then the router will be restart and the system

setting will restore to the factory default value.

Initialization !

You can push the Initialization button ta Initial the Router
ta factory defauit. ' '
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3-5-4. Change Password

User can change the administration password of the GN-BR404W to prevent other user
access to the GN-BR404W. Please enter the account and a new password and confirm the
password and then click “Submit”. You have to enter this new password to log in when you
want to configure the GN-BR404W next time.
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3-5-5. Change WAN MAC

If your ISP company asks you to use the original MAC address. You can select the “Assign
WAN MAC” and enter the “New WAN MAC Address”. The MAC address is from your
Network Interface Card (NIC) that you registered with your ISP company. If you want to
restore to the factory default value, please select “Restore Default WAN MAC”. Verify the
desired setting and then click the “Submit” button.
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3-5-6. Upgrade Firmware

This tool allows you to upgrade the latest firmware of the GN-BR404W using a file provided
by Gigabyte. You can download the upgraded firmware version from Gigabyte website.
Please click “Browse” and select your desired upgrade file (firmware version), and then
click “Upgrade”.

nps

BYTE

[ S

Upgrade Firmware
Please seiect the fimwcare Me you want to upgrade.

lizszsacsezan
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3-5-7. BackUp Restore

The “BackUP” button allows you to save the configuration of the GN-BR404W to a temp file
on your PC. You can then click the “Restore” button to restore the saved backup

configuration file.
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3-5-8. Log Information

From here, you can veiw the record of the firewall log, WAN connection and the UPnP log.
If you want to reload the data of the log list, please click “Check Again” button.
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B  UPnP Log
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3-5-9. Save Maintenance

Please save the log and the status information if you have the support requirement. And
then send this file to Gigabyte supporting team for further investigation your question.
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Save Maintenance Information
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3-5-10. Ping

This “Ping” tool allows you to verify the status of the IP address on the network. Please
enter a IP address then click “Ping”.




3-5-11 Help

The Help tool can guide you the configuration information of the router.
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3-5-12 About

This page show you the product name and firmware version.
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3-6. Status

You can use this status screen to view the router’ s current connection status.and
configuration. The main menu includes LAN information, DHCP information, WAN
configurationinformation, LAN Ethernet Status, WAN Ethernet Status, Wireless Status,
ARP Table, DHCP Lease Table, Routing Table and UPnP Mapping Table.
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MAC  This field displays the MAC address being used by the LAN port of the router.

MTU  The maximum size of the packets sent from your computer onto the network.

Rx packets The number of the packets received on this port since reset or manual
clear.

Tx packets The number of packets transmitted on this port since reset or manual
clear.
Rx bytes The current reception bandwidth used on the LAN ports.

Tx bytes The current transmission bandwidth used on the LAN ports.

WAN Ethernet Status
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MAC  This field displays the MAC address being used by the WAN port of the router.

MTU  The maximum size of the packets sent from your computer onto the network.

Rx packets  The number of the packets received on this port since reset or manual
clear.

Tx packets The number of packets transmitted on this port since reset or manual

clear.
Rx bytes The current reception bandwidth used on the WAN ports.
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Tx bytes The current transmission bandwidth used on the WAN ports.

B Wireless Status

From this page, you can get the current Wireless LAN connection information.
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B ARP Table
The ARP Table will show you the mapping of the IP address and MAC address of the
PCs.
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B DHCP Lease Table

From this table, you can get the information of the IP assignment.
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m  Routing Table

R I

The Routing table can show you the routing information of the router.
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m  UPnP Port Mapping Table

UPRP Port Mapping Table
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3-7. Logout

As you finished the configuration of the GN-BR404W, please choose “Logout”.

@\fter 5 minutes idle time, the system will be logout automatically.

Thank you for using Router Web Management
Enjpuy tha imbormoid




4. Troubleshooting

This chapter gives information about troubleshooting your wireless broadband router. Read
the descriptions below to help you diagnose and solve the problem.

Q:
A

> Q

Z QO

Z QO

> QO

What to do if you forget your password or forget the IP address of the router?
Please press the “init” bottom on the router. The router will be restart and the system
setting will restore to the default value.

Unable to connect to the Internet?

1. Please confirm whether or not the power cord is connected properly, and the
power indicating light of the router is normal.

2. Please confirm whether or not all of the settings described in this manual are
set.

3. Please confirm if ADSL or Cable Modem operates properly, and if the ISP
network service expires.

4. Please confirm if your network cable is connected properly, and the LED status
is normal.

What is the IEEE802.11b standard?

It also referred to as 802.11 High Rate or Wi-Fi. It is an extension to 802.11 that
applies to wireless LANS and provides 11 Mbps transmission (with a fallback to 5.5,
2 and 1 Mbps) in the 2.4 GHz band. 802.11b uses only DSSS. 802.11b was a 1999
ratification to the original 802.11 standard, allowing wireless functionality
comparable to Ethernet.

Unable to access the router’s Web Configuration Interface?

1. Please check the Ethernet connection between the PC and the router is
correctness.

2. Make sure your computer’s IP address is on the same subnet as the router.

3. Make sure you are using the correct login information.

Where is the router installed on the network?
In a typical environment, the router is installed between the ADSL or Cable Modem
and the LAN. Plug the router into the Ethernet port of the ADSL or Cable Modem.



Z QO

Z QO

> Q

Can the router act as DHCP server?
Yes. The router has the DHCP server function built-in.

What is WEP?

Wired Equivalent Privacy. Security mechanism defined within the 802.11 standard
designed to make the link integrity of the wireless medium equal to wired cable. Data
privacy mechanism based on a 40 bits (128 bit optional ) shared key algorithm, as
described in the IEEE 802.11 standard.

What is the IEEE802.11g standard?

IEEE 802.119g standard specifies data rates of up to 54 Mbits/s in the 2.45-GHz

band. It uses orthogonal frequency division multiplexing (OFDM), mandatory
provisions have been made within the standard to make it inherently compatible with
the well-established 802.11b standard at 11 Mbits/s, which uses complementary code
keying (CCK) modulation. Both .11g and .11b operate at ranges of up to 300 feet.
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Appendix A: Glossary

ADSL

Asymmetric digital subscriber line (ADSL) is a new modem technology that converts
existing twisted-pair telephone lines into access paths for high-speed communications of
various sorts.

Auto-MDI/MDIX

On a network hub or switch, an auto-MDI/MDIX port automatically senses if it needs to act
as a MDI or MDIX port. The auto-MDI/MDIX capability eliminates the need for crossover
cables.

Auto-negotiate
To automatically determine the correct settings. The term is often used with
communications and networking.

DHCP

The Dynamic Host Configuration Protocol (DHCP) is an Internet protocol for automating the
configuration of computers that use TCP/IP. DHCP can be used to automatically assign IP
addresses, to deliver TCP/IP stack configuration parameters such as the subnet mask and
default router, and to provide other configuration information such as the addresses for
printer, time and news servers.

DMz

In computer networks, a DMZ (demilitarized zone) is a computer host or small network
inserted as a "neutral zone" between a company's private network and the outside public
network. It prevents outside users from getting direct access to a server that has company
data. Typically, the DMZ contains devices accessible to Internet traffic, such as Web (HTTP )
servers, FTP servers, SMTP (e-mail) servers and DNS servers.

DNS

The Domain Name System (DNS) is a distributed Internet directory service. DNS is used
mostly to translate between domain names and IP addresses, and to control Internet email
delivery. Most Internet services rely on DNS to work, and if DNS fails, web sites cannot be
located and email delivery stalls.



Dynamic IP Address
An |IP address that is automatically assigned to a client station in a TCP/IP network,
typically by a DHCP server.

Firewall

A system designed to prevent unauthorized access to or from a private network. Firewalls
can be implemented in both hardware and software, or a combination of both. Firewalls are
frequently used to prevent unauthorized Internet users from accessing private networks
connected to the Internet, especially intranets. All messages entering or leaving the intranet
pass through the firewall, which examines each message and blocks those that do not
meet the specified security criteria.

Gateway
A device, usually a router, that connects hosts on a local network to other networks.

IP Address
Every machine on the Internet has a unique identifying number, called an IP Address. A
typical IP address looks like this: 216.27.61.137

IPSec

IPSec stands for IP Security. It provides authentication and encryption over the Internet. It
functions at Layer 3 and thus secures everything on the network. It has become a standard
protocol used for virtual private networks (VPNSs).

MAC Address
On a local area network (LAN) or other network, the MAC (Media Access Control) address
IS your computer's unique hardware number. Usually written in the form 01:23:45:67:89:ab

MTU
The size in bytes of the largest packet that can be sent or received.

NAT
A technique by which several hosts share a single IP addree for access to the Internet.

Ping (Packet Internet Groper)

A utility to determine whether a specific IP address is accessible. It works by sending a
packet to the specified address and waiting for a reply. PING is used primarily to
troubleshoot Internet connections.



SSID
The SSID is the name represent the router in the wireless network.

PPPOE
Point-to-Point over Ethernet is a protocol for connecting remote hosts to the Internet over
an always-on connection by simulating a dial-up connection.

Router

A device that forwards data packets along networks. A router is connected to at least two
networks, commonly two LANs or WANSs or a LAN and its ISP network. Routers are located
at gateways, the places where two or more networks connect.

Subnet Mask

A mask used to determine what subnet an IP address belongs to. An IP address has two
components, the network address and the host address. Subnetting enables the network
administrator to further divide the host part of the address into two or more subnets.

TCP/IP
TCP/IP (Transmission Control Protocol/Internet Protocol), the suite of communications
protocols used to connect hosts on the Internet.

VPN

Virtual private networks are secured private network connections, built on top of
publicly-accessible infrastructure, such as the Internet or the public telephone network.
VPNs typically employ some combination of encryption, digital certificates, strong user
authentication and access control to provide security to the traffic they carry. They usually
provide connectivity to many machines behind a gateway or firewall.

WAN

Wide Area Network, a communication network that covers a relatively large geographic
area, consisting of two or more LANs. Broadband communication over the WAN is often
through public networks such as the ADSL or Cable systems, or through leased lines or
satellites. In its most basic definition, the Internet could be considered a WAN.

WEP
WEP (Wired Equivalent Privacy) is a data privacy mechanism based on a 64/128-bit shared
key algorithm, as described in the IEEE 802.11 standard.
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Limited Warranty

1-Year Warranty

Gigabyte warrants to the original consumer/purchaser that the product free from defects
in material and workmanship for no limited time from the original manufactory shipment
date. This warranty does not cover the product if it is damaged in the process of being
installed or improperly used.

Gigabyte may replace or repair the product with either new or reconditioned parts.
Repaired or replaced products will be returned to you at the same revision level as
received or higher at Gigabyte’s option. Gigabyte reverses the right to replace
discounted products with an equivalent generation product.

KEEP THIS STUB FOR YOUR PURCHASING RECORD

Customer:

Phone No:
Address:

Email:

Model:

Serial:

Date of Purchase:
Place of Purchase:
From Whom:

Distributor:

Customer Satisfaction

GIGA-BYTE TECHNOLOGY CO.,LTD.
No.6, Bau Chiang Road, Hsin-Tien, Taipei Hsien, Taiwan, R.O.C.
Tel: 886-2-89124888
Fax:886-2-89124007
http://www.gigabyte.com.tw

Technical Support
E-mail: networksupport@gigabyte.com.tw
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