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Introduction

Introduction

1.1

The sample Setup and Configuration Application (SCA) is a computer program that
can be used by developers as a learning vehicle for creating setup and configuration
solutions for platforms incorporating Intel® Active Management Technology (Intel®
AMT). Setup and configuration in the past was referred to as provisioning. There are
still software development kit (SDK) functions and structures that use this
terminology.

Topics covered by this Guide:

The enterprise setup and configuration process required by Intel® AMT
How to use the SCA

How to configure the SCA

The internal elements of the SCA

APUNE

What is Setup and Configuration?

Setup and Configuration is the process that makes Intel AMT features accessible to
management applications. Intel AMT devices are by default delivered in an unconfigured
state. Before management applications can access an Intel AMT device, the device must
be populated with various configuration settings such as usernames, passwords,
network parameters, Transport Layer Security (TLS) certificates, and keys necessary for
secure communications.

When an Intel® AMT platform is configured to Enterprise mode, it can be in one of 3
operational states:
« PRE Provisioning, also known as “Factory Mode” - in this state, Intel® AMT is
not fully operational. The network interface is closed and the local interface is
partially functional.

e IN Provisioning, also known as “Setup Mode” - in this state, network
interface is opened for Secure Connection only, starting with Intel® AMT
Release 2.0.! The Intel® AMT device periodically tries to contact a
configuration server by sending “Hello” Packets.

Note: as provisioning process is always done in a secure manner it is advised
to configure all sensitive while in this state.

« POST Provisioning, also known as “Work mode” - Intel® AMT has completed
its setup and is ready for daily use.

! Starting AMT 2.0

Intel Confidential 9
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The provisioning process consists of two parts:

o Changing the Intel® AMT platform state from PRE Provisioning to IN
Provisioning - this part can be done manually, using Intel® MEBX or USB
“Provisioning” methods, or automatically by Intel® AMT platform as in
“Remote Configuration — Bare Metal”.

e Changing Intel® AMT platform state from IN Provisioning to POST
Provisioning - this part is done by supplying all needed data using the
configuration server and sending a CommitChange command.

Once the Intel® AMT platform enters the IN Provisioning state, it performs the
following operations:

e Opens the network interface and acquires an IP address. By default, Intel®
AMT platform uses DHCP to acquire an IP address. Along with the address, the
Intel® AMT platform will also try to get the DNS Server address from DHCP
server using DHCP option 6 or legacy option 5, the gateway address using
DHCP option? and the domain suffix, using DHCP option 15°3.

e Tries to locate Configuration Server - in the most common use-case, the
Intel ® AMT platform will issue DNS query to “provisionserver” in the domain
it received from DHCP. For example, if DHCP supplied the domain
“myDomain.myOrg” then Intel® AMT platform will look for the
“provisionserver.mybDomain.myOrg.

Once Configuration Server is located, Intel® AMT platform will send it “Hello” packets
periodically, in a pre-defined scheme. The “Hello” packet contains relevant data for
the current provisioning method.

1.2 Setup Types

Intel® AMT supports two setup types (also known as provisioning modes or models):
Small Business and Enterprise. An OEM sets the appropriate default setup type as
part of a factory procedure when building the Intel® AMT flash image. The Small
Business setup, which does not support TLS-based communication, is used when
sufficient infrastructure is not available to support the recommended Enterprise setup.
Refer to the Small Business Configuration User Guide for a detailed description on how
to perform a Small Business Setup.

2 DHCP option 3.
* DHCP option 15.
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1.3

Enterprise setup is designed to serve the needs of large organizations. When
supported with the proper network infrastructure services, enterprise setup can
provide automated one-touch setup and configuration for Intel® AMT platforms.

Releases 2.2, 2.6 and 3.0 and later releases support Remote Configuration. This
feature reduces the effort of deploying an Intel® AMT platform by removing the need
to send IT personnel to initiate setup on a platform while maintaining a secure setup
and configuration process. This feature was formerly known as Zero-Touch
Configuration, or ZTC. Several of the functions described in the appendix use this
nomenclature.

Secure Communications and Authentication
Options

Intel® AMT supports Transport Layer Security (TLS), and, starting with Intel® AMT
Release 2.0, there is a mutual authentication option. TLS and mutual authentication
are optional. A critical portion of the setup and configuration activity is the exchange
of secret keys and installation of certificates that are required to implement TLS and
mutual authentication. Note the following:

Intel® AMT Release 1.0 or later releases operating in Legacy Mode (making it
compatible with Intel® AMT Release 1.0) performs the configuration process by
exchanging sensitive data in an unsecured manner with a configuration server.
Therefore, such Intel® AMT devices should be configured on an isolated network.
Release 4.0 and later releases do not support Legacy Mode.

e An Intel® AMT device supporting Release 2.0 or later can be initialized with a
public identifier and a private key (a PID/PPS pair). The configuration server
must have these two values as well as the internal UUID of the Intel® AMT
device for the configuration process to start. The secure handshake done using
this information allows the setup and configuration process to take place on an
open enterprise network.

e TLS requires that each Intel® AMT device has a signed certificate that is
traceable to a Certificate Authority. The setup and configuration application
implements the process required to request, sign, and install a server
certificate in an Intel® AMT device.

e Mutual authentication requires that an Intel® AMT device have a trusted root
certificate installed. This certificate will be used to validate clients that attempt
to access the Intel® AMT device. This includes both remote applications
(generally referred to as management consoles), and applications running on
the local host processor that communicate with Intel® AMT, for example, an
anti-virus application.

e Releases 2.2, 2.6 and 3.0 and later releases support "Remote Configuration”.
This feature allows setup and configuration of an Intel® AMT device without
having to install a PID/PPS pair. Platforms that support Remote Configuration
always use mutual authentication during setup and configuration. They have
one or more pre-installed root certificate hashes used to authenticate the
setup and configuration application. The Intel® AMT device sends a self-signed
certificate used by the setup and configuration server to establish a secured
connection with the Intel® AMT device. The protocol used is PKI-CH (Public

Intel Confidential 11
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1.4

1.5

1.6

12

Key Infrastructure — Certificate Hash). See Remote Configuration for a
detailed description.

This document discusses each of these issues in detail.

Introduction: Provisioning Methods

When Intel® AMT platform is in IN Provisioning mode, it will allow only secure
connection. Intel® AMT platform supports two methods for securing the connection,
each one of them require different setup:

e PSK Provisioning - uses symmetric encryption with a Pre-shared Key known
only to Intel® AMT and Configuration Server. It is considered as a “one-touch”
method, as user must physically interact with the platform to supply needed
data.

¢ Remote Configuration - uses a-symmetric encryption, based on PKI
Certificates, to communicate with Intel® AMT. With a suitable environment,
remote configuration is a “zero-touch” process. Once the platform is
connected to power and to the network, there is no need to access the
platform locally to initiate provisioning.

Note: If Remote Configuration is enabled and PSK data exist, Intel® AMT platform will
perform PSK provisioning as it is considered more secured than Remote Configuration.

Remote Configuration “flavors”

There are several methods for remote configuration:

e Unsecured DNS vs. Secure DNS - Unsecured DNS means that Intel® AMT
relies on network infra-structure to determine the domain in which it is
deployed: it relies on DHCP option 15 and optionally on a DNS suffix passed
from a software agent. Secure DNS means that Intel® AMT was pre-
configured with the name of the domain where it will be deployed. Secure DNS
is sometimes referred as Simplified One Touch as the domain could be
written to the platform using a USB key at the end customer level.

« Bare metal vs. Delayed remote configuration - in Bare metal, the Intel®
AMT platform initiates remote configuration automatically once it is powered
on; therefore, there is no need for an active operating system to be present in
the platform. In Delayed remote configuration the configuration process
needs to be triggered using a Local Agent, which requires the operating
system to be present.

USB “provisioning”

There is an option to supply PSK or Remote Configuration data to Intel® AMT using a
USB flash drive that contains a unique setup file. This method is often called "USB
Provisioning” - a misleading term, as the platform isn’t provisioned at end of process
(i.e. it stays I Provisioning state)

Intel Confidential
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1.7

Provisioning Methods - a Short Summary

The following table shows Intel® AMT generations and their support of the above

methods:

Table 1. Intel® AMT Generations

Applica(!)ale
Setup sy Intel Initial Operator Actions
Method Description AMT Conditions Required
Releases
Operator enters pair
Enterprise PID-PSK pair; type 2 5.0 and u No pair provided manually via menu or with
PSK “Hello” message. . p USB storage device
Built-in root certificate
Enterprise hashes; self-signed No actions required: ISV
PKI-CH certificate; type 3 "Hello” console tells agent to open
message. SCA has a 2.2,2.6, . . Intel® AMT network
(Remote client certificate that 3.0 and ?Svrunmng with interface (and may perform
Configurati | matches one of the later IS a?lgent other settings). Console
on) (Delay | certificate hashes. releases installed supplies OTP to Agent to
Provisionin Depends on DHCP active. pass to Intel® AMT device
9) Delayed start of and also sends it to SCA.
configuration.
Built-in root certificate
hashes; self-signed
Enterprise certificate; type 3 "Hello” No ISV local
PKI-CH message. SCA has a ) No actions required:
client certificate that 3.0 and agent running Platform starts sending
(Remote matches one of the later on host and “Hello” message as soon as
Configura- | certificate hashes. releases OEM sets it is connected to the
tion) (Bare | pepends on DHCP active. P.I’OVISIOI'?Indg 0 network.
Metal) Setup starts as soon as time period >
platform is connected to
the network.
: User customizes root
Enterprise
P certificate hashes; self- Depend on the
PKI-CH signed certificate; type 3 3.0 and selected method
R " "Hello” message. SCA Ia.ter : Delay
é erpo € has a client certificate releases Provisioning/Bar
t.on |gura- that matches one of the e Metal
U'gré) ;smg certificate hashes. provisioning
ey Depends on DHCP active.
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Setup and Configuration Network Layout

The following sections describe the components involved in the Setup and
Configuration process. The diagram below shows the components and their
interactions:

Figure 1. Setup and Configuration Network Layout

1.8.1

14

Optional

3 Active Certificate
DHCP Server DNS Server : Directory Authority

Hub / Switch

Configuration Server

AMT Platforms

Intel® AMT Setup and Configuration Application (SCA)

The Setup and Configuration Application (SCA) is a computer program used to deliver
operational settings to Intel® AMT devices over the network. The SCA completes the
setup and configuration process by supplying the Intel® AMT device with customized
parameters. The platform that SCA software runs on is referred to as the Setup and
Configuration Server, sometimes referred to as a provisioning server. When an Intel®
AMT device enters Setup Mode, it attempts to establish a network connection with the
setup and configuration server and waits for the software running on the server to
deliver configuration settings.
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1.8.2 Intel® AMT Platform

An Intel® AMT platform cannot receive its configuration settings from an SCA until it is
brought out of its default factory state and placed into Setup Mode. Once they are in
Setup Mode, Intel® AMT devices periodically send messages to the SCA. These
messages allow the SCA to identify the individual device needing to be configured.
See Factory Mode Setup for instructions on how to place an Intel® AMT device into
Setup Mode.

1.8.3 DHCP Server

Intel® AMT devices, by default, obtain their network settings from a DHCP server. If
DHCP services are not available then the Intel® AMT device must be configured to use
static IP network settings. TCP/IP Settings describes configuring the network settings
during Factory Mode setup.

1.8.4 DNS Server

When an Intel® AMT device enters Setup Mode, by default it attempts to obtain the IP
address of the SCA automatically by performing a DNS query for a hostname of
"ProvisionServer". (Note that an OEM platform provider can change “ProvisionServer”
to some other value.) If a DNS server is unavailable, then the SCA IP address must be
explicitly set during Factory Mode setup. See SCA Server Address for the steps
required to set the SCA Server IP address.

1.8.5 Optional Servers

Optionally, a setup environment may include and Active directory (AD) domain server
and a Certification Authority (CA).

1.8.6 Management Console

A management console is a platform running an application that is used for managing
Intel® AMT platforms.

Intel Confidential 15
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General Environment Setup l n tel ®

2 General Environment Setup

The instructions in this section are both for PSK and Remote Configuration and are
usually done once. This guide assumes that the Intel® AMT platform is deployed in the
domain fti10.com

2.1 Install DHCP and DNS

Table 2. Install DHCP and DNS

Open Add or Remove
Programs in Control Panel.

(s. Accessibility Options
=2 Add Hardware

| B Control Panel

e_ﬁ‘ Metwork Connections
4 Prinkers and Faxes
Help and Suppark a Taskbar and Start Menu ,“ glInstall ar remave programs and Windaws companents. I
o 2 .— ¥

Search

48 Administrative Tools 3

Rur...

Shut Down,..

Choose Add/Remove
Windows Components (last

RE=TET

item in left pa ne) . Currently installed programs: ™ show updates Sort by: [Name vl
ﬁ! Yirtual Machine Additions Size 0.90MB

Click here for support information. Used rarely

The Windows Com ponents To remave this program from your computer, click Remove, A

Wizard will appear.

Windows Components Wizard

Windows Components
You can add of remave components of Windows

To add or remave a component, click the checkbor, 4 shaded bax means that only
part of the component will be installed. Ta see what's included in a component, click

Details

Components:

8 Intemet Esplorer Enhanced Seouity Configuration 00ME |
1 22yManagement and Monitoring Tools E.3MB
Eﬁ]Netwolking Services 27 MB

(71 853 0ther Network File and Print Services 0.0ME

71 B Remnte Installtinn Services >ama =

Description:  Inchudes Windows Accessanes and Utilities for pour computer.

T ek e i 34MB T
Space avalable on disk: 13944.2 MB SRR

<Back [ Mews | Camcel | e |
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Navigate to Networking
Services and click Details...
on the right side of the
window

Select the checkboxes next to
the DNS and DHCP services
and click OK.

The Network Services window
will close.

18

General Environment Setup

Windows Components Wizard o

Windows Components
*Y'ou can add or remove components of Windows.

To add or remove a compaonent, click the checkbox. A shaded box means that only
part of the component will be installed. To see what's included in a component, click
Details.

LComponents:
é Internet Explorer Enhanced Security Configuration 0.0 MB ;I
(B} Eﬂ Management and Monitaring Toolz

O E:] Other Metwark, File and Print Services
1M Remnte Installatinn Servires

Description:  Containg a wariety of specialized, network-related services and protocols.

Total dizk space required: 3.4 MB
Space available on disk: 13978.5 MB

< Back Mest » Cancel Help

Networking Services B ﬂ

To add or remove a component, click the check box. A shaded box means that only part
of the component will be installed. To see what's included in a component, click Details.

Subcomponents of Networking Services:
M Ll Domain 1| |

[rymamic Host Configuration Protocol (DHCP) 0.0 B
O Internet Authentication Service 0.0mE
O Remate Access Quarantine Service 0.1 MB
O B RPC over HTTP Prosy 0.0 MB
O Simple TCR/IP Services 0.0mMB
O Windows Internet Mame Service MwINS) 0.9 B ;I

Description:  Sets up a DMNS server that answers query and update requests for DNS
Names.

Total disk zpace required: 5.1 MB Tzt |
Space available on digk; 139779 MB
(]9 I Cancel |
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Click Next > to continue.
Windows will start the
installation process. You may
be requested to load the
setup CD.

Once installation is
completed, click Finish to
exit the wizard.

Close the Add or Remove
Programs window.

Windows Components Wizard E

Windows Components
YYou can add or remove components of *Windows,

To add or remove a component, click the checkbox, A shaded box means that only
part of the component will be installed. To zee what's included in a component, click
Dietails.

LComponents:

] ;_elntemet Explorer Enhanced Security Configuration

O g:] M anagement and Monitaring Tools

O E:; Other Metwork File and Print Services
71 J® Remnte Installatinn S ervices MR ;I

Description:  Containg a vanety of specialized. network-related services and protocols.

Total dizk space required: 34 MB
Space available on disk: 135785 MEB

< Back Mest » Cancel Help

Completing the Windows
Components Wizard

“ou have successfully completed the Windows
Components ‘Wizard,

To close thiz wizard, click Finish.

< Back

Help |
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2.2 Setup DHCP

Table 3. Setup DHCP

Open DHCP from
Administrative Tools in
Programs menu

Right click on the DHCP server
in the left pane.

A pop-up menu will appear

Click on New Scope... in the
pop-up menu.

20

k 4 @ Incernec Information services L) Manager

E ot ) Accessories 410 pHcp

i ; - ﬁu;e DHCP ta configure and manage the Dynarnic Host
By Favarites g
= Startup ! Configuration Protocol (DHCP) service,

& Tnternet Frnlnrer

Adding New Scope

=10l x|

File Action View Help

&= | BmE XE R @ e

| democa.ftl10,com [40.0.0.2]
Ll

Display Statistics... |

Ie

Mew Multicast Scope...

ddresses assioned ko computers requesting a
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The New Scope Wizard will
appear. Click Next > to
continue.

Give a name and a description
for your scope.

The name and description are
used internally (i.e. they are not
exposed by DHCP server), so
you can choose anything you
want.

Click Next > to continue.

ElET N Ve Welcome to the New Scope

Wizard

Thiz wizard helps you set up a scope for distributing IP
addresses to computers on your network.

{5 Server Option

To continue, click Nest

< Back Cancel

New Scope Wizard .

Scope Hame -
You have to provide an identifying scope name. You alzo have the option of

prowiding a description.

Type a name and description for this scope. This information helps you quickly identify
hows the scope iz to be uzed on pour network.

Mame: I|

Diescription: |

< Back I Test = Cancel

Intel Confidential
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Set the range of IP addresses
your DHCP will distribute to
clients, as well as the network
subnet mask

This example use the IP
addresses from 40.0.0.10 to
40.0.0.50 and a subnet mask of
255.255.255.0

(You can specify 24 in the
length field instead of typing the
mask).

Click Next > to continue.

Exclude IP addresses from the
above range if needed.

(e.g. some addresses in the
above range are used as static
IP addresses in your network)

Click Next > to continue.

22
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New Scope Wizard 3

IP Address Range —
rou define the scope address range by identifying a =&t of conzgecutive 1P

addresses.

Enter the range of addresses that the scope distributes.
StartIP address: | 40 . 0 . 0 .10

End IP address: a0 .0 .0 .80

A zubnet mazk defines how mary bite of an [P address to uze for the network./subnet
D'z and how many bits to uze far the host 1D, You can specify the subnet mask by
length or az an IP address.

Length: 24 =

Subret mask: I 285 . 285 2660 0

< Back I Mext » I Cancel

Mew Scope Wizard )

Add Exclusions —
Excluzions are addreszes or a range of addreszes that are not distibuted by the

FEIVET

Type the IP addrezs range that you want to exclude. [f pou want to exclude a single
address, type an address in Start IP address only.

Start |P address: End IP address:

Aidd

Bremave |

E xcluded addreszs range:

< Back I Hext > I Cancel
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Set the DHCP lease duration if
needed, or leave it at the
default values (8 days).

Click Next > to continue.

Configure the DHCP options of
your scope.

Choose Yes, I want to
configure these options now.

Click Next > to continue.

New Scope Wizard

Leasze Duration
The leaze duration zpecifies haw long a client can use an IP address fram this
SCOPE,

Q

Leaze durations zhould tupically be equal to the average time the computer is
connected to the zame physical network. For mobile networks that congist mainly of
portable computers or dialup clients, shorter lease durations can be useful.
Likewize, for a stable netwaork that consists mainly of desktop computers at fixed
locations, longer lease durations are more appropriate.

Set the duration for scope leases when distibuted by this server.

Limited to:

Days: Howrs: Minutes:

I N = =

< Back I Mext > I Cancel

New Scope Wizard

Configure DHCP Options
*t'ou have to configure the most commaon DHCP options befare clients can use the
sCope.

Q

When clients obtain an address, they are given DHCF options such as the [P
addresses of routers [default gateways). DMNS servers, and WINS settings for that
SCOPE.

The settings you select here are for thiz scope and override settings configured in the
Server Options folder for this server.

Do you want to configure the DHCP options for this scope now?

' Fes | warl to configure these options nowe

£ Mo, | will configure these options later

< Back I Mest > I Cancel

Intel Confidential
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In Parent domain field set the
name of your domain. (this field
is known as DHCP option 15)

Set the IP of your DNS server in
the IP address field and click
Add.

(this field is known as DHCP
option 6)

Click Next > to continue.

If you want to add a router IP
address (gateway), you can
write in the IP Address field
and click Add.

(this field is known as DHCP
option 3)

Click Next > to continue.

24
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New Scope Wizard

Domain Name and DN5 Servers —
The Damain Mame System [DMS) maps and hranslates domain names used by

clients on your network.

*fiou can specify the parent domain you want the client computers on your netwaork to uge for
DMNS name resolution.

Parent domair; |ft10.com

To configure scope clients to uze DNS servers on pour network, enter the [P addresges for thoze
SEMVETS.

Server name: IP address:

Add |
Fesolve | 40002 Hemove |
Up |
[awn |

< Back Mext > | Cancel I

New Scope Wizard

Router [Default Gateway] —
1'ou can specify the routers, or default gateways, to be distributed by thiz scope.

To add an |P address for & router used by clients, enter the address below.

IP addiezz:

||... Add

Hemaove

d

U

p

Bowrn

< Back I Mext > I Cancel
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If you have a WINS server for
NetBIOS name resolution, you
can add it here.

Click Next > to continue.

Select Yes, I want to activate
this scope now.

Click Next > to continue.

intel.

New Scope Wizard .

WINS Servers T
Computers running ‘Windows can use wINS servers to convert NetBIOS computer
names to IP addresses.

Entering server P addreszes here enables ‘Windows clients to guerny WINS before they uze
broadcasts to register and resolve MetBl0S names.

Server name: |P addrezs:

|
Fesalve |

To change this behavior for Windows DHCP clients modify option 046, 'WIMS/MBT Node
Type, in Scope Options.

< Back I Mext > I Cancel

New Scope Wizard -

Activate Scope s
Clients can obtain address leases only if a scope is activated.

Do you want to activate this scope now?

% ¥z, | want to activate this SCOPE NOWE

' Mo, | will activate this scope later

< Back I Mext > I Cancel

Intel Confidential
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Click Finish to close the wizard.

Expand the newly created
scope.

Select Scope Options.

You should have at least option
6 and option 15 set.

2.3 Setup DNS

Table 4. Setup DNS

General Environment Setup

New Scope Wizard I

Completing the New Scope
Wizard

ou have successfully completed the Mew Scope wizard,

To close this wizard, click Finish.

< Back Cancel

File  Action ‘iew Help

¢ | a@EXTRE| 2 &

@ DHCP Scope Options
- democa fi10.com [40.0.0.2]  [omton Hame [ endor [ val
ED Scope [40.0,0,0] fH10.com mg Servers Standard 40
P Address Poal : ! ndard
({9 Address Leases
(8] Reservations
£ Scope Options
“.-{_7 Server Options

5 Domain fal

Open DNS from
Administrative Tools in
Programs menu

B = N = N = == R Sy = T W =

v O pHeP

I Accessories

4 ,[j Startup
" & Internet Explarer

Manages the Domain Name System (DNS) ser
translates DNS computer names ko IP addres:

o | }1 Documents

26
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Intel Confidential




General Environment Setup

Right click on your DNS
Server name.

A pop-up menu will appear.

Click on New Zone... in the
pop-up menu.

The New Zone wizard will
appear.

Click Next > to continue.

5, dnsmgmt - [DNS',DEMOCA] 3 =101 x|
,.?1‘ File Action Wiew Window Help | 181 x|
€ - |@[m| X EEERE
AT | pEmaCa
EB T
E nfigure a DNS Server...
H = figure a DNS Server
M- F  Set Aging/Scavenaing for All Zones. ..
Scavenge Stale Resource Records lame Systerm (DMNS) is a hierarchical naming system used for
Update Server Data Files uters and network services. DNS is best known Far translating
jomain names to IF addresses and network services.
Clear Cache
Launch nslookup er has not been configured, Configuration includes creating
everse lookup zones and specifying root hints and Forwarders.
All Tasks
he DNS server, on the Action menu, click Configure a DNS
Wi

Mews Windaw From Here

Delete
Refresh

Properties

Help

Create a new zone,

Mew Zone Wizard

Welcome to the New Zone
Wizard

This wizard helps vou create a new zone for your DNS
SEFVER,

A zone translakes DMS names to related data, such as IP
addresses or netwark services,

To continue, click Mext,

= Back Cancel Help

Intel Confidential
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Select the zone type. The
example uses the Primary
zone

Click Next > to continue.

Select Forward lookup
zone.

Click Next > to continue.

28
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MNew Zone Wizard . x|

Zone Type ?
The DS server suppotts watious types of zones and storage. .

Select the type of zone vou want to create;
08 <

Creates a copy of a zone that can be updated directly on this server,

" Secondary zone

Creates a copy of a zone that exists on another server, This option helps balance
the processing load of primary servers and provides Faulk tolerance,

" Stub zome

Creates a copy of a zone containing only Mame Server (NS, Start of Authority
(508, and possibly glue Hosk (&) records, A server containing a stub zone is not
authoritative For that zone,

I™ store the 2onein Ackive Directory (available only if DS server isia domain contraller)

< Back I Text = I Cancel Help

New Zone Wizard o x|

Forward or Reverse Lookup Zone Q
You can use a zone For Forward or reverse lookups, .

Select the bype of lookup zone you want to create:

 Forpard lookup zone
A Forward lookup zone translates DNS names into IP addresses and provides
information about available nebwork services,

" Reverse lookup zone

& reverse lookup zone translates IP addresses into DMS names.

% Back I Mext = I Cancel Help
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Enter the FQDN suffix of
your desired domain in the
Zone name field.

This value should match the
one entered for domain name
during the DHCP setup.

Click Next > to continue.

Click Next > to continue.

New Zone Wizard i =]
Zone Mame ?
What is the name of the new zone? ‘

The zone name specifies the porkion of the DNS namespace For which this server is
authoritative, It might be wour organization's domain name (For example, microsaft.com)
or a partion of the domain name (for example, newzaone, microsoft, com), The zone name is
nok the name of the DS server,

ZOne name:
I Fr10.com|

For more information about zone names, click Help.

< Back I Mext = I Cancel Help

New Zone Wizard . x|

Zone File Q
‘You can create a new zone file or use a file copied From another DNS server, ‘

Do you wank to create a new zone file or use an existing file that vou have copied
from another DNS server?

% Create a new File with this file name::

I Fl10, com. dns

™ Use this existing file:

To use this existing file, ensure that it has been copied to the Folder
%aSystemP oot %\syskem32\dns on this server, and then click Mext,

< Back I Mext = I Cancel Help
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Click Next > to continue.

Select a dynamic update
option.

(This example selects Allow
both nonsecure and secure
dynamic updates. This
option does not affect PSK or
Remote Configuration, but it
will be easier to access the
Intel® AMT platform later,
when using Server/Mutual
authentication).

Click Finish to close the
wizard

30
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Dynamic Update
‘¥ou can specify that this DNS zone accepts secure, nonsecure, of no dynamic
updates,

New Zone Wizard E =]

Dynamic Updates enable DMS client computers to register and dynamically update their
resource recards with a DNS server whenever changes ocour,

Select the tyvpe of dvnamic updates you wank ta allow:

€ allowonly secure dynamic updates {recommended For Ackive Directory
This option is available only for Active Directory-integrated zones,

% gllow both nonsecure and secure dynamic updates:
[wnanic updates of resource records are accepted from any client,

& This option is a significant security vulnerability because updates can be
accepked from untrusted sources,

" Do not allow dynamic updates
Dynamic updates of resource records are not accepted by this zone. You musk update
these records manually,

< Back | Mext = I Cancel Help

New Zone Wizard

Completing the New Zone Wizard

You have successfully completed the Mew Zone Wizard, You
specified the Following settings:

Marne: fH10.com

Type: Primary

Lookup tvpe: Forvard

File namne: fHl10.com.dns

Moke: Wou should now add records to the zone or ensure

that records are updated dynamically, You can then werify
name resolution using nslookup,

Ta close this wizard and create the new zone, click Finish,

x|

<Back |i Finish Cancel Help

Add DNS Entry for Configuration Server
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Expand the Forward Lookup
Zones in your DNS, at the
left pane.

Right click on your newly
created domain,

A pop-up menu will appear.

Click on New Host (A)... in
the pop-up menu.

The New Host window will
appear.

Enter provisionserver in the
Name field.

Enter the configuration
server IP in the IP address.
The example we uses
40.0.0.30.

If you already have an entry
for the configuration server in
your DNS, you can create an
Alias (CNAME) record
instead of a New Host (A)
record, and point it to your
configuration server record.

Click OK to finish.

intel.

_;_ dnsmgmt - [DNS\DEMOCA'Forward Lookup Zones'ftl10.com] i ;Iglll
'J%‘ Fle Action Wiew ‘Window Help |;|i|5|
¢+ BEXERB|2|E 8F
'J%DNS ftl10.com 3 record(s)
B B DEMOCA Narne | Type | Data

@ Event Viewer ame a5 parent folder) Start of Authority (SOA) [1], demaca.ftllo

Forward Lockup Zones (same as parent folder) Nare Server (NS) democa. fHL0.com

D Reverse Update Server Data File Host (4) 40.0.0.2

Reload

il i

News Alias (CNAME), .
News Mail Exchanger (M%),
Mesw Darmain. .

Marne (uses parent domain nane iF Blank):

I provisionseryer

Fully qualified domain name (FQOMN):

I provisionseryer, FEl10, com.

IP address:
|4n o0 .30

r i_reate associated pointer (PTR) recard:

Add Host Cancel

ons x|

i The host record provisionserser, FElI10, com was successiully
- created.

§
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3 Configuring the SCA

The SCA must be configured so that all communications with Intel® AMT devices under
its control are secure. The optional mutual authentication capability available from
Intel® AMT Release 2.0 and onward requires additional support from the SCA to
configure the appropriate root certificate.

3.1 Install the Configuration Server Application

Locate the Configuration Server application. It can be obtained from:
Official SDK Software Development Kit (located under:
Windows\Intel_Manageability_Configuration\Bin)

or from firmware kits (located under: Tools\AMT Tools\AMTConfiguration).

Before running the Configuration Server for the first time, a few small modifications
are needed so the configuration server will work flawlessly in our environment.

Table 5. Install Configuration Server Application — Step by Step

Navigate to the EternalSecScripts
sub folder and open checkes.bat for
edit.

B F:, AMTConfiguration'.CertGeneratoriExternalSecScripts

File Edit Miew Favorites Tools Help
0 Back ~ ) - 1."‘ | ';r’Search I= Folders | ':‘p 3 x K’ | '
Address Il,j F:\&MTConfigurationCertGenerator|ExternalSecScripts

Folders X | | Mame ~
(=] s SERYERZO03 (F1) ] gi‘llocal_client
[=l [ AMTConfiguration [AMPS

[ remote_client
[ trusted_rootca

.rnd

Bl £ CertGenerator
| ExternalSecscripts
() OpenssL
[ secConfig
[7) SecSeripts

<. bat

clean.bat

Modify the following lines with the
domain suffix, ftl10.com in our
example:

REMOTE_CLIENT_CN =
management_console.ftl10.com
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LOCAL_CLIENT_CN =
acme_app.ftl10.com

Navigate to ZtcSecScripts sub folder
and open checkztc.bat for edit.

Edit the highlighted line. Change the
domain suffix to match your domain.
In our case,

ZTC_CLIENT_CN =
acme_app.ftl10.com

Double click on
ConfigurationServer.exe

Note: you can determine the port
number that the SCA will listen to by
starting the configuration server using
<-port #num_of_port> option,

Configuring the SCA

REM The following enviromment parsmeters cah be customized.
REM Mote that they need to be coordinated with the appropriate .conf.xml file

REM in order to achieve properly working environemnt.

REN

I8t TRUSTED_ROOT_CRL_DISTRIBUTION_POINT=URI:ht.tp:Ntrusted_root_crls.ftllD.CDm
zet REMOTE CLIENT CN=mansgement console.ftll0.com

zet LOCAL CLIENT CN=acme app.frlll.com

set NP3 CN=mps.ftll0.com

set PECH1Z_PASSWORD=querty

REN

' AMT Configuration',CertGenerator’, 2kcSecScripts

Fle Edt
Qback - ) - ¥ | ) Sgarch |[|_" Folders | H 3 X8 | (-
Address ID F:\&MTConfiguration|Certizenerator|ZtcSecScripts

View Favorites  Tools  Help

Folders % || name ~
[=] % SERVER2003 (F:) ﬂ :@I‘DDtCF\
[ 123 AMTCanfiquration ZTC
= [ Certaenerator =) rnd
() Extemalsecseripts g
[ OpensaL i lean.bat
[ SecConfig FullChain.pem
) SecSripts || rootCa,cfg
[ 2tesecseripts [Frootch_gen bat
i B BrntHach bt

REN
REEM The following environment parsweters can be customized.

REM Note that they need to he coordinated with the appropriate .conf.xml file
REN
REM
eL

in order to achiewve properly working environemnt.

CL CRL DISTRIBUTICH POINT=URI:http://crl.demoCh.com

Eet

ZTC CLIENT CN=acte app.ftlll.com

Set
sefk

ZTC_CLIENT 0U=Intel(R] Client Setup Certificate
PEC312_ PASSWORD=quwerty

File

MTConfiguration

Edit Wiew Favorikes Tools Help

Back = () = ﬁ' ) Search
W T L s

= Folders | /a3 X 9| (@

Address I',j F:{AMTConfiguration

Falders X || Hame = Size | Type
[5] S SERVER2003 (F:) d u:':_‘lCertGenerator File Folder
El 123 AMTConfiguration DCnnfigScripts File Folder
= ) CerbGeneratar ‘_ﬁ'lU“P'fUV‘SiUn File Folder
|5 Externalsecsoripts (S rsmananty File Folder
[ openssL [DzrClacalagent File Folder
153 SecConfig . 2,020¥8  Application
1) SecSeripts =i E il 2KB  Text Document
[5) 2tcdecmipts Hibzayzz.dl 1,000 KB Application Exten
1) CorfigSeripts &]msvcr?l.d\l 340KB  Application Exten
5 Unprovision E] nokia_openss|_contribution_i... 2KB  Text Document
[ Wsmanonly \%1ogenS?E_IiEense.txt 7K TextDocument
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When running this application for the
first time, the following steps will take
place:

A window will pop up requesting to
create a Subordinate CA request file.

Answer “y” and press the “Enter”
key to continue.

The Subordinate CA request needs to
be signed by a CA.

The Configuration Server suggests
creating a demo Root CA, and signing
the above request.

Answer “y” and press “Enter” key to
continue.

The Configuration Server suggests
creating an Auditing Certificate to use
the auditing feature introduced in
Intel® AMT Release 4.0

Answer “'y” and press “Enter” key to
continue.

In order to be able to use mutual
authentication after setup and
configuration completes, Configuration
Server will create another demo root
CA and two client certificates, one for
local access and one for remote
access.

Answer “y” and press “Enter” key to
continue.

WINDOWS system32'.cmd.exe

Configuration server can't pun without a Subordinate CA configuration
Create a subordinate CA request file [Y/nl 7

reate a subordinate CA request file [¥/nl 7 y
Certificate request generated successfully

Conf iguration server is missing a Subordinate CA certificate.

Please sign your certificate request. which is stored in the file
"{Configuration Server Directory>\CertGenerator:\SecScriptsssubCAcertreq.pen” .
Save your signed request in B5A? Baseb4 certificate in the file

*{Configuration Server Directory>\CertGenerator\SecScriptz\subCA\subcacert.pen"

Alternatively, you can generate a demo root CA and have it zign the request.
Cr?ating a demo root CA should he done ONLY for test and demonstrational purpose|

Créate a demo root CA and sign request [ysN1 ?

Conf iguration server can’t run without a Subordinate CA conf iguration
reate a subordinate CA request file [¥/nl 7 vy
Certificate request generated successfully

Conf iguration server is missing a Subordinate CA certificate.

Please sign your certificate request, which is stored in the file
"{Configuration Sepver Directory> \CertGeneratorSecScripts:subCAscertreq.pen” .
Save your signed request in R5A% Baseb4 certificate in the file

"¢Configuration Server Directory>CertGenerator:SecScriptsssubCAssubcacert.pemn"

Alternatively, you can generate a demo root CA and have it sign the request.
Creating a demo root CA should he done ONLY for test and demonstrational purpose
z t

Créate a demo root CA and sign request [ys/N]l 7 y

Conf iguration server is missing an fAuditing certificate.
Create an Auditing GCertificate [¥~/nl 7 _

WINDOWS' system32', cmd.exe

Gonf iguration server needs a Trusted Root CA certificate in order

to he ahle to set up Intel{R> AMT devices for TLS client authentication.

You can create demo trusted root CA and have it sign demo remote

and local client certificates.

The certificates generated in this script should ONLY be used for testing
and demonstrational purposes !

Create a demo Trusted Root CA and use it to sign client certificates [¥/nl 7
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In order to simplify Remote
Configuration Setup, Configuration
server will create a demo root CA and
sign an appropriate ZTC Certificate.

Answer “y” and press “Enter” key to
continue.

Configuration Server is now running.
You can close it for now.

Configuring the SCA

WINDDWS' system32'.cmd.exe

Conf iguration server needs a ZIC certificate in order
to he able to set up Intel(R> AMI devices in PKI-CH method.
You can create demo Root CA and have it sign demo ZTC Certificate.

*NOTE* for enabling the certificate, you’ll need to add the hash of the
created Root CA to FY Certitifcate Hash List.
Create a demo Root CA and use it to sign ZIC Certificate [¥/nl 7 _

onfigurationServer.exe

Intel(R» Configuration Server
Program Build Date: May 12 2088:23:86:82

Server listens on port 9971 for incoming connections.

Waiting for incoming connection...

The default.conf.xml file should be modified to contain the desired configuration
settings for any Intel® AMT devices to be configured by the SCA. These settings will be
applied to all instances of Intel® AMT unless the user creates a separate file for each
device. An instance-unique file has the name <UUID>.conf.xml (where <UUID> is the
actual UUID of the Intel® AMT device). Such a file will contain the full set of
configuration parameters including those that are unique for the device. See Appendix
Efor the parameter options.

Note: Use the default.conf.xml file to configure one device, then change the device-unique
parameters (such as hostname), then configure the next device. This method assumes
that the user knows which device will be connecting to the SCA next. By using UUID-
specific xml files, the SCA can configure Intel® AMT devices whenever they connect to
the SCA in no particular order.
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3.2 Configuration Server Application Structure

The following elements are included in the folders of the directory tree.

The Bin directory contains the executable image of the Setup and Configuration
Sample and all the necessary supporting files.

ConfigurationServer.exe - application executable
The directory also contains supporting DLLs.

CertGenerator subdirectory - contains scripts and utilities used to produce
certificates.

ExternalSecScripts - contains scripts and configuration files used to create
trusted root and client certificates for use with mutual authentication.

OpenSSL - Contains the OpenSSL utility. Refer to Open SSL documentation
for a description of these utilities

ssleay32.dll - DLL used by the OpenSSL utility.
libeay32.dll - DLL used by the OpenSSL utility.

yesno.exe - tool prompting for yes/no user input. Used by the
configuration batch scripts.

openssl_root.cfg - is the demo root CA parameters file

openssl_sub.cfg - is the subordinate CA parameters file

SecConfig subdirectory

Uss.cfg - is the Intel® AMT device certificate request parameters file.
rootCA.cfg - is the demo root CA certificate request parameters file.

subCA.cfg - is the subordinate CA certificate request parameters file.

SecScripts subdirectory - contains various security scripts.

AuditCertGen.bat - generates RSA key and certificate for an auditing
certificate for Intel® AMT used by the Configuration Server.

CertChainBuilder.exe - Cert Chain Builder utility.

certgen.bat - generates RSA key and certificate for Intel® AMT, used
by the Configuration Server.

checkca.bat - checks if the subordinate CA is ready for use.

clean.bat - cleans all subordinate and root CA configurations.
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gencertchain.bat - make a certificate chain for an Intel® AMT
device.

rootCA_gen.bat - generates a demo root CA certificate.
subCA_req.bat - generates a subordinate CA certificate request.

subCA_sign.bat - signs the subordinate certificate request with the
demo root CA certificate.

yy.txt - text file used as input to batch scripts.

ZtcSecScripts — contains scripts used to create certificates for remote
configuration use.

ConfigScripts subdirectory - contains scripts used to produce the Intel® AMT
device configuration.

getcfg.bat - retrieves a recommended configuration for the device to
be configured.

provend.bat - reports back to the batch script of a successful
operation, deletes device-specific configuration and security files.

create_usb_file.bat - initializes a USB storage device, creates a file
of ten random PID-PPS pairs, writes them to the USB device, and
optionally replaces the psk.repository.xml file in the same directory.

USBFile.exe - generates .bin and .XML files in a choice of three
formats. The files can contain PID/PPS pairs in the proper format or
they can contain the parameters required to prepare a platform for
remote configuration.

PSKGenerator.exe - Sample program that generates an XML file
containing PID-PPS pairs.

yesno.exe - tool prompting for yes/no user input.
default.conf.xml - default parameters used by the SCA.

psk.repository.xml - structure with PID/PPS pairs showing the
format expected by the SCA.

The Configuration folder contains the source for the configuration server, as well as
source for all supporting functions.

CertChainBuilder subdirectory - includes source code of the CertChainBuilder used
by the Configuration Server to create the certificate chain file (cchain.raw) during the
configuration process. Use this tool to support Intel® AMT Releases 2.0 and 2.1.
CertChainBuilder is deprecated for Intel® AMT Releases 2.5 and greater in favor of the
certificate store capability.

ConfigurationServer subdirectory contains source code of the Configuration Server
application.
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3.3

ConfigurationServer.vcproj - Microsoft Visual Studio .NET 2003 project file.
Include subdirectory- contains Configuration Server application header files.
Src subdirectory - contains Configuration Server application source files

gSOAP_plugins subdirectory — contains source that supports SOAP over
HTTP communications.

PskGenerator subdirectory - contains sample source code for a program that
generates PID/PPS pairs. The generated values have CRC digits built into them that
are validated by the Intel® AMT BIOS sub-menu.

SSL subdirectory — Contains source code and compiled libraries for the secure sockets
layer based on the Open SSL implementation.

USBFile subdirectory — contains sample source code for a program that generates a
setup.bin file to write to a USB storage device and an XML file for the Sample SCA to
use as a PSK.REPOSITORY.XML file.

SetupFileReaderWriter subdirectory — contains sample functions that
generate files of PID/PPS pairs to be written to a USB storage device.

ZTCLocalAgent directory - contains the source code for the remote configuration
sample agent.

Intel® AMT Device Configuration Parameters

The following table lists the configuration parameters that can be included in a
configuration file in CONF.XML format. See Appendix E for more detailed information
about each parameter.

Table 6. Configuration Parameters

Parameter Name Description Applicable
Intel® AMT
Release
host_name The hostname of the Intel® AMT device. All
domain_name The network domain of the Intel® AMT All
device.
provisioning_mode The setup type used. Should be set to All
“enterprise.”
cfg_username The current admin user name. Typically All
would be set to "admin” during setup
operations.
cfg_password Current admin password. Must be the same All
as the password entered during the factory
mode setup.
tcpip_dhcp_enable Set to “true” if using DHCP. All
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Parameter Name Description Applicable
Intel® AMT
Release

tcpip_address IP address All

tcpip_subnet IP subnet mask All

tcpip_default_gateway IP gateway address. All

primary_dns Primary DNS server address. All

secondary_dns Secondary DNS server address. All

tls_enable Set to “true” if using TLS 1.0 only

tls_options Possible values are “ServerAuthentication”, 2.0 and up
“MutualAuthentication”, or
“NoAuthentication”. Can be set for local and
remote interfaces.

tls_cert Defines how server certificates are obtained. Up to, but not
Server certificates can be generated or including, 2.5
loaded from a pre-existing file.

cert_store Defines one or more certificates to be added 2.5 and up
to the Intel® AMT certificate store.

tls_cert_name Selects a certificate from the certificate store 2.5 and up
to use as the TLS server certificate

wired_8021x_profile Provides a set of parameters that define an 2.5 and up
802.1x connection on the wired LAN network
interface

wireless_profiles Provides one or more sets of parameters that | 2.5 and up
define 802.1x connections on the wireless
LAN network interface

eac_settings Used to enable the NAC feature and to define | 2.5 and up
an associated certificate

trusted_root_certificates Specifies the trusted root certificate files 2.0 and up
used for mutual authentication.

trusted_fgdn_cn Sets the trusted fqdn suffix used for mutual 2.0 and up
authentication. Clients must present
certificates containing this domain suffix.

crls Used to define certificate revocation lists. 2.0 and up
CRLs consist of certificate serial numbers and
the URL of the issuer.

new_network_username The new admin user name for remote digest All
connections.

new_network_password The new admin password for remote digest All
connections.

new_pid Replacement values for the parameters used 2.0 and up
during setup and configuration

new_pps 2.0 and up

set_network_time Set to true to synchronize the Intel® AMT 2.0 and up

internal clock with SCA’s clock. Required for
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operate at and the amount of time that the
ME will be idle before it shuts down.

Parameter Name Description Applicable
Intel® AMT
Release
Kerberos and for TLS mutual authentication.
set_enabled_interfaces Determines whether certain interfaces are 2.0 and up
enabled after configuration completes (they
are disabled by default).
ping_response If set to true, Intel® AMT will respond to All
pings when the host OS is down.
kerberos Sets Kerberos domain security information. 2.0 and up
power_options Sets highest power state that the ME will 2.0, 2.1 and up

(deprecated in 2.5

and up)

power_package

Selects one of the predefined power
packages

2.5 and up

pki_configuration

defines parameters needed when setup and
configuration will be done using Remote
Configuration

2.2, 2.6, and up

extend_provisioning_period

Restarts the “provisioning period” for the
number of hours set in this parameter.

2.2, 2.6, and up

set_8021x_active_in_S0

Enables Intel® AMT 802.1x authentication in
S0 power state when host authentication
fails.

2.6 and up

PXE_8021x_timeout

Sets the amount of time that a PXE boot is
allowed to complete, and Intel® AMT
maintains the 802.1x port authentication.

2.6

Digest_acls

Allows creation of digest ACL entries using
the SCA (Added to support adding an audit
log user).

4.0 and up

audit

Defines auditable events and the credentials
used to read the audit log.

4.0 and up

cira

Parameters for client initiated remote access.
Defines management presence server
address and port and credentials and policies

4.0 and up

environment_detection

A set of domains the define “inside the
enterprise”. SCA enables environment
detection the Intel® AMT device when this
parameter is included.

2.5 and up

There are additional parameters that must be configured for Intel® AMT features to
work correctly. These parameters are configured after Intel® AMT is made operational
and are not covered in this document. The following are examples of additional

parameters:

Access Control Lists for ISV Storage (Vendor Name, Application Name, Enterprise

Name)
Event Filters
PET Packet Subscribers
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For more details Command list please see Appendix E - default.conf.xml file format.

§
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A PSK Provisioning Setup

The Provisioning ID (PID) and the Provisioning Pre-Shared Key (PPS) settings are
required for establishing secure communication during the Setup and Configuration of
Intel® AMT platforms.

The PID and PPS are 64-bit quantities made up of ASCII codes of some combination of
characters — capital alphabet characters (A-Z), and numbers (0-9).

The PID is an eight character entry of the form: XXXX-XXXX and is sent in the open.
The PPS is a thirty-two character quantity of the form:

AAAA-BBBB-CCCC-DDDD-EEEE-FFFF-GGGG-HHHH and is a secret shared between the
Intel® AMT device and the SCA.

Here is an example pair:
PID: 0000-037M

PPS: NKLD-G5DC-RRNQ-E9YZ-ZIJL-7LFL-VIED-69X]

When the PID and PPS are entered via the INTEL® MEBX submenu manually, the
firmware checks for checksum characters embedded in the values. The last character
of the PID is expected to be a checksum of the previous seven characters, and the
fourth character in each group of four characters in the PPS is expected to be a
checksum of the previous three characters. This check is made to reduce the
possibility of operator error when entering these values. The SDK contains the source
code for a function that generates PID/PPS pairs with checksums embedded in them.
The sample values above were created with PskGenerator in the SDK and have the
correct checksums.

4.1 Configuration Server Setup

The Configuration Server keeps a list of PID/PPS pairs in psk.repository.xml file .
This example uses one of its sample pairs.
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Table 7. Configuration Server Setup - Step by Step

Navigate to ConfigScripts
sub-folder i i ConfigScripts

File Edit Wiew Faworitces Tools Help
0 Back ~ 3 - ? | /':' Search | [ Folders
Open pSk repository.xml Address I@ F:4AMT Configurationt CanfigScripts

Folders
=] e SERWERZ003 (F:)
=1 [y AMTConfiguration
=1 £ CertGenerator
[0 ExternalSecscripts
23 OpenssL
[C5) Secconfig
[ SecScripts =
[P Ztcsecscriots

30 X9 [@

default, conf,xml
gekcfg.bat

rovend. bat

ILX

skizener abor, exe
FluseFile . exe
Eyesno.exe

Pick one of the available PSK <?xml wversion="1.0" encoding="UTF-5"2>
pairs or add one of your own. <pairs>

. < !__
Make sure to use capltal Ietters The following element form is is used to store PID/PPS pairs.
and numbers only.

Use the supplied tool PskGenerator to create sSample pairs.
The FID should be unigque (the first matching wvalue is used).

Note: each <pairx</pair> tag wast contain only one PIDSPPS.
——x
<pair:
<pidsXEXE-XEX4</ pids
<pps>AAAF-AAAF-AAAF-AAAF-ABAF-AAAF-AAAF-ARAF</ppas>
</pair>
<pair:
<pidsTYTT-TTYTE</ pids
<pps>BBEI-EBBI-BEEI-BEEI-BEEBI-BEEI-BEBI-BEEBI</pps>
</ pair:
</pairs:
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4.2 SCA - Configuration File

Open default.conf.xml (it is located in the same subfolder as psk.repository.xml)
and modify any platform specific parameters, such as:

host_name - Intel® AMT platform host name.

Then the Intel® AMT device is configured to use DHCP it is advised to set the
same name as the host platform.

domain_name - the name of the domain where Intel®AMT device is
deployed. ConfigurationServer will create SSL server certificate where the CN
field value will be host_name.domain_name

cfg_password - the current password of Intel® MEBX.

If ConfigurationServer will fail to contact with current password, it will try to
contact with "admin:admin” credentials.

tls_options - this setting will determine the security level Intel® AMT will use
once provisioning process is completed. It can be either "NoAuthentication”
which means TLS is disabled on both local and network interfaces, or any
combination of “ServerAuthentication” and “MutualAuthentication” which
means TLS is Enable.

new_network_password - usually, in IN Provisioning state, the network
password is identical to the Intel® MEBX password. It is advised to change the
network password to something else in order to increase total security.
new_pid and new_pps - this will prepare the platform for future
provisioning attempts (i.e. if the platform will perform partial-unprovision after
it moved to POST Provisioning state). If this tag is omitted, Intel® AMT will use
its current PSK data for future provisioning attempts as well. It is advised to
supply new values.

set_enabled_interfaces - by default, SOL, IDER and Web-UI interfaces are
closed. This tag will determine what interfaces will be open after provisioning
is completed.

trusted_root_certificates - this tag will determine on what CA’s Intel® AMT
will trust when using Mutual Authentication or when opening Remote Access
Connection (CIRA) with TLS.

Run ConfigurationServer application.

Intel Confidential 45



:i n t e l © , PSK Provisioning Setup

46

4.3 Intel® AMT Platform Setup

Turn on the Intel® AMT platform, press <Ctrl-P> when prompted and enter Intel®
MEBX. You should see the following screen.

Figure 2. Intel® AMT Platform Setup

Intel(R) Management Engine BIODS Extension v4.8.3.H6008
Copyright (C) 2883-87 Intel Corporation. All Rights Reserved.
[ MAIN MENU 1

Intel(R) ME Configuration >
Intel(R) AMT Configuration >
Change Intel(R) ME Password
Exit

Intel(R) ME Password

[ESC1=Exit [ENTER1=Submit

Enter the Intel® MEBX password. The default password is “admin”. If you logged in
with the default password, you will be prompted to change it before you continue. You
should supply a new strong password. This example we will uses Admin!98.

Note: If you don't see the “Intel® AMT Configuration” sub menu, the
manageability mode of your platform is probably not Intel® AMT. you should enter
“Intel® ME Configuration” sub menu, then select “Intel® ME Features Control”
and choose Intel® AMT mode.

Enter “Intel® AMT Configuration” sub menu, then select “Setup and
Configuration”.

Note: if you can’t see “Setup and Configuration” menu, Intel® AMT provisioning mode
is probably not set to Enterprise. Select “Provisioning Model” menu and choose
“Enterprise”.

Select “TLS PSK” sub menu, then select “Set PID and PPD". Intel® MEBX will prompt
for PID then for PPS.

Exit Intel® MEBX.

The Intel® AMT platform will start sending “Hello” hello packets.
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Figure 3. Intel® Configuration Server Screen Capture

4.3.1

4.3.2

4.3.3

4.4

onfiguration Server {EL 9447)

ntel{R> Configuration Server
Program Build Date: May 12 28@8:23:86:82

Server listens on port 9971 for incoming connections.

Waiting for incoming connection...
[2088-B6—-19 15:49:87] Incoming Connection from 48.8.8.11:16994
Incoming data is:

Conf iguration version: PSK Configuration

: FAF9FSF7-FCFB-FEFD-FFOA-B10203040506
: KEHH-HXH4

reading configuration from default.conf._xml

Current Provisioning Mode

Return the Current Provisioning mode: PSK/PKI

Note: when both methods are enabled, Intel® AMT will choose the PSK method by
default.

Provision Server IP

By default, the SCA Server address is set to 0.0.0.0. A value of 0.0.0.0 means that
Intel® AMT will attempt to obtain the actual IP address of the SCA by performing a
DNS lookup for a host named "ProvisionServer". If the DNS is unable to resolve the
hostname, the IP address of the SCA must be supplied manually. The name
ProvisionServer can be configured by an OEM to a different value.

By default, port 9971 is used to establish a connection to the SCA. This default may
be changed by an OEM. If the SCA has been configured to listen on a different port,
then the actual port the SCA is listening on should be supplied.

Provision Server FQDN

When Provision Server FQDN is given to the Intel® AMT platform, Intel® AMT will send
“Hello” packets directly to the IP received as a response to a DNS query using the
exact Provision Server FQDN.

Using a USB Storage Device for Factory Mode
Setup

The Factory mode setup process can be simplified by using a USB key containing a file
of PID/PPS pairs and replacement passwords. This method can be used for one-touch
configuration if all the defaults listed below are suitable for an enterprise installation.
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Even if additional parameters need to be changed, the USB key can install the PID and
PPS without the problem of operator error. Use this method also for preparing
platforms for future Intel® AMT configuration.

4.4.1 Requirements

The following items are required to be able to use a USB key for Intel® AMT
configuration:

A dedicated USB key with no data on it.

A function within a setup and configuration server that generates a file of PID/PPS
pairs in the proper format. The function must generate secure PPS values using a
strong random number generator. (The SDK includes a sample program and a
supporting script. The program is USBFile.exe and the script is create_usb_file.bat)
Due to the sensitivity of the data on the USB key, it is recommended that good
security procedures be established for controlling the key and the information on it.

4.4.2 Preparation

All that is required is to execute the program, which will do the following:
1. Create a list of PID/PPS pairs.

2. Create a file named "“setup.bin” in the proper format (see the USBFile sample
program header files in the SDK for the exact format). The file will include:

a. A header that notes the number of entries and the number of used entries
(initially zero)

b. An entry per platform to be configured that includes:
i The PID-PPS pair
ii. The default Intel® MEBX password (usually “admin”)

iii. Optionally, a replacement password (usually the same password for all
platforms)

3. Format the USB key to FAT16.
4. Write the file to the USB key.

5. Save the generated PID-PPS data in the Setup and Configuration secure store.

4.4.3 Initializing a Platform

To install the PID/PPS information on an Intel® AMT platform an IT technician will:
1. Take the platform out of the box and connect cables, a monitor, and a keyboard.
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2. Connect the USB key to a USB port.
3. Turn on the platform.

The BIOS on the platform will detect the presence of the USB key, read the next
available entry in the file, authenticate the password, save the PID/PPS values,
optionally update with the replacement password, and mark the entry on the USB key
as “used”. A message displayed on the monitor informs the technician that the
process is complete. The technician powers down the platform.

§

Intel Confidential 49



50

Intel Confidential

PSK Provisioning Setup



Remote Configuration l n tel ®

Remote Configuration

5.1.1

Remote Configuration is a feature included with Intel® AMT Releases 2.2, 2.6 and 3.0
and later releases. It eliminates the need for IT personnel to manually install a
PID/PPS pair to enable setup. The Remote Configuration process depends on several
Intel® AMT enhancements:

e Embedded hashed root certificates
The Intel® AMT device firmware image contains one or more root
certificate hashes from recognized vendors. As part of the “Hello”
message, the Intel® AMT device sends all of the active hashes to the
SCA. When the SCA authenticates to the Intel® AMT device, it must do
so with a certificate compatible with one of the hashed root
certificates.

o Self-signed certificate
The Intel® AMT device produces a self-signed certificate that it uses to
establish a secure connection with the SCA. The SCA must be
configured to accept such a certificate.

e One-time password (OTP)
Security policy may require use of a one-time password to improve
security. An ISV-created agent running on the local host supplies the
OTP to the Intel® AMT device. The agent receives the OTP from a
management console that also sends the OTP to the SCA.

e Limited network access
The network interface opens for a limited period of time to send
“Hello” messages and to complete the setup and configuration
process. After 24 hours (an OEM can change this default to up to 255
hours), the interface will close if the setup and configuration time was
not extended by a network command from the SCA.

5.1 Overview of Remote Configuration Flow

Initial Conditions

Before Remote Configuration begins, the following initial conditions must be met:

1. The Intel® AMT device is configured to receive its IP address from a DHCP server.
The DHCP server must be configured to support option 15 (DNS Name) to acquire the
local domain suffix (Unsecure DNS mode) or the MEBX menu or a USB key must be
used to supply the domain suffix or the FQDN of the setup and configuration
application (available with Release 3.0 and later releases).
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2. The Intel® AMT device is pre-programmed with at least one active root certificate
hash.

3. For the delayed installation sequence described below (“delayed” meaning that the
Intel® AMT device was not setup immediately upon being connected to the network),
an ISV-created local agent must be installed on the host platform.

4. The SCA is registered with a DNS server accessible to the Intel® AMT device with
the name “Provisionserver” (or the name defined by the OEM) and is in either the
same domain as the device or it is in a domain with the same suffix.

5. The SCA has a server certificate, used only for setup and configuration, with the
appropriate OID or OU that traces to a CA which has a root certificate hash stored in
the Intel® AMT device.

The OID in the Extended Key Usage field must be 2.16.840.1.113741.1.2.3 (this
is the unique Intel® AMT OID) or The OU value in the Subject field must be “Intel®
Client Setup Certificate”. This OU value is case-sensitive and must be entered
exactly.

Acquiring a Server Certificate

Contact one of the vendors whose root certificate hashes are built into the Intel® AMT
firmware. A list of the hashes should be provided by the platform vendor. Go to the
vendor’s website site and purchase an “SSL certificate” For example, the following link
to VeriSign’'s* site:http://www.verisign.com/ssl/buy-ssl-certificates/index.html shows
how to purchase an appropriate certificate. Use the OID or the OU values above (or
both) when defining the certificate.

See Appendix A for a detailed example of how to sign the certificate request using a
Windows Server2003 Certification Authority.

Steps leading to the start of Setup and Configuration

Once the above preparations are complete, the following steps are performed in
support of delayed configuration. See Bare Metal Setup and Configuration for the
simplified process:
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Figure 4. Steps 1- 9 of Setup and Configuration

1. The Management Console requests the
Local Agent to check for Intel® AMT

capability on the platform and to return
key parameters. ISV Management
2. The agent detects Intel® AMT and Console
requests the UUID and Intel® AMT ® _ | ISV Local
firmware version. - —|  Agent
3. Intel® AMT device returns the values to @
the agent. @ @
4. The agent returns the information to L EM?"agemem -
ngine Interface

the Management Console.

Setup and J—li

Configuration

Application Intel AMT device
5. Management Console sends OTP to Host Platform
agent.
6. Management Console sends the
identifying information and optionally an ISV Management

Console
OTP to SCA. @
. ® ISV Local
7. Agent optionally sends OTP to Intel Agent
AMT device and commands it to open the
network interface. The Intel® AMT device
generates a self-signed certificate. This @ |@
process may take up to seven minutes to v | | Management | |
generate the necessary keys. Engine Interface
8. The Intel® AMT device starts sending Setupand | L]
; w " Configuration [**

version 3 “Hello” messages. ‘Application @ Intel AMT device
9. Setup and configuration begins using < >

the PKI-CH protocol.

Host Platform

5.2 Remote Configuration Setup

Remote configuration requires an environment with:

e DHCP and DNS servers that are correctly configured. — See General

Setup section.

e An SSL Server Certificate qualified for remote configuration.
“Qualified” means that the certificate is signed by one of the

Certification Authorities (CAs) that has its root CA hash in Intel® AMT’s
certificate hash (CH) list. Since the SCA will use the demo certificate
created by ConfigurationServer, to the procedures below add the hash
manually to Intel® AMT. For using an external ZTC remote
configuration certificate, see appendix A.
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5.3 ConfigurationServer Setup

Open default.conf.xml (it is located in the same subfolder as psk.repository.xml)
and modify any platform specific parameters, such as:
o host_name - Intel® AMT platform host name.
in case AMT is configured to use DHCP it is advised to set the same name as
the host platform.

o domain_name - the name of the domain where Intel® AMT is deployed.
ConfigurationServer will create SSL server certificate where the CN field value
will be host_name.domain_name

o cfg_password - the current password of Intel® MEBX.

If ConfigurationServer will fail to contact with current password, it will try to
contact with "admin:admin” credentials.

o tls_options - this setting will determine the security level Intel® AMT will use
once provisioning process is completed. It can be either *NoAuthentication”
which means TLS is disabled on both local and network interfaces, or any
combination of “ServerAuthentication” and “MutualAuthentication” which
means TLS is active.

¢ new_network_password - usually, in IN Provisioning state, the network
password is identical to the Intel® MEBX password. It is advised to change the
network password to something else in order to increase total security.

¢ new_pid and new_pps - in case you wish the next provisioning attempt will
be in PSK, this will prepare the platform for future provisioning attempts (i.e.
if the platform will perform partial-unprovision after it moved to POST
Provisioning state). If this tag is omitted, Intel® AMT will use its current PSK
data for future provisioning attempts as well. It is advised to supply new
values.

o set_enabled_interfaces - by default, SOL, IDER and Web-UI interfaces are
closed. This tag will determine what interfaces will be open after provisioning
is completed.

o trusted_root_certificates - this tag will determine which CA’s Intel® AMT
will trust when using Mutual Authentication or when opening Remote Access
Connection (CIRA) with TLS.

In addition, go to the pki_configuration tag and make sure to remove the otp tag or
put it in a remark.

Figure 5. <pki_configuration> script

<pki_configuration=
<full_cert_chain_filexFullChain. pem</full_cert_chain_file>
<root_cert_filexrootCert. pem</root_cert_file»
<otp=password</otp>
<new_mebx_password=Admin@98.c/new_mebx_password:

</ pk1_configuration>
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Figure 6. Additional Tag descriptions

pki_configuration

full_cert_chain_file

root_cert_file

otp

new_mebx_password

A collection of parameters that support
Remote Configuration

Path to a pem file containing a certificate
chain that starts with the SCA certificate and
includes the private key and contains the full
chain of trust (including the root) in ascending
order (from the leaf to the root)

Points to a root certificate that saves the SCA
from having to extract the root certificate from
the certificate chain

One-time password used to validate the
value returned by the Intel® AMT device

Replacement strong password required to
enable the Commit Changes command

Consult Developers Guide to the Sample Setup and Configuration Application
on available parameters and their values. You can also use the comments in

default.conf.xml.

Double click on ConfigurationServer.exe to run the application.
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5.4 Intel® AMT Platform Setup

Turn on Intel® AMT platform, press <Ctrl-P> when prompted and enter Intel® MEBX.
You should see the following screen.

Figure 7. Intel® AMT Platform Setup - Screen Capture

Intel(R) Management Engine BIODS Extension v4.8.3.H6008
Copyright (C) 2883-87 Intel Corporation. All Rights Reserved.
[ MAIN MENU 1

Intel(R) ME Configuration >
Intel(R) AMT Configuration >
Change Intel(R) ME Password
Exit

Intel(R) ME Password

[ESC1=Exit [ENTER1=Submit

Supply the Intel® MEBX password. Default password is “admin”. If you logged in with
default password, you’ll be prompted to change it before you continue. You should
supply a new strong password. This example uses Admin!98.

Note: in case you don't see “Intel® AMT Configuration” sub menu, the
manageability mode of your platform is probably not Intel® AMT. you should enter
“Intel® ME Configuration” sub menu, then select “Intel® ME Features Control”
and choose AMT mode.

Enter “Intel® AMT Configuration” sub menu, then select “Setup and
Configuration”.

Note: if you can’t see “Setup and Configuration” menu, Intel® AMT provisioning mode
is probably not set to Enterprise. Select “Provisioning Model” menu and choose
“Enterprise”.

Select “TLS PKI” sub menu, then select "Manage Certificate Hashes”. In case you can't
see such an option, Remote Configuration is disabled. Select “enable/disable Remote
Configuration” and choose “enable”.
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In “"Manage Certificate hashes” press “"INS” key to add a certificate hash. Give it a
name and then add the customized hash:

On ConfigurationServer platform , navigate to CertGenerator\ZtcSecScripts and open
RootHash.txt. You should see something like this:

Replace ':' with spaces and insert the hash into the FW

SHA1 Fingerprint=8A:D3:6B:51:81:06:60:51:9B:69:51:9C:E4:CD:35:32:48:4D:A3:DA

Add the “SHA1 fingerprint” data to the FW in the following manner:

8AD3-6B51-8106-6051-9B69-519C-E4CD-3532-484D-A3DA

Exit Intel® MEBX and boot to OS.

Remote Configuration process should start unless Delayed ZTC Remote Confguration
is performed. In this case do the following:

Install HECI driver on Intel® AMT platform. (Located in Drivers\HECI, in FW kit)

Double click on setup.exe and follow installation instructions.

Copy ZTCLocalAgent folder to Intel® AMT platform.
e In the FW kit it is under iIAMT Tools\iAMTConfiguration

e In the SDK, open Windows\Intel AMT SDK\Bin\Configuration.
Copy ZTCLocalAgent.exe and StatusStrings.dll to a new folder

Open command line, navigate to ZTCLocalAgent folder.

e To start remote configuration, run:
ZTCLocalAgent —activate

e To also specify an OTP, run:
ZTCLocalAgent —-activate —otp otp_value

e To also specify PKI DNS suffix, run:
ZTCLocalAgent —activate —dns pki_dns_suffix
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You can specify both OTP and PKI DNS Suffix.

Specifying PKI DNS Suffix using SW agent is still considered Unsecured DNS, it will
raise the security level somewhat, as the Intel® AMT device will now perform triple
comparison between DHCP option 15, the DNS Suffix in the remote configuration
certificate and the value entered via the ZTC agent.

The remote configuration process should start now, and if everything was set
correctly, it should also end with a configured platform.

5.4.1 Simplified One-Touch

Intel AMT Release 3.0 and later releases support a one-touch configuration mechanism
that avoids the possibility of a malicious user masquerading as a setup and configuration
server. If an IT administrator enters the FQDN of the SCA via the MEBx menu or with a
USB key (see below), then in Step Error! Reference source not found., the Intel AMT
device verifies that the FQDN in the SCA certificate matches the entered value. An OEM
can optionally preset platforms to have an SCA FQDN. Providing an SCA FQDN in either
case is more secure than depending on DHCP option 15.

5.4.2 Bare Metal Setup and Configuration

With Intel AMT Release 3.0 and later releases, a platform containing Intel AMT can be
configured by the manufacturer to start sending “Hello” messages as soon as the
platform is connected to AC power and to the network. There may be no operating
system up and running on the host, or there may be no Remote Configuration local
agent, thus the name “bare metal”. With no agent, there is no way to install a One Time
Password.

This mode also allows entering an optional FQDN for the SCA. Either the OEM adds it
before delivery or an IT administrator adds it, as described in Simplified One-Touch.
The Intel AMT device will acquire an IP address from a DHCP server, and then start
sending “Hello” messages. There is no OTP to exchange in this case; otherwise, the
setup and configuration flow is the

USB Key Support for Remote Configuration

The Intel® ME BIOS extension for Intel® AMT Release 3.0 and later releases supports
an added format (Version 2.0) for USB keys that aids in preparing Intel® AMT
platforms for remote configuration. This automates the simplified one-touch process.
(See USB Key with Version 2.1 Format for a description of extensions to the USB
record format added with Intel® AMT Release 4.0.) The record on the USB key
contains the following information:
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e Option to enable the Intel® AMT capability on the platform if it is not
already enabled

e Current and replacement Intel® MEBX password
e Optional DNS suffix or the setup and configuration application FQDN
e Option to start Remote Configuration

e Up to three certificate hashes

5.5.1 Requirements

The following items are required to be able to use a USB key for Intel® AMT
configuration:

e A dedicated USB key with no data on it.

e A function within a setup and configuration server that generates a
type 2 file with all or a subset of the above parameters. The SDK
includes a sample program and a supporting script. The program is
USBFile.exe and the script is create_usb_file.bat. See the readme in
<SDKRoot>\Windows\Intel_Manageability_Configuration\Con
figuration\USBFile for the usage of this function.

5.5.2 Preparation

All that is required is to execute the program, which will do the following:
1. Identify the parameters

2. Create a file named “setup.bin” in the proper format (see the USBFile sample
program header files in the SDK for the exact format). The file will include:

a. A header that notes file format.
b. A record that includes:
i. A flag that enables Intel® AMT
ii. The default Intel® MEBX password (usually “admin”)
iii. A replacement password
iv. The DNS suffix or SCA FQDN
v. A request to start configuration

vi. Optional user-supplied certificate hashes (The readme usage notes
that the hashes are provided as .pem files.)
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3. Format the USB key to FAT16.

4. Write the file to the USB key.

Initializing a Platform

To install the information from the key on an Intel® AMT platform an IT technician
will:

1. Take the platform out of the box and connect cables, a monitor, and a keyboard.
The technician should not connect the platform to a network port, as a platform
configured for Bare Metal configuration will start sending “Hello” messages
immediately.

2. Connect the USB key to a USB port.

3. Turn on the platform.

The BIOS on the platform will detect the presence of the USB key, read the record in
the file, authenticate the password, save the entered values, and update with the

replacement password. A message displayed on the monitor informs the technician
that the process is complete. The technician powers down the platform.

Moving to Setup Mode

The platform is now in Setup Mode. When it is connected to the network, Intel® AMT
will start to send “Hello” messages.

See Issuing Certificates and Certification Authority for more information about
certificate operations performed by the SCA.

§
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6 Restoring Intel® AMT to Factory
Mode

Intel® AMT is returned to Factory Mode by selecting the Un-provision option on the
BIOS Extension menu or by disabling Intel® AMT from the BIOS extension
Manageability Feature Selection.

Alternatively, a remote application can send an Un-provision command over the
network using the SOAP interface.

The following takes place when Intel® AMT is restored to Factory Mode:

1. Certificates are erased from the Non-Volatile Memory (NVM).

2. The NVM storage area is cleared.

3. The PID/PPS pair is erased.

4. The event log is cleared and all transient filters are removed from the NVM.

5. All Access Control Lists (ACL) assigned by the security administration interface are
cleared and the administrator username is set to the default ("admin”) and the
Intel® AMT password is set to the current Intel® INTEL® MEBX password value.

6. The storage Factory Partner ACL (FPACL) list is restored to its factory condition.

7. The storage Enterprise ACL (EACL) list is deleted and restored to its factory state.

8. If the global storage parameters were modified, they will be restored to their
default values. This applies to the default values of MaxPartnerStorage and
MaxNonPartnerTotalAllocationSize.

9. Hardware asset information is erased.

10. The firmware is reset.

Once Intel® AMT is restored to Factory Mode the device will no longer be available for
use by management applications. The Setup and Configuration process must be
performed again to restore the device operational state.

An Intel® AMT device can also be partially unprovisioned. This can be done from the
BIOS menu or via a remote command. The result is the same as the process described
above except for the following:

e The PID/PPS pair is not erased.
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e The Admin Access Control List, containing the administrator username
and password, is not erased.

e The hostname is not erased.
e The provisioning server IP and port are not erased.
e The domain name is not erased.

Note: Note the following:

e Restoring Intel® AMT to Factory Mode is sometimes referred to as "Un-
Provisioning".

e The setup type (Enterprise or Small Business) can only be changed when the
device is in Factory Mode.

e The OEM-configured Remote Configuration enabled/disabled state cannot be
cleared or changed by any means, including clearing the CMOS, as described
below.

e Restoring Intel® AMT to Factory Mode is not a supported feature of Sample
SCA.

Deleting certificates may make Intel® AMT devices unreachable. They will then require
a return to factory mode and reconfiguration. This script should be used with this in
mind.

Note: The CLEAN.BAT script is not called from inside the Configuration Server code.
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USBfile tool

USBfile is a command line tool used to create an Intel(R) AMT USB file. The
tool allows the user to create two types of USB key files for the purpose

of preparing an AMT machine for provisioning using a USB device.

For PSK provisioning, the tool allows for automatically generating PSK pairs.
For testing PKI provisioning, the tool can be used to create a single (non-

consumable) PKI record file.

7.1 Syntax

To view the valid records of a USB file:

USBfile -view <usb file name>

To view a summary of a USB file:

USBfile -summary <usb file name>

To create a USB file:
USBfile -create <usb output file name> <current MEBx password>

<new MEBXx password> < Optional/Additional parameters>

7.2 Optional/Additional parameter

7.2.1 General parameters

-v 1|2]2.1: the setup file version, 2.1 by default.

-v1file <version 1 outfile>: creates an additional version 1 setup file.
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7.2.2 Version 1 parameters

-pid <pid> -pps <pps>: a psk pair.
-rpsk : this will generate a random psk pair.
-nrec <num of records>: create the requested number of records.
-gen <num of records>: create the requested number of records and generate
a random psk pair for each one of the records,
Note: this option is deprecated, use -nrec and -rpsk
options to generate multiple records with random psk pair.
-xml <xml file name>: if psk configuration is chosen the PSK records that

are created will be dumped to the given file.

7.2.3 Version 2 parameters

-amt: this will set the manageability selection value to AMT.
-consume 0|1: generate inconsumable record or consumable record(s).
0 (inconsumable) by default.
-dns <DNS suffix>: sets the PKI dns suffix name (up to length 255).
-fqdn <prov server fqdn>: string up to length 255.
-ztc 0|1: disable/enable PKI Configuration, O (disable) by default.
-hash <certificate file name> <friendly name>: to compute and add the
hash of the given root certificate file. Up to three certficate
hashes may be specified
Note: each hash requires this usage separately,
for example: for two hashes use the following usage:
-hash <cert. file name> <friendly name> -hash <cert.> <friendly name>.
-redir <n>:
This is an integer that is calculated as follows:
bit 0 : 1 (Enable) or 0 (Disable) - SOL feature
bit 1 : 1 (Enable) or 0 (Disable) - IDER feature
bit 2 : 1 (Enable) or 0 (Disable) - Username/password
authentication type of the SOL/IDER in the ME FW.
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7.2.4 Version 2.1 parameters

-hostname <hostname>: host name max length is 63.

Note: this option is not valid when generating an inconsumable record.
-domname <domain name>: domain hame max length is 255.
-dhcp 0|1 : disable/enable DHCP.
-pm O|1: enterprise provisioning / small business(SMB), 0 (enterprise) by default.
-fwu 0|1: disable/enable Firmware Local Update.
-fwuq 0]1|2: Always|Never|Restricted Firmware Update Qualifier.
-sfwu 0|1 : disable/enable Secure Firmware Update.
-ito <4 byte of idle time out> : 4 char of idle time out (valid values: 1-65535).

Note: this setting may not be applicable under some power packege definitions.
-pspo <port number> provision server port number.
-psadd <ip addr> :ip address for provision server e.g 123.222.222.121
-s4p <localHost:SubnetMask:GatewayAddr:DNSaddr:SecondaryDNSaddr>

:e.g 10.0.0.1:255.255.255.0:10.0.0.2:10.0.0.3:10.0.0.4

Notes: This option is not valid when generating an inconsumable record.
DHCP flag must be disabled.

-passPolicyFlag<0|1|2> : Default/block in post/always open.
-vlan <VlanStatus(0|1)-VlanTag(1-4096)> : VlanStatus disable/enable, e.g 0-4011.

-pp <GUID>: set the power packege ,GUID length should be 16.

the GUID should be in network order just as it returns from the enumarate power
package soap command.

Notes:
1. In order to create a PSK file (by using the -pid and -pps, or alternatively by -rpsk),

the user needs to provide the old and new Mebx passwords. The user must select the
format

version of the generated file, according to the version of AMT that will be provisioned.

Format version 2 provides the ability to enable AMT (i.e. set the manageability mode
to AMT)

from the usb key (by using the —amt flag), as well as to configure the

sol/ider settings (by using the -redir). However, this version is currently
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only supported by AMT 2.6(+). If format version 2 is chosen, the user may
optionally generate an associated XML file with the generated PSK pairs as
well as a format version 1 file with identical PSK pairs. These files may be
used to import the PSK pairs to the configuration server.

2. To create a PKI file, the user needs to provide the old and new Mebx
passwords and enable PKI configuration (using the -ztc flag).
In addition the user may optionally set the PKI dns suffix, set the provisioning
server FQDN and add user defined certificate hashes. Note that if a user adds a
user defined hash, the default hashes will be disabled and the previously added
user defined hashes will be deleted. Note that a PKI file is only supported by
the version 2(+) file format.

3. The tool is intended to support only the two use cases described above.
There may be additional USB key record configurations that are “legal”
(according to the USB format file specifications) that are allowed or
blocked by the tool, however users are advised to follow one of the two
configurations described.

4. If -nrec option is not selected a single record is created.

5. If -consume option is not selected an inconsumable record is created.

6. If -pid option was selected the -pps option must come with it and vice versa.

7. If -rpsk or -gen option was selected along with -pid and -pps options, the psk pair that
will be used is the one supplied using -pid and -pps.

8. If -pspo option was selected the -psadd option must come with it and vice versa.

9. The BIOS requires a binary file with the name "setup.bin".

10. If a certificate hash is added, all default hashes will be disabled and all existing
user defined hashes will be deleted.

Usage Concept:

1. Use USBFile to create a USB file. Use the command line options to determine
the type of file that will be created (PSK or PKI), as well as the fields
that will be included (dns suffix, provisioning server fqdn...).

2. If PSK records are generated, integrate the corresponding XML file (created
using the -xml flag) into the Configuration Server.

3. Copy the generated file to a cleanly formatted USB storage device (FAT

formatted).
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4. Insert the USB storage device into an Intel AMT system. For version 1 files,
AMT must be enabled. For version 2 files, AMT can be enabled using the USB
device by configuring the records with the -amt flag.

5. Boot the AMT system.

6. Intel AMT reads the USB storage device, and reads the next available
record. If the record is consumable, the record is marked as "used" on the
USB storage device.

7. Intel AMT validates its password against the password in the record
and then saves the parameters in the record.

8. Intel AMT can begin network provisioning.

7.3 Examples

1. Create a version 1.0 10-record USB file and a corresponding XML file with
pseudo-randomly generated PID/PPS pairs, where all records have the same

current MEBx password and new MEBx password.

USBfile -create setup.bin admin Admin22@ -rpsk -v 1 -nrec 10 -xml setup.xml -
consume 1

2. Create a version 2.1 10-record USB file and a corresponding version 1.0
file with pseudo-randomly generated PID/PPS pairs, where all records have

the same current MEBx password and new MEBXx password.

USBfile -create setup.bin admin Admin22@ -rpsk -v1file setup1.bin -nrec 10 -consume
1

3. Create a single (version 2.1, inconsumable) PKI record file. Set the

manageability mode, enable ZTC and Generate a hash from cert.pem.

USBfile -create setup.bin admin Admin22@ -amt -ztc 1

-hash cert.pem friendlyName
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4. Dump contents of USB file to the screen

USBFile -view setup.bin

7.4 USBTool Errors

If an invalid argument was given to one of the parameters, an error message describing
the related error will be presented

followed by the usage screen.

An error code will be presented to the user if an error occurs while the tool is creating or
viewing the file.

- The setup file header has an illegal UUID.

- The setup file version is unsupported.

- A record entry that does not contain a current MEBx Password was encountered.
- The given buffer length is invalid.

- The header chunk count cannot contain all of the setup file header data.

- The record chunk count cannot contain all of the setup file record data.

- The requested index is invalid.

0 N o gk~ WDN -

- The setup file header indicates that there are no valid records
(RecordsConsumed >= RecordCount).

9 - The given buffer is invalid

10 - A record entry with an invalid Module ID was encountered.

11 - Arecord entry with an invalid record number was encountered.

12 - The setup file header contains an invalid module ID list.

13 - The setup file header contains an invalid byte count.

14 - The setup file record id is not RECORD_IDENTIFIER_DATA RECORD.
15 - The list of data record entries is invalid.

16 - The setup file is corrupted.

17 - The setup record has already been used.

18 - A record entry that does not contain a new MEBx password was encountered.
19 - A record with an invalid manageability feature selection was found.

20 - Invalid input was received.

21 - A record with invalid certificate hash settings was encountered.
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101 - Failed to write to the given file.

102 - Failed to read from the given file.

103 - Failed to create random numbers.

104 - The CurrentMEBXx password is invalid.
105 - The NewMEBX password is invalid.
106 - The PID is invalid.

107 - The PPS is invalid.

108 - The data record is missing a CurrentMEBx password entry.

109 - The data record is missing a NewMEBXx password entry.
110 - The data record is missing a PID entry.

111 - The data record is missing a PPS entry.

112 - Invalid DnsSuffix.

113 - Invalid fqdn.

114 - Invalid ZTC setting.

115 - Invalid sol ide redirection config.
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Appendix A - Acquiring a
Suitable Remote Configuration
Certificate

An application that wishes to configure an Intel® AMT platform using the remote
configuration method, must introduce a valid certificate for remote configuration. By

design, a certificate is valid for remote configuration if the following conditions are
met:

e Itis a server certificate. i.e. it has the following OID
1.3.6.1.5.5.7.3.1

e It has at least one of the following:
o A designated string in OU field: Intel(R) Client Setup
Certificate

o A designated OID in EKU (Extended Key Usage)

: 2.16.840.1.113741.1.2.3 - see Appendix C to see how to

create MS CA certificate template.

It is signed by a CA whose trusted root certificate hash is present and active in Intel®
AMT's certificate hash list.

The DNS Suffix of the Certificate’s CN field must match the domain name reported by
DHCP (option 15).

The following steps will show you how to use Microsoft* Stand Alone CA for this
purpose.

Note: There are several more methods to create a certificate for remote
configuration. Appendix A will discuss each method in detail.

You can also use the following instructions from common certificate providers:

Verisign*:
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http://www.verisign.com/support/mpki-for-ssl-
support/flash/How%?20t0%20Generate%20a%20CSR%20using%?20I11S%206_vi1.htm

Comodo*:

http://www.instantssl.com/ssl-certificate-support/csr_generation/ssl-certificate-
index.html

GoDaddy* / Starfield*:

https://certificates.starfieldtech.com/CSRgeneration.go

Once you have obtained a certificate, you should convert it to a format recognized by
the Configuration Server.

Generating a CSR using Microsoft* Stand Alone CA

The following procedure generates a Certificate Signing Request (CSR). Note: the
following steps assume you are running a Microsoft Stand Alone CA in an environment
with Microsoft* IIS.

Table 8. Steps Running Microsoft* Stand Alone CA

Open your web browser

Enter in the address bar

Vﬁi\gdress I@ http:fidemocalcertsry] j Go | Links >

Microsoft C

http://CA_Name/certsrv Welcome

IUse this YWeb site to request a certificate for your Web browser, e-mail client, or other program. By using a
certificate, you can werify your identity to people you communicate with over the Web, sign and encrypt

(in this example messages, and, depending upon the type of certificate you request, perform other security tasks.
//demoCA/certsrv) } ) ) -
You can also use this Web site to download a certificate authority (CA) certificate, certificate chain, or
certificate revocation list (CRL), or to view the status of a pending request
The Certificate Services page will For mare information about Certificate Services, see Cerfificate Senvices Documentation
be open. Select a task:

Click on Request a certificate
under the title Select a task.
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Request a certificate
View the status of a pending certificate request
Dowinload a CA certificate, cerfificate chain, or CRL
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The Request a Certificate page
will open.

Microsoft Certific:

Request a Certificate
Click on advanced certificate T —
elecline certincate type:
request Web Browser Certificate

E-Mail Protection Certificate

Or, submit an advanced cerificate request

On the Advanced Certificate
Request page, choose Create
and Submit a request to this CA

Microsoft Certific:

Advanced Certificate Request

Create and submit a request to this CA.

The policy of the CA determines the types of certificates you can request. Click one of the following options to:

Submit a certificate request by using a base-64-encoded CMC or PKCS #10 file, or submit & renewal

request by using a base-64-encoded PKCS #7 file
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The Advanced Certificate
Request page will open.

The following steps show how to fill
in the necessary information on
this page.

Note::

When sending a CSR to a
commercial CA (e.g. Verisign*,
Comodo*, etc.) the data entered
must be accurate.

You must be an owner of a domain
in order to get a commercial SSL
Server Certificate.

Also note that CAs tend to override
some of the data entered,
therefore it is recommended to
enter both designated OU and OID
where the supplier allows them as
often only one of them will be left
in the purchased certificate.

The following example is for a
domain called ftl10.com owned by
Intel Israel Functional Test Lab
(FTL).
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a Microsoft Certificate Services - Microsoft Internet Explorer

=181

Fle Edit Wew Favorites Tools Help | ;,l.

- B

Qack - &) - ¥ [2] @ ‘ - search ' Favorites {"l
Address I@ http:/fdemocafcertsry/certrgma, asp

B
=

Microsoft Cerifi

Advanced Certificate Request

ldentifying Information:

Mame Icsa ftl10.com

E-Mail |natan elhayani@intel com

Company |Ime\ Israel (74)
Department |Inte\(R) Client Setup Certificate

City |Jerusa|em

State IIsraeI
Country/Region: |IL

Type of Certificate Needed:

Other... j

D: 1 2.16.540.1.113741.1.23

o]

Key Options:

@ Create new key set " Use existing key set

CEsR |Mmmsnﬁ Enhanced Cryptographic Provider v1.0 j
& Both

Key SBize: [1024 h’:"';:‘(:mgg: (comman key sizes: 512 1024 2049 4006 5107 16384 )

Key Usage: © Exchange  © Signature

@ Automatic key containgr name  © User specified key container name

¥ Mark keys as exportable
¥ Export keys ta file

Full path name: |myCSR. pk

Il S e R R N AR
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In Identifying Information enter
the following:

Name: the name of the entity this ldentifying Information:

certificate intend for. In official

documents it is called the CN field. Marme: Icga_ﬁnlj_cum

Its suffix must match the one you

configured in DHCP option 15. E-Mail: Inatan.elhayani@intel.cum

Company; |Inte| lzrael (74)

E-Mail: the mail you gave when - -
registering the domain (optional). Department; |InteI(F{]| Client Setup Cerificate

City: |Jerusa|em

Company: the name of your

company as registered in your State: Ilsrael

country records. .
Country/Region; IIL

Department: this is the OU field. Tuwes nf Cortifiratas Mandad-

For remote configuration it should

be “Intel® Client Setup
Certificate”. String is case
sensitive.

Complete rest of fields according to
your locality.

In Type of Certificate Needed

section, choose Other... Type of Certificate Needed:
In the OID field that will appear,
enter: 1.3.6.1.5.5.7.3.1, | Other... |
2.16.840.1.113741.1.2.3 QID: |1 216840 1.113741.1.2.3
) Key Options:
Both OIDs should be written one

after the other with only a comma

between them (and no spaces)
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In the Key Options section,
choose Create new key set. The
example uses the default CSP.

Select Both for the Key Usage.

In Key Size, choose the size of
your keys. Intel® AMT supports
1024, 1536 and 2048.

Check the Mark keys as
exportable checkbox. Check the
Export Keys to file checkbox and
enter a file name.

The procedure uses this file later
for creating a .pfx file (a file that
contains both private key and
public certificate).

Note: saving your private key in an
external file is a potential security

hole. This should be done only for

testing purposes, and not in a real

environment.

In Additional Options choose
PKCS10 as your Request Format.

Check the Save request to a file
checkbox and give a name to your
CSR.

Click Save at lower right corner of
the page.
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Key Options:

% Create new key set T Use existing key set

C5P: lMichsuﬂ Enhanced Cryptographic Provider +1.0
Key Usage: ¢ Exchange © Signature & Both
Key Size: |1|:|2t1 :;218322 (commaon key sizes: 512 1024 2048 4006 8192

¥ Mark keys as exporable
¥ Export keys ta file

Full path name: |myCSR. pyk

™ Enable strong private key protection

™ Stare cedificate in the local computer certificate store
Stares the certificate in the local computer stare
instead of in the user's cerificate store. Does not
install the root CA's certificate. Youw must be an
gdministrator to generate or use a key In the local
machine store.

;I

& Automatic key container name " User specified key container name

Additional Options:

Reguest Format: € CMIZ & PKCS10

Hasgh Algorithm: ISHA—1 vl

Only used to sigh request.

W Save request to a file

Full path name: |myCSR.pem
This request will be saved and not submitted.

Friendly Mame:

Save |

Intel Confidential




Appendix A - Acquiring a Suitable Remote Configuration Certificate

intel.

A warning pop-up will appear to

F Potential Scripting Violation 1 ll
ensure that you intend to create a
Te This Web site is requesting a new certificate on your behalf. You should allow only trusted Web sites to request a certificate For vou.
Certlfl cate reqUeSt. & ! y Do you wank bo request a certificate now?

Click Yes to continue.

Another warning will appear saying

saving files to your local system is Potential Scripting Yiolation :

a scripting safety violation.

Click Yes to continue.

' Saving a file into wour local syskem could potentially violate scripting safetsy,
[ Do you wank to create a private key myCSR.pyk?

=]

A pop-up will appear asking for a
password to encrypt the private
key. Supply a password and click

OK to continue.
K myCSR.prk
(It is advisable to supply a

Create Private Key Password

password, as it is more secure Pazzaword: |
than just clicking the None to

indicate no password is supplied.) Confirm Pazsward: |

0k I MHaone

Cancel

Another warning pop-up will
appear, saying saving file to your

safety.

Click Yes to continue. es

Certificate Enroliment .

local system compromises scripting This saves a certificate request file ko vour local file system as myCSR. pem,
' If the certificate reguest is not created From a trusted source,
this action might compromise scripting safety, Do you want to conkinue?

]
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A pop-up will appear to indicate
the process completed.

8.1.2

Appendix A - Acquiring a Suitable Remote Configuration Certificate

Microsoft Internet Explor x|

L) ': Request saved to file,
-

Acquiring Remote Configuration Certificate from a CA

Table 9. Steps for Acquiring Remote Configuration Certification

After the CSR was created it
needs to be signed by a CA.
The signing process might
vary between the different
CAs, but as part of signing
process, user should submit
its CSR.

This is usually done by
opening the CSR file created
in the previous step, copying
its contents and pasting it in
the CA website.

The CA will process the CSR,
verify needed data and, if
everything is correct, it will
sign the CSR.

78

E myCSR.pem - WordPad

=181 |

File Edit Yiew Insert Format Help

Dl|wl Sl sl & [m(wo
MIIEEDCCAIRCAQAWGhSxC s AJBGNVELAYTAK IMMOSwDOTDVOOIEwZJe3 JhiWwxEJLQ
BogNVELCTCUp lenWe¥ilx 1bTEAMEgGAIUEChHRSWS0 ZWwg SNy VIV ICg3NCR= Ky o
BgNVEBAsTIUludGVsEF IpIENsallVudCETZER1cCED 2XJ0aWZp YaFOETEnMCUGC3gG
SIbIDQEJARYYRmFOYT4uiWxoTElhbinl AaWS0 ZWvuYa ScMRYwFAYDVOODEwWL joZEn
EnRsMTAUTZOtMIGEMAOGCSqGS Th3DOERAQUALAGNADCEiQEEqODhQEkj kOT w0 /W
1VOF 299 1MIt3aT1GTksChpdVEERT QL THIr PRUyNOvkvOlasuy e X6e J00INy NIy
3/ YNVEFHL 6adwTZERCV U Ulr OzEnuuvlEmE It p SV TN TxExePgd MHgwanKhr Fh
WEGZR1ISO1IETecah7glwGiN3wgXulFQIDAQARS ITCE jAaEqorBgEEAYII DO T D MO
CilTuMideNekvwl j Iw3AVIEwYEEAGCHA UM TswOQ IBACwQZGVEhONELn Z0b DE wLinll-w
hOwTREVNTONEBEEF kbW luaXNOcwF Ob3 IMDE IFWFEMT1JFLEVYRTCEpwY JKo & Thveld
AQKONTGZIMIGWMAYGAIUADWEE, wOEAWIESDEEEgkghki GOw0BCOSEN Z A1 MASGCCYG
SIb3DOMCAgIAgD ACEggghkiGOwODEAICATAEwYFEwdDAgqewCgVIKoZ IThrve N Ao w
HOVDWROCEBYEFGUEaZ+hN1e5 Ve 4gVoLjeCYeHEIMES GA1 UAJQOTMEYGCCsGAQURF
BEwMEEgpohkgBhwhiAQIDNIH BgorBgEEAY TG DQICHVHYNIHC AgEEH1wATOEp AGHA
cgBv AHMALwEmAHOATABF AGA Aa A BhAGA AT wE 1 AGOATARDAHT e QB wAHQALWERLHT A
VOBwAGHAaQE JACAATARyAGE AdEpAGOAZOBvACAAdg A ACAAMAOBIQARAARLAALL
0 0 0 000000 000
0 T T
AAR AR AR AR AR R AR AA AR RAARALAAMADGCEgGEILIDOEREQUL
A4GEACBZIBGYTRaAYEGGet tmorOFaUSHLE 6LEvp9+6 Z3E2 188vzwCnucH7 EmQAHF /1
SHLcohiENmSSpIfc U989 AP SGaR 7 InGDEARZDhwoC2 FinB oy vEL Mgk Arn+S gy
K358GNr3hrPShdgaulF T URTw Y egeDkGOkxnFhETayjdvxRe

For Help, press F1

[ om
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Appendix A - Acquiring a Suitable Remote Configuration Certificate

Most CAs send the certificate
by e-mail to the customer. In
some cases, the certificate
can be downloaded from the
web-site of the CA.

IF the certificate is sent by e-
mail, you should copy its
contents from the e-mail and
paste it in a file. Give it a .cer
suffix.

B certnew.cer - WordPad 18 o ] |

File Edit Yiew Insert Format Help

Dizd SR @l l=|]- ] 5|

F————BEGIN CERTIFICATE————-
MITE1=CCAT+glwIBAgIKGCPvRQAALARLL m A NEgkghkiGOwOEAQUF ADEAMEMYEQTE
CEImiZPyLGOEGRYDVZOLMRgwFgYECEImi EPyLGQBGRYIUKMNZ0R 1L WSxD = ANE W
BAMTEnR1bWODOQTAeFwOwN e A3 M MyMD U1 NDdaF wOwoD A M MuMTAINDdaMIGT Qs
COTDVOOGEWIITDEPMAOGAIUECENGE XNy YWV s MRIwEAYDVOOHEw1KZEJ 12 FsZ2W0x
GlAYBgNVELOTEULudGVsIE]l eowF lbC AN z0p M3 owEAYDVOOLEyFJbnR1bCh3KSED
hEl1bnOglE VOAXAgOZ VydG lmaiNhdGU=F JATUBGNVEANTD N = ¥ 3 5md Gux MC 5 b2 0x
JzilBgkghkiG9wiBCQEWNGEShdGF ulnWsaGF SYWSp G ludGVsLnMvh TCEnz ANBoakog
hkiGSwOBAQEFAACE JOAwgTRCTEA4TAZISDRSSHNF 1 EWDhTfc £ATChd2 m Find L Ao
EVRATVwOCOxS5azsFMIEMpLztWs7?sul+nidECTe JCeN/ Z2DVihTIur HeE2 5 A1VERF
NazsxJrrr3BIn/baeVWezP+SRHEj4CTE4NP Zyoax ToLRmIS U tREIHGoe 6phxt zd
SIFYtEUCAWELAaOC AdkwygyHVHA4GA1UdDWEE/ wOEAWIESDEEEgkghkiG9wlECQSE
NeAlMA4GCCogGSIh3DONC Ay I AgDACBgyqhki GO wODEAICATAwEwYFEw4D AgewC g T L
FoZIlhwveMAwewHOYDVROOBEBYEFGUEaZ+hN1z5 Ve YoLJzCYCHEIMESGAL T J 00T
MEYGCCEGLOUFEWNEEgp ohkgBhwhAQIDNESGAIUAIwQTHESAF OkGutejC i /2 T1ES
T2 1lmQllRI4PENGSCAITAHvRoNGYwZKE1ioGCGLWhOAHAGL YOk ZWIvYEEuZnRsMTAn
TaorLONlenRFhndvh Gy ZGV e ONELrMNvh IVvEml sZ2TovL 1 ZGVthONELmZOhDEW
Lntwh VD ZETORWSvh2 X3 EGR1LWSD O3S jenwwrgao GCCSGAQUFBwERE IGAN IGaNEoG
CCaGAQUFEzACh) SodHRwOiSwZGVthiNhLinZ0hDEwLtwh 39D EXJ0ORWSvhZ xSLER1
BTODOS SrndGuxMCE b2 1 £ ZGWe b ONELNvADEMEggr EgEFEQewhAo ZAZml s ZTovL 1xe
ZGVthONEBLZ0bDEwLrMvh WD ZEJORTESvh2 xsXGR1LTODOS SrdGuwx MC 5 b2 1£2GWe
BONBLrMydD ANEgkaghki GOw0EAQUF AAOCAQE AenFEREED 18ehU9a0EEhb OgH Y nITAX
WIVPEDETqAF yUmBRsmqnKFErmuZayx+JuaSHE i/ pgSr ThHERMI+kCwP ZHRS /NOgELw
RE/LCrQP le/WItNLZf 19y TwDApECAQBTOL72dVe0GyjpHEECENE ePMLOvpS L EH
OVwEJwLimEP1VZR9cokksPLPNswlZ £ 14+ Zx0gY/ vEETKAKTDOOULf A+vkzuEy1oCL2
s fTsGhokDp3T1b+VwHrvyglhFZr 17Fe9tNhD Vo IS Zp3Tuka CqimOVHE Vpc/ 8T
eFEOxytwler IdiHjvawli2f 1 TErNIBdgqpGVAgqFGe0zgevuwETMhi jASO==

For Help, press F1 | [z
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8.1.3 Validating Certificate usability

Table 10. Steps Validating Certification Usability

Double click on the certificate

file. Certificate El @

General | Details | Certification Path

Make sure the chain of trust

is recognized by your
platform before continuing to Certificate Information
the next step.

Windows does not have enough information to verify
this certificate.

This is an example of a
certificate with verification
problems (root CA is not
installed).

Issued to:  csa.ftll0.com

Issued by: demoiCa

¥alid from 7/23/2007 to 7/23/2008

The reason is the chain of T
trust is missing the signer of Certificate EH'Z|
the certificate.

General | Details | Certification Path

Certification path

@ csa. FEl10.com

Certificate status:

The issuer of this certificate could not be Found.
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Appendix A - Acquiring a Suitable Remote Configuration Certificate l n tel

The problem above was fixed e
by installing the Root CA Certificate EWE

certificate.

General | Details | Certification Path

®
Certificate Information

This certificate is intended for the following purpose(s):

+Ensures the identity of a remote computer
+AMT Provisioning

Issued to: csa.ftli0.com

Issued by: demoCa

¥alid from 7[23/2007 to 7/23/2008

Install Certificate.

Now the chain of trust is e
presented correctly. Certificate E”E

General Details.lm

Certification path

! demoCa
| e csa. FH10.canm

‘iew Cerlificate

Certificate status:

IThis certificate is OF,
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Validate that the required
fields are set correctly:

Select Details tab.
Select Subject field.

Make sure the suffix of CN
field matches your DHCP
option 15 value.

Make sure the OU field is set
to Intel(R) Client Setup
Certificate.

Appendix A - Acquiring a Suitable Remote Configuration Certificate

Certificate
ereral | Details i.;CerI:iFicatiDn Path |
Shiow: | <all= R
Field Yalue A
E'-.-'ersiu:un V3
=] serial number 15 23 ef 45 00 00 00 00 00 03
ESignature algorithm shalRS4 =
Elssuer demo4, RCFgDemo, com
=] walid from Mondary, July 23, 2007 2:55:0...
[ walid ta Wednesday, July 23, 2008 3:...
= et natan, elhawani@intel.com, cs...
| I=lPublic key RS54 (1024 Eits) i

E = natan.elhayani@intel com

CN = csa.ftll0.com

Ol = Intel(R) Client Setup Cettificate
0= Inkel Israel (74)

L = Jerusalem

5 = arael

_=1IL

g 1L RN, 2N
Edit Properties. ..

[ Copy bo File. .. ]
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Appendix A - Acquiring a Suitable Remote Configuration Certificate

Select the Enhanced Key
Usage field.

Make sure Server

Authentication is specified.

The Intel® AMT
Provisioning is optional if
OU was set correctly above
and mandatory otherwise.

Make sure its OID is set
correctly to
2.16.840.1.113741.1.2.3

(Note: In most cases you
will see only the OID
value without the label.)

Certificate
_.General Dretails %ICertiFicatinn Path
Shiow: | zhll= - |
Field Yalue A
=] valid to Wednesday, July 23, 2008 3:...
ESubject natan.elhayvani@intel.com, cs...
[EPublic key RSA (1024 Bits)

SMIME Capabilities
Subject Key Identifier
LEyEnhanc

@.ﬁ.uthurity key Identifier
[TH]CRL Distribution Paints

[1]5MIME Capability: Object L...
659769 7f al 365cf9adsh ...
Server Authentication (1.3.6...,
keylD=e% 06 ba d7 a3 0a 3fF. ..

Server Authentication (1.3.6.1.5.5.7.3.1)
AMT Provisioning (2, 16.840.1,113741.1.2.3)

gl L R Eaps
Edit Properties

[ Copyw to File... ]

8.1.4

Converting Certificate to a format recognized by the
Configuration Server

When a CSR was created using a Microsoft CA using the above procedure, the private
key created with the CSR needs to be appended to the signed certificate. Follow the
procedure using a Microsoft tool. The procedure assumes you have the pvk2pfx.exe
tool. It is available as part of the Microsoft* Platform SDK; the latest version of the
PSDK can be downloaded from this URL:
http://www.microsoft.com/downloads/details.aspx?Familyld=484269E2-3B89-47E3-
8EB7-1F2BE6D7123A&displaylang=en

The tool is also included with Microsoft Visual Studio 2005. It can be found at
“Microsoft Visual Studio 8\Common7\Tools\bin"”, under Program Files (unless
Studio was installed at a different location).

Intel Confidential 83



intel)

Appendix A - Acquiring a Suitable Remote Configuration Certificate

OpenSSL is used later for conversion from PFX to PEM. It can be found as part of the
Configuration Server application at “"CertGenerator\OpenSSL"” under the
Configuration Server directory.

Table 11. Continued Process - Converting Certificate to a format recognized by the
Configuration Server

Copy the .pvk file created in the
previous procedure and the signed
certificate to a folder that contains
pvk2pfx tool.

Open command line and run:
pvk2pfx -pvk pvk_file -spc
cert_file

This will pop-up the following
window.

Enter the password you gave in
the key creation step and click OK.

84

SWINDOWS' system32h cond.exe

>puk2pfx.exe —puk myCSR.puvk —=spc certnew.cepr

Enter Private Key Password ) _5’

Fey myCSH. vl

Pazsword; ||

| [F I Cancel
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The Certificate Export Wizard
will appear.

Click Next > to continue.

Check the Yes, export the
private key and click Next > to
continue.

®

Certificate Export Wizard

Welcome to the Certificate Export
Wizard

This wizard helps vou copy cerkificates, certificate trust
lisks and certificate revocation lisks From a certificate
store bo vour disk,

A certificate, which is issued by a certification autharity, is
a confirmation of vour identity and contains information
used ko prokect daka or ko establish secure network
connections. & certificate store is the system area where
certificates are kept,

To continue, click Mext,

x|

= Back Cancel

Certificate Export Wizard

Export Private Key

“ou can choose to export the private key with the certificate.

Private kews are password protected. IF vou want ko export the private key with the
certificate, wou must bype a password on a later page,

Do you want to export the private key with the certificate?

% Yes expork the privake ke

{” Mo, do not export the private key

= Back I Mext = I Cancel

Intel Confidential
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Check the Include all
certificates in the certification
path if possible. Uncheck the
Enable strong protection.

Click Next > to continue.

Enter a password for the pfx file.

Click Next > to continue.

86

Appendix A - Acquiring a Suitable Remote Configuration Certificate

Certificate Export Wizard 1 x|

Export File Format
Certificates can be exported in a varieky of file Formats,

Select the Format you want bo uses
" DER encoded binary #5090, CER)
€ Base-54 encoded %509 (,CER)
{7 Cryptographic Message Syntax Standard - PEES #7 Certificates (E7E)
[" Include all cerbficates in khe cerkification path if possitle

' personal Information Exchange - PKCS #12 {.PF)

W Include all certificates in the certification path if possible

{1 Enable strang pratection (requires IE 5.0, NT 4.0 5P4 or abowvel

™ Delete the private key if the export is successful

< Back I Mext = I Cancel

Certificate Export Wizard i x|

Password
To maintain security, wou must protect the private key by using a password,

Type and confirm a password,
Passward:
| .
Confirm password:

< Back I Mext = I Cancel
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Appendix A - Acquiring a Suitable Remote Configuration Certificate

Give a file name to your pfx.

Certificate Export Wizard 3

3 x|
File to Export
Click Next > to continue.

Specify the name of the File wou want to export

Eile name:

myCeatt.pFxl

Browse.., |

< Back I Mext = I Cancel

Click Finish to continue.

Certificate Export Wizard

Completing the Certificate Export

Wizard

‘You have successfully completed the Certificate Export
wizard,

You have specified the Following settings:

Export Keys Yes

Include all certificates in the certification path Yes

File: Format Persar
dl | b

< Back I Finish I Cancel |
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A pop-up will indicate the process
was completed. Click OK to close
the pop-up.

Appendix A - Acquiring a Suitable Remote Configuration Certificate

Certificate Expork Wiz x|

The export was successful,

8.1.5 Conversion from PFX to PEM Format

Table 12. PFX to PEM Format Conversion

Copy the pfx file to a folder with
OpenSSL and run:

OpenSSL pkcs12 -in pfx_file -
out pem_file
-nodes

You will be requested to enter the
pfx password.

Once the process completes, you
will get a message:

MAC verified OK

88

iAMTConfiguration\CertGeneratori0penSSL

ropenssl.exe pkocsl2 —in cert.pfx —out cert.pem —nodes
Enter Import Password:
MAC verified OK
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Appendix A - Acquiring a Suitable Remote Configuration Certificate

Open the PEM file in a text editor.

Make sure the chain of trust is in
the right order.

Look at the Bag Attributes
sections. (marked in yellow)

The private key bag should be

first. Then the Leaf certificate

(the certificate used for remote
configuration).

These should be followed by all
certificates up to the root in
decreasing order.

The root certificate should come
last. It is the only certificate
where the subject value is
identical to issuer value.

®

intel

Bag Attributes

localKeyID: O1 00 00 OO0

Microsoft CS5P Name: Microsoft Strong Cryptographic Prowvider

friendlyMName: PvkTmp:0734a3cd-570c-45e7-acd0-5d4f450503569
Key Attributes

H509v3 Key Usage: 10

® . W Wy

Bag Attributes
localKeyID: 01 00 00 OO0
subject=/C=IL/3T=I=srael/L=Jerusalew/0=Intel Israesl (74)/00=Intel
[(R) Client Setup Certificate/CN=csa.ftll0.com/ewailliddress=
natan.elhayanif@intel.com
izgsuer=/DC=com/DC=RCEfglemo/ CHN=demaCA

MITE1zCCA?+gAwIBAgTIEGCPvROAAALLALz ANEgkaghkiZ9wO0BAQUF ADEAMRMwEQVE
CIImiZPyLGOBGRYDYZOtMRywFgYECZImi ZPyLGOEGRYIUKNmIOR 1bWSxD z ANEgITV
BEAMNTEmE1bWADOTAeFwOwNz A3 N HwMDT1NDAdaFwlwOD AS M MwHTALINDda N IG7HOsw
COYDVOOGEwIJTDEPMADGAIUECENGS XNy YWWsHRIvEAYDVOOHEWIKZXJ1cZ2Fs2W0x
GIAYEgNVBAOTETludGVWsIEl zoml lbC AoNeQp 3 ovEAYDVOOLEYF JonR1bCh3KIED
LGl lhnogU2 VOAZAGQEZVydG lnalNhdGUxF J AUEgNVEANTD TN 2 Y3 Smd Gwx MC S b2 0x
JzAlBgkaghkiGOwOEC QEWEGShAGF uLlnV=saGF S YIS p G ludEVs Lnivh TCEnz ANE gl
hkiGOwOBAQEFALCE QAW YkCgYELAQUTAZTISDRESSNP 1 ZWD T £ATChd2 N R I L Am e
EVRATVWOCOxS5azSFNIENpLztWe7sul+nidECTe JCeN,/ 2DVihTIurHeE2 X5 A1VEUF
NazsxJrrr3EIn/ haeVWezP+3RMEJ4CTE4MF Zyvoax TeLRmZS T tRES HGoe6pbxt 2d
SIF7tEUTCAWE L AaOC AdkwygHVHAdGAIUADWER,/ wOEAWIESDEEEgkghkiGOwlBECOSE
NedlMadGC oGS ThiloMCAgTAgD A0BygghkiGOwODBATICAT AwBwYFEwAD Aqewlg ¥ I
FoZlhwveNiwoewHOVDVROOEEYEFGUEad+hN1=5iVed4gToljzCY¥eHELIMESGLITATQOT
METGCCaGAQUFEwMBEgpghkgEhwhMAQTIDNESGA1 T IwO T HEsAFOkGutejCy/ xT1ES
T2 1m0l 1R3I4PEMGEGAITAHYRoNGYwZEEioGCGLThOdHASL yOkIWIvYZ2EuZnRsMTAu
T29tLONlenRFbndvhGuvy ZGVehONELyl v ITwvZm 1S ZTovL 1xe ZGVEhONELwmZO0LDEw

T ahTe e T T Te B TOATITIC 2ale D e W T 1 1= TTO TS £ S i werme e, T T AT D P DD T AW TS =W -
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Appendix C describes an
algorithm that verifies a chain of
trust and supplies a Perl
implementation.

Open a new text document. Copy
the root certificate section (from
the Bag attributes down to -----
END CERTIFICATE----- ,
inclusive)

Paste it to the new document and
save it as RootCert.pem (or any
other name indicating this is the
root certificate).

90
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SYWE UL 1WA LV KA CORKSFLENSWLAT L+ AX U/ VEEBWRLE (VJUUT A+VEEZULTLOLLS
anbhfTsGhakDp3T1h+TwHr v lbF Zr 17Fe9cNhD Vi3 Z2pSTuk eCglmlVHE T/ 8Tt
eFE0xvRtwlerIdiHjvawli Zf 1 TErNIB4gqpGVagqF xGo0zgvywQBIMbhi MG O==

Bag Attributes: <Empty LAttributes:
subject=/DC=com/DC=RCEfglemo/ CN=demolC L
izsuer=/DC=com/DC=RCEfglemo/ CHN=demaCAi

MITDziCChragiwIBAgIQUaSYYL+EAIpEiZVSoVd0 jTANEBgkghkiGOwOBLQUF ADEL
MEMyEQVECZTwiZPyLGOBGRYD Y29t MRgwF gYECZ Il ZPyLGOBGRYIUKNmMZIOR 1L WS>
Dz ANBgMVEANTEwR 1LWADOTAheFulyNz A0M  kyMD TN TRaFwOx M AOM i kyMD ISHD 1a
NEALxEzhEBgoJkialk/ IsZAEZFgN b2 0xGDANEgodkiadk/ IsZAEZFghSQZ InRGVE
bhzEPMAOGAIUEAxMGZSVehONEMIIET ] ANBgkghkiG2wOBAQEF AAOCAQSAMTI IBECGEC
AOEAOThESCw APfEMH4+ESi T4/ 2 TwowE JV¥wHh Fye 0+ OFv?DEisg0H/ RexBrEZhwi 5
ThhkfBTuv0olthEfyBTExs lxo AESwMAV IS VY JuBTEDYHLIVYEYSE2CRERR1BE vV
WebaMtLhsiaVogHhi3C+obhp DDty TS ZZXwESWHThiWF JZP =3 Qi Qb CKOLE danaln
NnEZRHgLwI4FA+6I8N3 loVnlehnTpsewdWvefc l78xbToReuj M0 JvEhilmEu/ b7 1
voJoV0i,/sDi0odQXzesErd4CtVOBE9RgShESW, Ydfp lgnxhB/ woCGRRXKGOxt TFNUa
EMZUIR1S1LEZwhHIhOENyuNOnQIDAQAEOGHDNIHANA=SGAITADwOEAWIEL ) APBoITV
HEMEAfSEETADAQH/ MEOGALTADgQUEETpErrXowo,/ SWNQUKSp 2 pZUd+D/ DEvBgNW
HRSEaDBEmMGI3gYqEghilodHRwOiSvZEVeheNhLmZ0bDEwLvh 39D ZXJORWSvhZxs
LZR1bWODO35 jemyGLe 2phGUeLyScXGR1ILWIDOI SmdGw MC 5 1k 1oz VydEVucmS s
LFxkZWlvo0EY3 JesHBAGCESsGAOOEg joVAQODAGEANAOGCSqG3 Thi3DOEEEQUALYTE
LOBRhez+s76F0ZEjnNI/ TnS33ILEFeLgwulWWDrxtend Ruac 02 whEE+NwF 2 pNTvo
OTFZESy TR ywCovTvWYTN 1x,/ Minf/ MbeaiBtUlt Zuv7Pemb,/ eCOlh+VhiSZuByxCA
Is6M1B4ZNYINZO0ht owMnFVID Y235V TmE AswHEGEYVERt w+LIEvalsroxeQWEe 19
pU¥eEuleTeAooecva+tESueuglh9CHIpSITS2p3FDELS JEHOx05g3FwnSRIYo
SEVIRO0tSgInUglScZv3kQuVN 6dIwvETEWEKD IdnQF ThEjvSDkVg7r 7EDgA7vHpxRE
g¥f460GEyv0ahniITQIS ot Ta
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8.1.6
File

intel.

Add Certificate to the Configuration Server Configuration

Table 13. Add Certificate to Configuration Server config File

Open default.conf.xml (from
ConfigScripts directory) in XML
editor.

Go to pki_configuration section
(it is at end of the file).

Edit full_cert_chain_file value
to the full path of the PEM file,
created in the conversion step.

Edit root_cert_file value to the
full path of root certificate created
in previous step.

4!=— The pki_ configuration element iz used when
the ANT configuration mode is PEI.

-z

full cert chain file is the nawe of & file (full path] containing th
client certificate chain including the root certificate

root_cert file is the name of a file (full path) containing the root
certificate

otp (optional) is the one time password., If provided the prowvisionin
sample will wverify the AMT devices otp.

new _mwebx_ password must be changed in order to complete the PEI provi
process. The new password must meet the complex password reguirement
more details on strong password requirements, please refer to the
"Network Interface Guide™.

<pki configuration>

<full cert chain file>C:5\RCFG certicert.pem</full cert chain file>

<root_cert_file>C:VRCFG certiRootCert.pem</root_cert_file>
<otprpassvord</otp>
<new_mebx_passw0rd>kdmin@98<Inew_mebx_password>

</pki_configuration>

</configs

Set new_mebx_password value to a strong password. (This will be the local
password after the configuration process completes successfully.)

If you intend to use OTP during configuration set the OTP value in otp field,
otherwise, put this field in a XML remark.

Save changes.
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9 Appendix B - Generating a
Remote Configuration
Certificate — using IIS

9.1 Creating a server certificate using IIS

This procedure describes the simplest method for creating a certificate; however,
there are some limitations when issuing certificates using IIS.

There is no option to use the remote configuration special OID; therefore the
predefined OU must be used.

There is no way to produce a certificate with multiple values for the CN.

Note also that IIS is not a CA, so you must issue the CSR externally.

9.1.1 Creating a CSR

1. Open IIS.

(found at Start-> Programs - Administrative Tools >
Internet Information Services (IIS) Manager)

2. In the left pane, expand Web Sites

3. Right click on Default Web Site and choose Properties.
4. Select Directory Security tab.

5. In the bottom there is a section called Secure Communications. Select Server
Certificate. This will pop up the Web Server Certificate Wizard.

(Within the following steps, (N) indicates you should select Next to proceed.)
6. Choose Create a new certificate. (N)
7. Choose Prepare the request now, but send it later. (N)

8. The Name field is the “Friendly name” of the certificate (it is not the CN). Enter
any value that will help you to identify this certificate later.

9. The Bit Length is the length of the encryption key. You can leave it at the default
value (1024). (N)
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10. Put any value in Organization field or leave it empty.

11. Put “Intel® Client Setup Certificate” in the Organizational unit field. (in some
versions is it called Department.) (N)

12. The Common name is the CN field. You can enter the FQDN of your Configuration
Server platform (e.g. csa.ftl10.com) or a string with a wildcard (e.g. *.ftl10.com).
Make sure you use the correct DNS Suffix. (N)

13. Fill in additional fields in order to proceed. (N)

14. Give a file name and location for your request. (N)

15. Verify again that all needed fields have the correct values. Select Next and Finish.

Exporting Certificate

Issue the certificate by using either an Internal or External CA. To issue using an
Internal CA, see below.

Once you have the issued certificate, repeat steps (1-5)

1. After entering the wizard again, choose Process the pending request and
install the certificate. (N)

2. Locate the signed certificate. (N)

3. In the next screens select (N), Finish.

4. In Secure communications, choose View Certificate.
5. Select Detail tab.

6. Click Copy to file at right bottom of window, the Certificate Export wizard will
pop up. (N)

7. Choose Yes, export the private key. (N)

8. Mark Include all certificates in the certification path if possible. (N)
9. Enter a password (can be weak password) and confirm. (N)

10. Give location and file name for the resulting PFX. (N) = Finish - OK.

11. Close all windows.

See the earlier section on how to convert a PFX to PEM.
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9.2 Creating server certificate using Enterprise CA
(running on Windows* 2003 Server)

In order to issue certificates using an Enterprise CA, a corresponding Certificate
Template needs to be defined. The user cannot use a regular server certificate since
its private key is non exportable. Furthermore, in order to use a designated OID, one
must define a template that does this. Consult Appendix A for creating needed data.

9.2.1 Creating CSR

1. On console platform, contact //CAname/certsrv.
2. Choose request a certificate.

3. Choose advanced certificate request.

4. Choose Create and Submit a request to this CA.
5. Choose the appropriate certificate template.

6. Fill in needed fields -

a. For specified OU, fill the Department field with the pre-defined string Intel®
Client Setup Certificate.

7. Check mark keys as exportable.

8. Choose request format to be PKCS10.

9. Check save request to file, give file name.
10. Click submit -

A few warning messages will appear saying that by doing so you might
compromise on security.

Note: A CSR generated by an Enterprise CA, will contain the certificate template that
will be used for issuance, hence it must be issued by a CA familiar with the template
that was used. (Some CAs might give an error for such a CSR.)

9.2.2 Issuing Certificate using the Internal CA

1. Do steps (1-3)

2. If you don’t have a CSR
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a. Do steps (4-7)

If you already have a CSR

a. Choose

Submit a certificate request by using a base-64-encoded CMC or PKCS
#10 file, or submit a renewal request by using a base-64-encoded
PKCS #7 file.

b. Copy / Paste your CSR content to Saved Request window

Click - submit.

If the CA is not configured to issue certificates automatically, do the following
on the CA platform:

a. Open Certification Authority application.
b. Go to Pending Request.
c. Right click on your request and choose issue.

Go to CA start page (//CAname/certsrv).

. Choose View the status of a pending certificate request.
. Choose the appropriate certificate.
. Select Base 64 Encoded.

. Choose Download certificate.

10. Download the certificate to your computer.

Exporting Certificate

Install the signed certificate. (Note: if you created the CSR using CertSrv
make sure you install the certificate in the platform where you issued the
request.)

Go to the certificate store
(in Internet Explorer, go to Tools - Internet options > Content > Certificates)

Open the certificate for viewing.

At bottom of window a key symbol should appear saying you have the private
key of this certificate.

Go to Details tab, click Copy to file and export the certificate including
private key and all certificates in path to a .pfx file.
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9.3 Creating server certificate using Stand Alone CA
(running on Windows Server* 2003)

9.3.1 Creating CSR

1.

N

W

On console platform, contact //CAname/certsrv
Choose request a certificate.

Choose advanced certificate request.

Choose Create and Submit a request to this CA.
Fill in needed fields

a. For specified OU, fill the Department field with pre-defined string:
Intel® Client Setup Certificate.

b. For specified OID, choose Type of certificate needed to be Other -
then fill in both Server Certificate OID and Intel® AMT
configuration OID: 1.3.6.1.5.5.7.3.1,2.16.840.1.113741.1.2.3

Check mark keys as exportable.
Choose request format to be PKCS10.

Check save request to file, give file name.

Click - submit - A few warning messages will appear saying that by doing so
you might compromise on security.

9.3.2 Issuing Certificate using the Internal CA

Do steps (1-7)
Click - submit.
On the CA platform:
a. Open Certification Authority application.
b. Go to Pending Request
c. Right click on your request and choose issue.
On console platform:
a. Go to CA start page (//CAname/certsrv)

b. Choose View the status of a pending certificate request
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c. Choose the appropriate certificate
d. Select Base 64 Encoded

e. Choose Download certificate

-

Download the certificate to your computer

Exporting Certificate

1. Install the signed certificate. (Note: if you created the CSR using CertSrv
make sure you install the certificate in the platform where you issued the
request.)

2. Go to the certificate store
(in Internet Explorer, go to Tools - Internet options > Content - Certificates)

3. Open the certificate for viewing

4. At bottom of window there should appear a key symbol saying you have the
private key of this certificate.

5. Go to Details tab, click Copy to file and export the certificate including private
key and all certificates in path to a .pfx file.

Creating server certificate using OpenSSL

OpenSSL is a free tool that supports full PKI functionality. Configuration Server
sample code in SDK and the FW kit, uses this tool for crypto services. One should use
this tool with great care as OpenSSL offer no means of security for its sensitive data. (
For example: Private keys are saved in the clear and not in a secured store.

Creating CSR

Prepare a configuration file for your certificate request. Here is an example:

# SSLeay example configuration file.
# This request is used for generation of
# Remote Cfg certificate requests.

RANDFILE= ./.rnd

FHESHHEHF e e
HH#

[ req ]
default bits
default keyfile

1024
keySS.pem
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distinguished name req distinguished name

oid_section = Amt_OID
encrypt rsa key = no

default md = shal

prompt = no
reqg extensions = v3_ztc

[ req distinguished name ]

C = IL

ST = Israel

L = Israel

O = Intel Israel 74

OU = Intel(R) Client Setup Certificate
CN = csa.ftll0.com

[ v3_ztc ]

basicConstraints=CA:FALSE

keyUsage=digitalSignature

extendedKeyUsage=critical, serverAuth,2.16.840.1.113741.1.2.
3

subjectKeyIdentifier=hash

[ Amt OID ]
amtConfiguration=2.16.840.1.113741.1.2.3

Issue the following command (it assumes the above file was named ztc.cfg):

OpenSSL req -config ztc.cfg -new -keyout ztckey.pem —out ztcreq.pem —days
365

This will create a CSR in Base64 PEM file format and its corresponding private key.
The CSR will be valid for 365 days.

You can now issue this CSR using an external CA or create a CA using OpenSSL and
sign the CSR with it.

Issuing CSR using OpenSSL CA

¢ Create a CA using OpenSSL
Prepare a configuration file for your CA, see the following example:

#

# SSLeay example configuration file.
#

RANDFILE = ./.rnd

HAHAHAHAHAHFHAHSHFHHHHHH A HAHEHEHAHAHFH SRS S S SRR R HAHAH
##

[ req ]

default bits = 2048
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default keyfile = keySS.pem
distinguished name req distinguished name

encrypt_rsa key = no
default md = shal
x509 extensions = ext ca

[ req distinguished name ]

countryName = Country Name (2 letter code)
countryName default = IL

countryName value = IL

organizationName = Organization Name (eg,
company)

organizationName value = Intel Corporation
commonName = Common Name (eg, YOUR name)
commonName value = Demo Root CA

[ ext ca ]

basicConstraints=CA:TRUE
keyUsage=digitalSignature, keyCertSign, cRLSign, keyEncipherme
nt,dataEncipherment

Assuming the above file is named rootCA.cfg, issue the following commands
(can be done in a batch file):

set CATOP=.\rootCA

mkdir $CATOP%

mkdir $CATOP%\certs

mkdir $CATOP%\crl

mkdir $CATOP%\newcerts
mkdir $%$CATOP%\private

echo 01 > %CATOP%\serial
copy nul $CATOP%\index.txt

openssl req -config rootCA.cfg -new -x509 -keyout
$CATOP%\private\cakey.pem -out $%$CATOP%\cacert.pem -days 365
e Issue the CSR using the created CA

Create a configuration file for issuance with the above CA

#

# OpenSSL example configuration file.
#

HOME =

RANDFILE = SENV::HOME/.rnd

CADIR = ./rootCA

# Extra OBJECT IDENTIFIER info:
oid section = new oids
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extensions = ext ztc

[ new oids 1]
ztc Configuration = 2.16.840.1.113741.1.2.3

FHH# T R R R R
##

[ cal
default ca = CA default # The default ca section

FHE#HHHE R R R R R
##
[ CA default ]

dir = $CADIR # Where everything is kept
certs = $dir/certs # Where the issued certs are kept
crl dir = $dir/crl # Where the issued crl are kept
database = $8dir/index.txt # database
index file.
new certs dir = $dir/newcerts # default
place for new

# certs.
certificate = $dir/cacert.pem # The CA
certificate
serial = 8dir/serial # The current
serial number
crl = Sdir/crl.pem # The current CRL
private key = $dir/private/cakey.pem # The private key
RANDFILE = $dir/private/.rand # private

random number file

x509 extensions = ext ztc # The extentions to add to the
cert

name_ opt = ca_default # Subject Name options

cert opt = ca_default # Certificate field options
default days = 365 # how long to certify for
default crl days= 30 # how long before next CRL
default md = shal # which md to use.

preserve = no # keep passed DN ordering
policy = policy anything

[ policy anything ]

countryName = optional

stateOrProvinceName= optional

localityName = optional

organizationName = optional

organizationalUnitName = optional

commonName = supplied

emailAddress = optional

FHE#HHHE R R R R R
HH#

[ ext ztc ]
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basicConstraints=CA:FALSE

keyUsage=digitalSignature

extendedKeyUsage=critical, serverAuth,2.16.840.1.113741.1.2.
3

subjectKeyIdentifier=hash

authorityKeyIdentifier=keyid, issuer:always
crlDistributionPoints = URI:http://crl.meca.me.co.il

Assuming the above example is named ztcSign.cfg, issue the following command:

OpenSSL ca -config ztcSign.cfg -policy policy_anything -out ztccert.pem -infiles
ztcreq.pem

Answer Y when prompted.

Creating PFX file from Certificate and private key

After issuing the CSR, one needs to create a PFX from the private key and the issued
certificate. Run the following command:

OpenSSL pkcs12 -export -in ztccert.pem -inkey ztckey.pem -out ztccert.p12 -
name "Intel ZTC certificate" -password "pass:q"

Note: This PFX has only the client certificate. For remote configuration to work
correctly all certificates in the chain of trust should be included as well.

You can include other certificates in PFX creation using “-certfile certificate_to_add”
for every certificate in the above command.

There is a “simple” trick though. Assuming all other certificates are installed in the
Certificate Store, we just install the PFX, then export it back from the certificate Store,
marking the “Yes, export the private key” and checking the “Include all
certificates in the certification path if possible” checkbox. Then save the file to a
new PFX.

Converting PFX to PEM
(to be used with Configuration Server)

1. Copy PFX file to a folder contains OpenSSL.

2. Open Command Prompt (Start > Run - cmd).
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3. navigate to directory in step (1)

4. execute the following:
OpenSSL pkcs12 -in <pfx file> -out <result pem file> -nodes

5. You will be prompted to supply the password you gave when exporting the
certificate to PFX.
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10 Appendix C: Creating
Certificate Template for
Remote Configuration in
Microsoft Server* CA

Note: customized certificates are supported in Microsoft Server* 2003 Enterprise
Edition. In Standard edition you will be able to create a template, but you won't be
able to issue it.

1. Open Certification Authority application
(Start > Programs > Administrative Tools > Certification Authority).

2. Expand your CA on left pane.

3. Right click Certificate Templates and select Manage. This will open the
certtmpl application.

4. On right pane, highlight Web Server certificate template.
5. Right click the selected template and choose Duplicate Template.

6. In General tab, give a display name to your new template (e.g. RCfg
Certificate Template).

7. In Request Handling tab, mark Allow private key to be exported
checkbox.

8. In Subject Name tab, make sure that Supply in the request is selected.
9. In Extension tab, mark Application Policies and click on Edit.

10. A new window has opened, click on Add.

11. A new window has opened, click on New.

12. Give a name to the new Policy, e.g. RCfg special OID

13. In Object identifier, write the special OID:
2.16.840.1.113741.1.2.3
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14. Click OK to close this window.

15. Select the newly created Application Policy (e.g. remote configuration
special OID) and click OK.

16. Now you will have two Application Policies listed; Server Authentication and
the one you just created. Click OK.

17. In Security tab, select Authenticated Users. Check the Enroll and Auto-
enroll checkboxes.

18. Click OK. Close certtmpl application.

19. Back in Certification Authority application, right click on Certificate
Templates, choose New - Certificate Template to Issue.

20. Choose the certificate template you just created (e.g. RCfg Certificate
Template) and click OK.

21. The new template should appear in the right pane.

22. Restart your CA.

After restarting your CA, you will be able to issue RCfg certificates with Certsrv web
applet as described in Creating server certificate using Enterprise CA by selecting
the template you have created in the Certificate Template drop down list.
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Appendix D: Fixing chain of
trust in converted PEM files

There is a bug in OpenSSL that causes the chain of trust in PFX files converted to PEM
files to be disordered when using chains that are size 3 and above.

The following algorithm describes how to fix this problem.

Open the result PEM file, and validate that Chain of trust is in the right order.

Every section in the file begins with Bag attribute and followed by a ===--- BEGIN
<SOMETHING>----- and ends by the corresponding =---- END <SAME THING>-----

Sections in file should be as follows:
a. First there is a section of private key
b. Next there is the client certificate section
c. Then there are zero or more sections of subordinate CA. Every additional
certificate in the file, has signed the one that precedes it, and is signed by the

one after it.

d. The last certificate in the file is the CA root certificate (it is the only certificate
that signed itself)
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Appendix E: *.CONF.xml File
Format

The ConfigurationServer.exe application uses the information in the *.CONF.XML
selected by GETCFG.BAT to configure an Intel® AMT device. The file is read using an
XML interpreter. As a result, any use of special characters must be according to
standard XML rules. For example, the characters “<” and “&” are invalid in an XML
element. Use an entity reference instead for these characters (for example, if they are
embedded in a strong password).

XML defines the following five entity references:

Figure 8. XML Five Entity References

&lt; < less than

&gt; > greater than
&amp; & ampersand
&apos; ' apostrophe
&quot; " quotation mark

For example, <cfg_password>Adminl&apos;&lt; &gt;&quot;&amp; </cfg_password>

translates to Adminl’'<>"&

Below are the lists of the supported keywords which are recognized by the SCA.

Note: an unsupported keyword will be ignored (for future forward compatibility
considerations).

The format of a setting in a configuration xml file is

<command>value</command>
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Note: there must be a space before the command value.

Table 14. Variable Name Table / Allowed Settings / Usage

Variable Name

Allowed Settings

Usage

<l-- .. --> Any XML comment. Used to bracket any
remarks.

cfg_username String A username string used when logging into
the Intel® AMT device

cfg_password String A password string used when logging into

the Intel® AMT device

provisioning_mode

enterprise / smallbusiness

Determines the Intel® AMT setup type;
although an Intel® AMT device must be in
enterprise mode for remote configuration
to start, a configuration server can
configure the device to be in small business
mode when the setup is complete.

host_name String The hostname of the Intel® AMT device

tcpip_dhcp_enable true / false Enables or disables DHCP usage on the
Intel® AMT device

tcpip_address X.X. X. X Static TCP/IP address for the Intel® AMT
device (used only when DHCP mode is
disabled)

tcpip_subnet X. X. XX TCP/IP subnet mask for the Intel® AMT
device (used only when DHCP mode is
disabled)

tcpip_default_ X.X.X.X TCP/IP default gateway address for the

gateway Intel® AMT device (used only when DHCP
mode is disabled)

domain_name String Domain Name for the Intel® AMT device
(mandatory field)

primary_dns X.X.X.X Primary DNS address for the Intel® AMT

device (used only when DHCP mode is
disabled)
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Variable Name

Allowed Settings

Usage

secondary_dns X.X.X.X Secondary DNS address for the Intel® AMT
device (used only when DHCP mode is
disabled)

tls_enable true / false Enables or disables TLS on the Intel® AMT
device

ping_response true / false Configures Intel® AMT device response to
ICMP Ping requests.

new_network_ String A username string specifying the new

username administrator username for Intel® AMT
device.

new_network_ String A string specifying the new administrator

password password for Intel® AMT device.
new_pid PID as described above Optional replacement parameters. If a
PartialUnprovision is performed, the new
new_pps PPS as described above values will not be erased and will be
available for use the next time the platform
is configured.
tls_options <tls_options> Determines the authentication scheme
required for each interface (local and
<local>ServerAuthentication remote).
</local>
NoAuthentication: TLS is not configured for
<remote>MutualAuthentication the selected interface.
</remote>
ServerAuthentication: Intel® AMT is
</tls_options> configured with a private key and
certificate.
Valid values are:
MutualAuthentication: ServerAuthentication
NoAuthentication plus at least one trusted root certificate
installed.
ServerAuthentication,
MutualAuthentication
tls_cert <tls_cert> Determines how the SCA obtains server

<mode>GenerateCertificate
</mode>

</tls_cert>

<tls_cert>

certificates. They are either generated by
the SCA (“GenerateCertificate”) or loaded
from pre-existing files (“FileCertificate”).

When the mode is “FileCertificate”, then
the parameters provide the location of the
certificate and key files.

“NoCertificate” indicates that no certificate
is required since TLS is not enabled.
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Variable Name

Allowed Settings

Usage

<mode>FileCertificate
</mode>

<cert_chain_file>bla.raw
</cert_chain_file>

<key_file>bla.key</key_file>

</tls_cert>

<tls_cert>

<mode>NoCertificate
</mode>

</tls_cert>

cert_store <cert_store> This option adds certificates and keys to
the certificate store in the Intel® AMT
<mode><NoCertificate></mode> | device. The NoCertificate option skips
. sending any certificates. The
<mode><GenerateCertificate> GenerateCertificate option generates a
</mode> certificate file and a key file and sends
] . them to the certificate store. Any
<mode> <FileCertificate> configurable certificate settings will be set
</mode> to the generated certificate. The
FileCertificate option loads certificate files
<cert> with or without key files. Certificate files
fil should be in the format created by
<cert_ |f_ei>newcert.pem certgen.bat. Key files should be in .pem
</cert_file> format. The files are assumed to be in
<key_file>newkey.pem ...\CertGenerator\SecConfig
</key_file>
</cert>
<cert>
<cert_file>subcacert.pem
</cert_file>
</cert>
</cert_store>
tls_cert_name <tls_cert_name>newcert.pem When the certificate store has one or more
</tls_cert_name> certificates added using the FileCertificate
option, this parameter selects which
certificate should be used as the TLS
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Variable Name

Allowed Settings

Usage

certificate.

wired_8021x__
profile

<profile_type>NoProfile
</profile_type>

<profile_type>TLSType
</profile_type>

<profile_type>
TTLS_MSCHAPV2Type
</profile_type>

<profile_type>
PEAP_MSCHAPv2Type
</profile_type>

<profile_type>EAP_GTCType
</profile_type>

<profile_type>
EAPFAST_MSCHAPV2Type<
/profile_type>

<profile_type>
EAPFAST_GTCType
</profile_type>

Determines the 802.1x wired profile. If
802.1x is used on the wired interface, then
the type of profile must be selected. See
the Network Interface Guide and the
default.conf.xml file for detailed profile
parameter descriptions.

The following parameters are included in
one or more of the profile types:

server_id_cert_issuer
server_cert_name
server_cert_option
username

password

domain_name
protected_access_cred
protected_access_cred_pwd

client_certificate

wireless_8021x__
profile

<wireless_profiles>
<profile>

<profile_priority>N
</profile_priority >

<security_type>
ProfileSecuritySettingWPAType
or
ProfileSecuritySettingRSNType

</security_type>

<encryption_type>
DataEncryptionTKIPType

or

One or more wireless profiles. Each profile
contains a priority and a set of security
settings. The settings correspond to the
wireless profile definitions in the Network
Interface Guide. Security_type is the key
management scheme. encryption_type is
the selected encryption mechanism,
passphrase, raw_key_file_name, and
wireless_8021x_profile are authentication
options.

Intel Confidential

113




Appendix E: *,CONF.xml File Format

Variable Name

Allowed Settings

Usage

DataEncryptionCCMPType
</encryption_type>

<passphrase>ApassPhrase$01
</passphrase>

or

<raw_key_file_name>xxx.key
</raw_key_file_name>

or
<wireless_8021x_profile>

an 802.1x profile as defined in the
wired profiles

</wireless_8021x_profile>
</profile>

</wireless_profiles>

set_8021x_active_
in_SO

true or false

If true, Intel® AMT will attempt to perform
802.1X authentication when host 802.1X
authentication fails

PXE_8021x_timeout

integer seconds

Number of seconds that Intel® AMT will
authenticate 802.1X while a PXE boot is in
progress. 0 indicates disabling this feature.

power_package

<power_package>

<guid>XXXXXXXX-XXXX-XXXX-
XXXXK-XXXXXXXXXXXXK
</guid>

</power_package>

The GUID selects one of the pre-defined
power packages built into an Intel® AMT
device. An OEM defines which of the power
packages are enabled on a platform. If
there is no power package entry, the
device assumes a default power package.
See “Power Packages” in the Network
Interface Guide for power package details.

pki_configuration

<pki_configuration>

<full_cert_chain_file>
path to PEM file

</full_cert_chain_file>
<root_cert_file>

path to root certificate pem file

The PKI configuration parameters are
required when the Intel® AMT device to be
set up is using Remote Configuration
mode. The SCA detects the mode from the
“Hello” message. In this mode,
communications with the Intel® AMT device
use TLS mutual authentication. The device
has one or more root hashes pre-installed.
The SCA starts the TLS session and the
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Variable Name

Allowed Settings

Usage

</root_cert_file>
<otp>password</otp>
<new_mebx_password>
replacement mebx password
</new_mebx_password >

</ pki_configuration>

Intel® AMT device responds with a self-
signed certificate. The SCA responds with a
certificate that has a path to a root CA that
matches one of the Intel® AMT device’s
hashes. The SCA builds this certificate from
the pem file pointed to by the
full_cert_chain_file parameter using SSL
tools. The SCA also requires a root
certificate to create a root hash to compare
with the entries in the "Hello” message.
Providing the root_cert_file saves the SCA
from having to extract the root certificate
from the certificate chain.

otp is a one-time password optionally
provided by a management console both to
the Intel® AMT device via a local agent and
to the SCA. When this parameter is
included in the Conf.xml file, the SCA
requests that the Intel® AMT device send
an otp and verifies that it matches the
value in the configuration file before
proceeding with setup and configuration.

new_mebx_password is a strong password
to replace the Intel® MEBX password in the
Intel® AMT device. The password must be
changed so that the CommitChanges()
command sent at the end of setup will be
effective.

set_network_time true/false Required for Kerberos and TLS mutual
authentication
extend_provisioning_ | 0-24 Resets the provisioning period to the

period

number of hours selected.

trusted_root_
certificates

<trusted_root_certificates>
<file>trusted_cert.pem</file>

</trusted_root_certificates>

One or more trusted root certificate files in
pem format. They must reside in
"..\Bin\CertGenerator\
ExternalSecScripts\trusted_rootCA"

The supplied default configuration points to
the certificate generated automatically the
first time that the SCA is executed.

crls

<crls>
<crl>

<url>---url of CDP distribution

The crls section defines a certificate
revocation list (CRL). The CRL mechanism
as implemented in Intel® AMT does not
contact a CRL distribution point. Rather, it
uses the URL in a CRL entry and the
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point --</url>
<serials
<serial>--certificate serial
number--</serial>

<serial>>--certificate serial
number--</serial>

</serials>
</crl>

</crls>

certificate serial numbers to identify
certificates in its certificate store that
should be revoked. Intel® AMT extracts the
URL from the CRL distribution point (CDP)
in a client certificate and matches it with
the URL in the CRL, then compares
certificate serial numbers.

Each crl entry has a url and a serials
section. Each serials section has one or
more serial numbers.

This is an optional entry.

trusted_fgdn_cn

<trusted_fqdn_cn>

<fgdnsuffix>intel.com
</faqdnsuffix>

</trusted_fqdn_cn>

A list of one or more fgqdn suffixes. If a
client certificate is configured, it must have
its DNS name in the CN fields of the DN,
and it must have one of the given fqdn
suffixes as a proper suffix (preceded by a
dot). For example, CN=demo.mc.intel.com
matches the fqdn suffix “intel.com”, but
demo_mc_intel.com does not.

Kerberos <kerberos> This tag enables configuring Intel® AMT for
Kerberos authentication. The host_name
<containerDN>CN=users,DC=cs,DC | parameter must be defined for Kerberos
=com</containerDN> setup to complete successfully.
<clock_tolerance>5 containerDN, combined with the
</clock_tolerance> host_name, is used to create an Active
Directory user entry. The clock tolerance,
<acls> which is measured in minutes, is used by
Intel® AMT in conjunction with the replay
<acl> cache to prevent replay attacks.
<access>local/network/any The acls tag is used to define one or more
</access> access control list entries. Each entry has a
pointer to a valid user or group object in a
<user_group_dn> reachable Active Directory domain, a tag
CN=Domain Users,CN=users,DC=cs, | showing if the user or group can access
DC=com Intel® AMT remotely, locally or both, and a
q list of realms (see default.conf.xml for a list
</user_group_dn> of realms and their corresponding
numbers).
<realms>
<realm>n</realm>
<realm>m</realm>
</realms>
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</acl>
</acls>

</kerberos>

set_enabled_
interfaces

<set_enabled_interfaces>
<interface>WebUI</interface>

<interface>SerialOverLAN
</interface>

<interface>IdeRedirection
</interface>

</set_enabled_interfaces>

The redirection interface and Web user
interface are disabled by default. The
set_enabled_interfaces option is used to
enable one or more of these interfaces.
The possible options are:

WebUI

SerialOverLAN

IdeRedirection.

Power options

<power_options>

<power_state>S-state
</power_state>

<wake_on_net_access_
sleep_timer>t

</wake_on_net_access_
sleep_timer>

</power_options>

The power state S-state defines the highest
power state at which Intel® AMT will
operate while the device is connected to AC
power. This includes operation in higher
power states. For example, if the platform
is in S3 and this parameter is set to SO,
Intel® AMT will not operate. Note that
Intel® AMT treats SO and S1 as equivalent
states.

The S-state can be SO through S5.

t is an integer that determines the
minimum time (in minutes) that the Intel®
AMT device will remain operable when
there is no activity.

digest_acls

<digest_acls>
<acl>
<access>network</access>
<user>username</user>
<password>pw</password>
<realms>
<realm>10</realm>

</realm>

Allows creation of Digest ACL entries.
Intended for creation of ACL entries that
will have auditor access, but this construct
can be used for any digest ACL entry.

Each entry lists the access option (local,
network or any), the username and
password (the password should be a strong
password) and the realms to which the
user has permission. The realm numbers
are based on the UserAclRealmType as
defined in the Network Interface Guide.
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</acl>

<digest_acls>

audit

<audit>
<enable>yes</enable>

<key_file>.\CertGenerator\
SecScripts\AuditCert\Auditkey.pem

</key_file>
<certs>
<cert_file>
path_to_Auditcert.pem
</cert_file>
<cert_file>
Path_to_ subcacert.pem
</cert_file>
</certs>
<sign_mech>SHA1</sign_mech>
<policies>
<policy>
<appid>16</appid>
<eventid>2</eventid>
<critical>yes</critical>
</policy>
<policy>
<appid>16</appid>
<eventid>4</eventid>
<critical>no</critical>

</policy>

Enables the audit log mechanism. Identifies
the key file and certificates used for
credentials to access the audit log.

Identifies the signing mechanism (hash
algorithm).

The policy entries identify auditable events,
as defined in the table in the Network
Interface Guide. Each event has an
application ID, an event ID within the
application and a criticality indication
(either critical or not critical).
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</policies>

</audit>
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Client Initiated
Remote Access

<cira>
<mp_servers>
<mp_server>
<address>
<ip_address>

<ip>

<ipv4>10.0.0.100</ipv4>

</ip>
<cn>MP Server
1</cn>
</ip_address>
Or

<fqdn>pltfrm.loc.com</fqdn>
</address>
<port>12345</port>
<authentication>
<username_password>
<username>mpsuser</username>
<password>Admin!98</password>
</username_password>
OR
<mutual_auth>

<tls_cert_handle>n</tls_cert_handl
e>

</mutual_auth>
</authentication>

</mp_server>

The cira parameters are divided into three
groups: management presence server
(MPS) definitions, policy definitions, and
interface enablement rules.

mp server definitions include:

server address: an IP address and
trusted common Name (CN) or an fqdn

port used to establish tunnels with the
MPS

Authentication credentials
Username and password or

A handle to a certificate already
stored in the Intel® AMT device certificate
store (used for mutual authentication)

Policies determine when the Intel® AMT
device connects to an MP server.

There is a selection of a trigger (due to an
alert, a periodic connection, or user
initiated), extended data (the time in
seconds between periodic connections), the
tunnel lifetime (how long in seconds that
the tunnel is maintained with the MPS),
and up to two MP server address and port
pairs. In Intel® AMT Release 5.0, a periodic
policy can be based on the time of day in
hours (0 to 24) and minutes in the hour>

enable_interfaces enables or disables
interfaces that can be used for a user-
initiated connection. The possible
“interfaces” are an agent in the BIOS and
an agent running on the host under the
0s.
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</mp_servers>
<cira_policies>
<cira_policy>

<trigger>PolicyTriggerUserlnitiate
d

</trigger>

<extended_data>n</extended_data
>

<tunnel_life_time>300
</tunnel_life_time>

<mps_address_port>10.0.0.100:1
2345</mps_address_port>

</cira_policy>
<cira_policy>
<trigger>PolicyTriggerPeriodic
</trigger>
<extended_data>
<hour_of_day>10</hour_of_day>

<minutes_of _hour>11</minutes_
of _hour>

</extended_data>
</cira_policy>

</cira_policies>

<enable_interfaces>
<enable_interface>
<source>UserInitSourceOsAgent

</source>
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<is_enabled>yes</is_enabled>
</enable_interface>
</enable_interfaces>

</cira>
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environment_ <environment_detection> List of domains that define “inside the
detection <local_domain>firstdomain.com enterprise” to the Intel® AMT device.
</local_domain> Required by CIRA to determine if a remote
connection should be attempted. The SCA
<local_domain>nextdomain.com enables environment detection only when
</local_domain> this parameter is defined.
</environment_detection>
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Appendix F:
PSK.REPOSITORY.XML File
Format

Table 15.

The file is located under the Bin\ConfigScripts subdirectory in the SCA installation
folder. It is the structure that the SCA expects when searching for a PID/PPS pair.

PskGenerator.exe is used to generate PID-PPS key pairs in PSK.REPOSITORY.XML
format, which are used to establish secure connections to Intel® AMT devices when

delivering configuration settings over the network.

CreateUSBFile.bat also generates a PSK file in PSK.REPOSITORY.XML format and
stores it in the appropriate directory.

Platform OEMs may pre-configure Intel® AMT devices with PID/PPS pairs. The
repository will be based on a file delivered by the OEM.

Variable Name Table / Allowed Settings / Usage ...cont.
Variable Allowed Settings Usage
Name
<pairs> <pair> Used to define a PID-PPS key

<pid>XXXX-XXxx</pid>

<PPS>XXXK-XXXX-XXXX-XXXX~
XXXX-XXXX-XXXX-XXXX</ppsS>

</pair>

pair. This same PID-PPS should
be used during the Factory Mode
setup of each Intel® AMT device

flexbuf.cpp source files, described above.
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