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Purpose of this Document

This document provides an overview of the installation and configuration process for
Intel” Smart Connect Technology. In addition, a section on troubleshooting various
issues that may occur is included.

Intel Smart Connect Technology is a feature of the platform in which the software on
the platform and combination of NIC (LAN/WLAN/WWAN) features provides content
updates during periods of PC is asleep and not otherwise able to receive information.
These can be categorized as:

e Always On/Always Updated:

— Intel Smart Connect Technology Agent schedules platform to wake up from S3
periodically to allow network applications to obtain new data (email updates,
social media applications...) and then transitions back to S3.

— Extended wake duration if the platform is connected to AC and lid is open
(mobile). Extended wake duration allows for larger content download. Once
network activity falls below 100KB for 10 seconds, the platform is transitioned
back to S3.

— During wakeup, Intel Smart Connect Technology OS Service (Agent) places
platform into a lower power SO state (e.g. panel turned off, CPU in lowest P-
state). This state can be referred to as SO-ISCT.

— Factors of thermal considerations and amount of data to update factor into
“Always Updated” period of activity.

¢ Intel Energy Efficient Always On Connectivity (EE-AOC) — mobile only:

— WLAN running in S3 (AC/Battery) with NetDetect FW allows NIC to scan for WiFi
networks that match a configured profile list and if a match is found, the
platform wakes to SO-ISCT to get connected and update content.

e Remote Wake (not applicable to Bay Trail M/D):

Intel Confidential — Do not Copy or Distribute 7
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— Allows platform in S3 / S4 sleeps states to be woken by remote application
software. Once local application is done, platform goes back to existing sleep
state.

For mobile platforms, special attention to thermal monitoring and control is defined to
ensure safety and reliability for systems confined to areas where thermals may rise
unexpectedly due to insulating qualities of the environment (e.g. operation in a book
bag or briefcase).

Intel” Smart Connect Technology Life Cycle

The Intel Smart Connect Technology Agent, once installed and configured to be active,
periodically wakes up the system from S3 and performs network content update and
initiates re-entry to S3 to wake up after a set time interval or based on network
presence. For RTC wake events enabled by the user or other software residing on the
platform, ISCT treats the RTC wake as user initiated wake event and the system will
enter full SO and not iSCT-SO state.

An example time sequence diagram is shown in Figure 1-1.
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Figure 1-1. Typical Intel Smart Connect Technology Activity
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Reference Documents
Document Document Number
ACPI/Power Management http://www.acpi.info/

ACPI / Power Management in Microsoft Operating Systems | htte://www.microsoft.com/whdc/

system/pnppwr/powermgmt/defa
ult.mspx

Intel” Smart Connect Technology 4.0 Platform Design Guide | 507302

Intel” Smart Connect Technology 4.0 Compliancy Test Plan 507304

Terminology
Term Description
Agent Intel” Smart Connect Technology OS Service
CRB Customer Reference Board
CRV Chief River
EC Embedded Controller/Keyboard Controller
EE-AOC Intel energy efficient always on connectivity
Intel” ME Intel” Management Engine
SCT Intel Smart Connect Technology
RW Remote Wake
SO-ISCT Reduced SO power model that the Intel Smart Connect Technology Agent runs to update

content

Wireless Local Area
Network (WLAN)

A local area communications network based on wireless technology

Wireless Wide Area
Network (WWAN)

A wide area communications network based on cellular technology
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System Requirements

The following are required on a system:
e System BIOS supporting and enabled for Intel” Smart Connect Technology

e  Microsoft* Windows* 7 SP1 (32 or 64 bit version) or Microsoft* Windows* 8/8.1
(32 or 64 bit version)

®
e Intel Processor
e Close any running applications to avoid installation problems.

e Remove any previously installed versions of the software from the system before
installing the Intel” Smart Connect Technology software

e Remote Wake over LAN feature requires Intel” ME Firmware enabled. Please see
Intel® Smart Connect Technology: Remote Wake (Section: 4 in this document) for

more details.

Intel Confidential — Do not Copy or Distribute
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Installation Steps
Intel Smart Connect Technology supports two methods of installation

e Silent
e Manual
For Silent installation, run the command “setup.exe —s”

For Manual installation, run the command “setup.exe”. If prompted for running with
administrative privileges, select yes.

The installation will now begin and the following window is displayed (version removed

in the picture):

Welcome to the Intel(R) Smart Connect
Technology Setup Wizard

The Setup Wizard will install Intel(R) Smart Connect
Technology on your computer. Click Next to continue or
Cancel to exit the Setup Wizard.

Bk | Net | [ contl ]
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Select “Next” and the following window is display:

End-User License Agreement

Please read the following license agreement carefully

INTEL® Smart Connect Technology SOFTWARE LICENSE AGREEMENT
(Single User)

IMPORTANT - READ BEFORE COPYING, INSTALLING OR USING.

DO NOT INSTALL, USE OR LOAD THIS SOFTWARE (DEFINED BELOW) UNTIL
YOU HAVE CAREFULLY READ THE FOLLOWING TERMS AND CONDITIONS.
BY INSTALLING, USING OR LOADING THE SOFTWARE, YOU AGREE TO THE
TERMS OF THIS AGREEMENT. IF YOU DO NOT WISH TO SO AGREE, DO NOT
INSTALL, USE OR LOAD THE SOFTWARE.

“Software” means any computing programming code and any associated
materials that are provided in connection with, under, or subject to this

[]1 accept the terms in the License Agreement

~

Intel Confidential — Do not Copy or Distribute
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Check the checkbox labeled: “I accept the terms in the License Agreement” and select

the “Next” to display:

Custom Setup

Select the way you want features to be installed.

Click the icons in the tree below to change the way features will be installed.

This feature requires 3580KB on
your hard drive.
Browse...
Reset | DiskUsage | Back || Next | cancel

Intel Confidential — Do not Copy or Distribute
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Select “Next” and the following window is displayed:

ntel.

Ready to install Intel(R) Smart Connect Technology

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

Intel Confidential — Do not Copy or Distribute
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Select “Install” and after several progress windows are display, the following window is

displayed:

Technology Setup Wizard

Click the Finish button to exit the Setup Wizard.

Completed the Intel(R) Smart Connect

Cancel

Select “Finish” and the following window is displayed:

|
1

You must restart your system for the configuration
changes made to Intel(R) Smart Connect Technology to
take effect. Click Yes to restart now or No if you plan to
manually restart later,

N

You must select “Yes” to have the installation complete correctly as a system restart is

required.

Intel Confidential — Do not Copy or Distribute
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Verifying Installation

To verify Intel” Smart Connect Technology was installed correctly, follow these steps:

1. Creation of the “Intel” Smart Connect Technology” program item in the “Intel”
program group of the “Start” menu for Windows* 7; “Apps” and “Start” screen
for Windows* 8.

2. Installation and status of the “Intel” Smart Connect Technology” is “Started” in
the “Status” column of the Services tab of the Computer Management
application.

Intel” Smart Connect Technology Configuration

By default, Intel Smart Connect Technology is configured for the following:
e Keep Data Fresh (Periodic Update) turned off in the GUI
e Remote Wake turned off in the GUI
e Default update period of 15 minutes (when Periodic Updated enabled)
e Extended Hours of 10pm to 6am
e Application Whitelist disabled (no registry entry)

The Intel” Smart Connect Technology Configuration Table below lists all of the various
parameters configurable for the Intel” Smart Connect Technology Agent and the
associated default value.

To allow OEMs flexibility in their usage of the Intel” Smart Connect Technology, they
may wish to provide their own override values in the following registry key:

[HKEY_LOCAL_MACHINE\SOFTWARE\Inte\Intel Smart Connect Technology\OEM]

“OEM” denotes those keys in the table. All other keys in the table are in the registry
key:

[HKEY_LOCAL_MACHINE\SOFTWARE\InteI\|nte| Smart Connect Technology\Always Updated]

The Agent reads the registry values when it begins execution after a reboot and if the
values are within the minimum and maximum ranges, the Agent uses those values
instead of the default values.

Intel Confidential — Do not Copy or Distribute 17
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Note: When a registry value is updated, the Intel Smart Connect Technology Agent must

Installation

either be restarted or the system rebooted for the values to take effect.

Table 2-1. Intel Smart Connect Technology Configuration Values

Name Registry Key Min Max Default ul
Daytime Intel” Smart Connect
Technology Update S3SleepDurationSeconds 15 min 60 min 15 min \
Frequency
Night ti Start R
h_'iins'me art Range NightTimeDuskMinutes 0h 00min 24h 00min 22h 00min v
Night time Stop Range h:mins NightTimeDawnMinutes 0h 00min 24h 00min 6h 00min \
Battery Life % before Current OS
disabling Intel Smart DCBatteryThresholdHalt Suspend 95% 15%
Connect Technology setting
SO—Mz.axmmum—tlme-wake- SOWakeDurationLimitSeconds 10 sec 180 sec 45 sec
duration
CPU Thermal Threshold of

40°C below TJ- 45°C below TJ-
when ISCT increases sleep ThermalThresholdCentigrade 60°C below TJ- clow elow
. MAX MAX
duration
WhiteList OEM\WhiteList 10 entries
Audio Settings Delay when . - 2000
AudioDelayMilliS d 0

entering SO-ISCT mode udiobelayMilli-econds (2 seconds)
Periodic Wake Enablement OEM\PeriodicWakePref 0 1 0 Vv
NetDetect Enablement OEM\NetDetectPref 0 1 1
NetDetect / Rapid Start Co- OEM\NDFFSCoExist 0 1 0
existence
Remote Wake Enablement OEM\RemoteWakePref 0 1 0 Vv
Hide “Updates” in “?” menu
and disables automatic EnableCheckUpdate 0 1 1 \
checking

. . 4 for dgview, 2 for
Enable logging LoggingEnabled 0 iSCT.Log 0
Logging Level LoggingLevel 0 16 0

Wake Duration is the amount of time the system spends in the SCT SO state under normal conditions (no thermal issues).

The values SO-Maxiumum-time-wake-duration is used to specify the amount of time allowed for a platform to stay in

ISCT (ISCT-S0) when iSCT determines that it has been in iSCT-SO mode for longer period of time due to large data

transfers. This ensures skin temperature does not exceed Intel thermal guideline

Expose in Ul are the possible values that can be configured in the Intel Smart Connect Technology Ul. The OEM can
choose to display a subset of these values to have a simple Ul to expose minimal configuration to the user.

18 Intel Confidential — Do not Copy or Distribute
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24.1 Automatic Updates
Intel® Smart Connect Technology is designed to notify the user when a software update
becomes available. The notification is sent via a popup balloon in the System Tray Icon
and a message in the user interface. Clicking on the popup balloon will open the Smart
Connect Configuration Utility, if not already open. From there, the user can click on the
message as highlighted in the red box, and be directed to Intel’s download page for
Smart Connect Technology. The user can also choose to ignore this update by clicking
the ‘X’ on the top right corner of the message. If the OEM does not desire this
functionality, the registry entry EnableCheckUpdate in the registry section
(IHKEY_LOCAL_MACHINE\SOFTWARE\InteNINntel smart Connect Technology\Always Updated]) is for OEM to
disable automatic update checking feature on the system. When EnableCheckUpdate =
0, automatic update checking is disabled and the option from the “?” button on the
Configuration Utility Ul is removed.

2.4.2 Remote Wake Registry Setting
The registry entry RemoteWakePref in the OEM registry section
(IHKEY_LOCAL_MACHINE\SOFTWARE\IntehINtel Smart Connect Technology\OEM]) is for OEM to
enable/disable Remote Wake (RW) feature on the system. OEM can configure to
remove RW configuration settings from Intel” Smart Connect Technology Configuration
Utility.

If RemoteWakePref = 0, RW will be permanently "Disabled" and there will not be any
RW settings shown on the Configuration Utility. The end user cannot turn on Remote
Wake.

507303 Intel Confidential — Do not Copy or Distribute 19
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Intel® Smart Connect Technology | (intel
OFF N
Keep Data Fresh :
Periodically wakes your computer from sleep to keep
your content fresh, such as email, social networks,
news and more. Learn more...
'-__'-“‘.*@.nf‘:'.—l e S YT VS T T T TR B THNNERELLS (1L e P LTI el TP

243 Application White List
The Intel Smart Connect Technology provides the ability to control the periodic wake of
the platform or NetDetect enablement by checking prior to entering S3 if an application
is running from a defined list of applications (“White List”).

e If thelist is populated (non-empty), The Intel Smart Connect Technology Agent
will schedule a periodic wake (or enable NetDetect) if one of the applications
defined in the white list is running prior going into S3 mode.

e If no application defined in the white list is running, then no periodic wake is
scheduled or NetDetect enablement performed.

e If the list is empty or non-existing, the Intel Smart Connect Technology Agent
will schedule a periodic wake or enable NetDetect.

The White List is stored in the OS Registry under the key of:

[HKEY_LOCAL_MACHINE\SOFTWARE\Intel\Intel Smart Connect Technology\OEM]

20 Intel Confidential — Do not Copy or Distribute 507303
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in the “WhiteList” string. The list supports a maximum of 10 applications. The ” “ (blank
space) separated entries are the application executable name. The list is read at the
start of the Intel Smart Connect Technology Agent.

Creating OEM Default Values

The Intel” Smart Connect Technology installation process allows an OEM to specify their
default values thru the usage of an INI file at the time that setup.exe is invoked. The
installer will read the contents of the “SmartConnect.ini” file from the current directory
or the directory of setup.exe and populate the OEM registry key with those values.

Below is an example INI file that enables logging to the ISCT log file, enables NetDetect,
NetDetect and Intel’ Rapid Start Technology co-existence, enables Remote Wake and
sets the default sleep duration to 30 minutes.

Note “;”” this comment must remain as the first visible line in the file

Example of a SmartConnect.ini file:
; OEM registry customization settings

[OEM]

PeriodicWakePref=1

NetDetectPref=1

RemoteWakePref=1

NDFFSCoExist=1

WhiteList=REG_MULTI_SZ, "Outlook.exe","wlmail.exe"

Note: the installer does not validate the settings at install time; the Agent does this. If
an entry is not a valid entry (e.g. misspelled) or their values are not within the accepted
range, the Agent does not allow the OEM override and displays an error message in the
log file. The OEM must keep the first two lines the same as in the above example.

Event Logging
The Intel Smart Connect Technology uses the OS Event Log to store log information in
the “Applications” Log. The “Source” field is “ISCTAgent”.

Intel Confidential — Do not Copy or Distribute 21
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245 Intel® Rapid Start Technology Co-existence with NetDetect
Note: This section is not applicable to Bay Trail M/D

When Intel Rapid Start Technology is available on a platform that supports Intel Smart
Connect Technology, the Intel Smart Connect Technology Agent will enable NetDetect
when the platform enters Rapid Start S4 if the following registry settings are created:

®  HKEY_LOCAL_MACHINE \SOFTWARE\InteI\InteI Smart Connect Technology\OEM\NDFFSCoExist = 1

o HKEY_LOCAL_MACHINE \SOFTWARE\Intel\Intel Smart Connect Technology\OEM\NetDetectPref = 1

22 Intel Confidential — Do not Copy or Distribute 507303
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3 Using Intel” Smart Connect Technology

This section details how to use the Intel® Smart Connect Technology on your platform.

3.1 System Tray Icon
The System Tray Icon for Intel Smart Connect Technology provides a convenient
shortcut for invoking the configuration applications and obtaining status.

If you right mouse click (context click) on the icon, the following short cut menu is

displayed with these options:

e Open Configuration Utility opens the Intel Smart Connect Technology Settings
application for general settings and additional information.

e Learn More opens the help file.

e Exijt dismisses the context menu.

« O =

o @ b

« Open Configuration Utility
Learn Mare
Exit

If the System Tray icon displays a yellow bang as shown in the following figure, then an
error has occurred and the user can open the Configuration Utility and go to the Event

History screen to view the issue.

507303 Intel Confidential — Do not Copy or Distribute 23
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Configuration Utility

The Intel Smart Connect Technology Configuration Utility allows configuration of the
sleep duration, extended hours sleep duration, and viewing of the Event History along
with other settings.

To launch the application, select the application “Intel® Smart Connect Technology in
the Start menu (Windows* 7) or Start screen (Windows* 8/8.1)to launch the
configuration GUI. Once launched, the following is presented:

Intel® Smart Connect Technology

OFF

Keep Data Fresh T

Periodically wakes your computer from sleep to keep
your content fresh, such as email, social networks,
news and more. Learn more...

OFF
Allows you to securely wake up this PC from another device
like a tablet, phone or another PC to access files (movies,
music, pictures, etc.) and more. Learn more...
Click here to see a list of applications that can remotely
wake this PC.
L T o R W AN T T T B O W T L | L e g, ST IO = AT s

Note: If Remote Wake is not supported, then the bottom section of the screen will not
be displayed

When Smart Connect Technology GUI is launched for the very first time, both “Keep
Data Fresh” and “Remote Wake” feature will be “OFF” by default (unless overridden in
the registry settings). Users will simply turn “ON” each feature with the respective
ON/OFF buttons. A brief description about each feature is described under each feature
title. User can also get more information about each feature by clicking on the “Learn
more” links.

Intel Confidential — Do not Copy or Distribute 507303
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When the “Keep Data Fresh” button is turned “ON” (switch in the ON position), the GUI
changes to the following:

Intel® Smart Connect Technology

|
Keep Data Fresh I

Choose how often you want your system to update:

m‘ 30 minutes H 60 minutes Save

or Customize Schedule»

Remote Wake =

Allows you to securely wake up this PC from another device
like a tablet, phone or another PC to access files (movies,
music, pictures, etc.) and more. Learn more...

Click here to see a list of applications that can remotely
wake this PC.

L R o AT N L T T RS T IR T e M W TN LS 1)L e, ST R e R TR

Note: If Remote Wake is not supported, then the bottom section of the screen will not

be displayed

Choose how often the system will update. Choose from every 15, 30, or 60 minutes
intervals. This is the minimum setting required to start “Keep Data Fresh”. Click “Save”.

507303 Intel Confidential — Do not Copy or Distribute 25
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For advanced settings, go to “Customize Schedule” for more options. You can set two
more options, setting the hours when updates occur and selecting which days when
updates occur. This screen also has time bars that visually depict the choice while
making the change. This is commonly known as when Intel Smart Connect Technology
enters the Extended Power Savings time. During this time no updates occur to reduce
the power consumed during normal usage hours. If Intel” Rapid Start Technology is
enabled on the platform, the Intel Smart Connect Technology Agent will instruct the
Intel Rapid Start Technology to immediately transition to its low power deep sleep S3
(DS3) state upon entrance to S3. Thus saving additional power (in battery mode). The
Intel Smart Connect Technology Agent will schedule a wake at the end of the time. To
change the days of the week that updates occur, check or un-check the days of the
week at the bottom.

The “Restore Defaults’” button is available to restore to factory defaults. The defaults
are: update frequency every 15 minutes, occurring every day of the week from 6am to
10pm.

When done making changes, click the “Save” button to exit the screen.

Intel Confidential — Do not Copy or Distribute 507303
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I Customize Schedule
Sunday Monday Tuesday  Wednesday Thursday Friday Saturday

N - N - N - N . ) - N - - .
6 AMm o 6 AMm = 6 AM 6 AMa | ‘ 6 AV 6 AM 6 AM= =

10 »_ 10 ‘_ 10 P _ -,-,:.._r_—:_c 10 :-‘-*—: 10 :.-,r.c_w
12 AM 12 AM 12 AM 12 AM 12 AM 12 AM 12 AM

egend: no updates every 30 mir
Legend: no updates every 30 minutes

Update frequency

Updates every: | 30 minutes ~

Hours and Days when updates occur
Start at: [ 6:00 AM b n
endar | 1000PM - [

On: wSun v Mon v Tue vWed v Thu v Fri v Sat

@ Restore Defaults

1L T A S U e RIS et R W T R 11 e T, TR [P T el AT T R TS

Note: If the platform is put to sleep within the Extended Power Savings time, the wake
at the end of the Extended Power Saving time may be slightly later to avoid a short
sleep cycle. For example, start time is 6a and the platform is put to sleep at 5:53a, the
wake time would be 6:08a to avoid a 7 minute sleep cycle.

Once settings are saved, ‘Keep Data Fresh’ will be operational. The Ul will automatically
be redirected to the open screen or what is referred to as the “dashboard screen”. You
can go back and change the settings at anytime by clicking the “Change Settings” link on
the dashboard screen. The dashboard will be empty on the very first use. Once the
system goes to sleep, the dashboard will begin tracking the activity of Intel Smart
Connect Technology.

There are two modes for the dashboard, Consumer and Enterprise mode.

In consumer mode, the dashboard will display this information:
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Intel® Smart Connect Technology

Keep Data Fresh

Last wake event: 6/12/2013 10:17:03 AM
Activity: 22 wake events since 6/12/2013 7:30:02 AM
Media: 18.7KB transferred since 6/12/2013 7:30:02 AM

Email: 1.0KB transferred since 6/12/2013 7:30:02 AM

Last wake event — the time of the most recent wake event when Smart Connect
updated the system

Activity — the number of Smart Connect wakes since the user last put the system to
sleep

Media — the number of media bytes transferred since the user last put the system to
sleep. This is all general TCP traffic. If a browser hosted email application is used, this
will be show here.

Email — the number of email bytes transferred by IMAP or POP3 mail programs since
the user last put the system.
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A slightly modified dashboard will be displayed for enterprise users. Enterprise mode
consists of users that are inside an enterprise domain (platform part of a domain) with
Microsoft* Outlook installed.

Intel® Smart Connect Technology

Keep Data Fresh

Last wake event: 6/12/2013 10:17:03 AM

=

Activity: 22 wake events since 6/12/2013 7:30:02 AM

5

Media: 18.7KB transferred since 6/12/2013 7:30:02 AM
Exchange email: 630 received since 6/12/2013 7:30:02 AM

Other email: 1.0KB transferred since 6/12/2013 7:30:02 AM

Last wake event — the time of the most recent wake e
vent when Smart Connect updated the system

Activity — the number of Smart Connect wakes since the user last put the system to
sleep

Media — the number of media bytes transferred since the user last put the system to
sleep. This is all general TCP traffic. If a browser hosted email application is used, this
will be show here.

Exchange email — the number of Microsoft* Exchange emails received since the user
last put the system to sleep

Other Email — other emails aside from exchange (i.e., POP3 or IMAP), the number of
bytes transferred since the user last put the system to sleep

If Microsoft* Outlook is not installed on the machine, then the “Exchange email” line is
not displayed (hidden).

Intel Confidential — Do not Copy or Distribute 29



®
n te l Using Intel® Smart Connect Technology

For a detailed look at all events, Intel Smart Connect Technology provides a list of
events. Users can easily view this list by clicking on the “Event History” link on the
Dashboard screen.

|
I Event History

Number of events: 22
Event Date Time Duration Activity Data Transferred Infermation Session ID
101703 AM 1 seconds Medha and Emal Updsted  20KB 102 Battery low, 00000000-0000-0000-0000-000000000000 | 4
101702 AM 1 seconds Medha and Emad Updated  1L9KE 1015 System requanes coal down. COO00000-0000- 0000 -COO0- 00000000000
3 1GIT01AM 1 seconds Media and Email Updasted  17KB vt cormection available,  00ODC000-0000-0000-0000-000000000000

1 seconds Media and Ernail Updated  1.6KR BOB0ON00-H000-0000-H000- 000000000000

1 seconds Media and Email Updated  1.5KB DOO0O000-0000-0000-0000- 000000000000

1 seconds L4KB DOOOOA00-0000-0000-0000- H00000ANC0N00

1 seconds Media and Email Updated  1.3KB O0000000-0000-0000-H000-HOCO00NNNN00

6 1 seconds Medsa and Email Updsted  12K8 00000000-0000-0000-0000- 000000000000
M 1 seconds Meda and Email Updated  11K8 00000000-0000-0000-0000-000000000000
1 seconds Mecia and Email Updated  LOKB miart Connect Technology i 00000000-0000-0000-0000-000000000000

1 seconds Meda and Ernal Updsted 9506 be to sllocate system resource D00-0000-0000-000000000000

1 seconds Media and Email Updated 5338 [k Unabie to allacate system resourcs  00000000-0000-0000-0000- 000000000000

1 seconds Madia and Email Updated 7400 o 0OO00000-0000-0000-0000- 000000000000

1 seconds Media and Ernail Updated 6350 DOB0ON00-D000-0000-0000- 000000000000

1 seconds Media and Email Updated 5300 ¢ DOD0O000-0000-0000-0000- 000000000000

1 seconds Media and Email Updated 4255 fc Inted Smant Cannect Technalogy S 00000000-0000-0000-0000- 000000A0C0O00

L seconds Medea and Email Updated 3306 1005 Installation Corrupted, Reinstall or  OOOGO000-000- S0O00-HOO0-DO0AO0000
1 seconds Mecha and Emal Updated 2156 2004: Cannot confagure WLA v 00000000-0000-0000-0000-000000000000
1 seconds Media and Email Updated 1106 2 etworic Detection 00000000-0000-0000-0000-000000000000
T 1 seconds Exchange Email Updated b 00000000-0000-0000-0000- D00000000000
T 3 SERETET 1 eacrnds Rackia rcdated ok » aminte Waka tarity R R T
® ®
e e e e (ST Clemnr RSt N LT T IS TR LS I =TT e

The Event History will provide this information for each event:

Event — which event woke the system from sleep, it can be Timer, User Initiated, OS
Initiated, Network Detected, Remote Wake on LAN, or Remote Wake on WLAN

Date — Date when the event occurred
Time — Time when the event occurred
Duration — the number of seconds the system stayed awake during the update

Note: If Remote Wake is not supported, then the “Session ID” column is not displayed
(hidden).

When users contact their vendor for Intel Smart Connect support, the support
personnel may require the system logs for troubleshooting the issue. The logs can be
retrieved from the “Generate Log’” button in the Event History window.
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The “?” button in the upper right hand corner provides support information for using
Intel Smart Connect Technology.

Intel® Smart Connect Technology

Keep Data Fresh

Last wake event:

Activity: Change Settings »
R Event History »
Email:

OFF  ON

Remote Wake N

Allows you to securely wake up this PC from another device
like a tablet, phone or another PC to access files (movies,
music, pictures, etc.) and more. Learn more...

b a list of applications that can remotely

L R o AT NN L T N RS IR T e M W TN ERELLS 1)L e, ST R e R TR

Help — displays most frequently asked questions
Support — A link to Intel Smart Connect Technology’s Support page
Updates — A link to check for the latest update of Intel Smart Connect Technology

About — displays the version, description, and link to learn more about Intel Smart

Connect Technology

Note: If Remote Wake is not supported, then the bottom section of the screen will not

be displayed
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Turning on “Remote Wake” will allow the user to securely wake up the platform from
another device (if supported on platform). The other device will need to have an
application installed on it capable of remotely waking Intel Smart Connect Technology
Remote Wake enabled PC’s. A list of available ISV applications can be found on the
main screen in the “here” link.

al

n

ON

Remote Wake Il

Allows you to securely wake up this PC from another device
like a tablet, phone or another PC to access files (movies,
music, pictures, etc.) and more. Learn more...

Click here to see a list of applications that can remotely
wake this PC.

e T e 121 e SRl O LI T = e e 2 SR U111t =1
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intel.

Intel Smart Connect Technology is designed to notify the user when a software update
becomes available (if feature is not disabled in registry setting). The notification is sent
via a popup balloon in the System Tray and a message in the user interface. Clicking on
the popup balloon will open the Smart Connect Ul, if not already open. From there, the
user can click on the message as highlighted in the red box, and be directed to Intel’s
download page for Smart Connect Technology. The user can also choose to ignore this

update by clicking the ‘x’ on the top right corner of the message.

@ Update available R X
An update of Intel® Smart Connect Technolegy is
available

Intel® Smart Connect Technology

Keep Data Fresh

Last wake event: 6/12/2013 10:17:03 AM

Activity: 22 wake events since 6/12/2013 7:30:02 AM
Media: 18.7KB transferred since 6/12/2013 7:30:02 AM

Other email: 1.0KB transferred since 6/12/2013 7:30:02 AM

Remote Wake

Allows you to securely wake up this PC from another device
like a tablet, phone or another PC to access files (movies,
music, pictures, etc.) and more. Learn more...

Click here to see a list of applications that can remotely
wake this PC.

®

0 An update of Intel® Smart Connect Technology is available

Change Settings»

Exchange email: 630 received since 6/12/2013 7:30:02 AM Event History »
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33



3.3

34

ntel)

Using Intel® Smart Connect Technology

Content Updating

Once the Intel’ Smart Connect Technology is configured and enabled on the platform,

content updating is performed by the platform periodically waking from S3 (or Rapid

Start S4). The following steps illustrate a typical usage scenario.

1.

Verify configuration settings with the Configuration application

If WhiteList applications are defined, verify one or more of the applications are
running on the platform (Intel Smart Connect Technology will not enable
periodic wake if an application in the WhitelList is not running prior to entering
S3 if Whitelist feature is enabled in the registry).

The platform enters S3 either by the user suspending the platform or the
unattended sleep timer expiring

After the sleep timer expires (value configured in the Configuration application),
the platform wakes from S3 and applications running are given a short period of
time (if network connection exists) to update the content

iSCT waits for a maximum of 15 seconds (20 seconds if VPN connection) for a
network connection to become available. If there is no network connection, it
immediately goes back to sleep.

Once a network connection has been established, iSCT checks if the connection
is to the Internet, if no Internet connection is available, NetDetect is enabled
and the platform goes back to sleep. If an Internet connection is present then
iSCT monitors the network traffic rate to and from the machine. If the traffic
rate falls below 100KB/sec for 10 seconds, iSCT immediately puts the system
back into S3.

If at any time during a wake, the iSCT defined thermal limit has been reached or
the battery has been drained past the defined limit, iSCT immediately puts the
system back into S3.

If the system is running on Battery, and the maximum wake time has been
exceeded, iSCT immediately puts the system back into S3. There is no
maximum wake time when the system is running on AC.
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34.1

34.1.1
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NetDetect Operation

If the platform supports NetDetect (feature of selected WLAN NICs), the platform will
only wake from S3 if a network access point which can be used for connectivity is found
(user specified Access Point is found). This prevents unnecessary wakes from S3 if no
network connection exists prior to the platform entering S3. The following steps
illustrate a typical usage scenario.

1. The Intel Smart Connect Technology Agent determines no network connection
exists prior to the platform entering S3

2. If the user transitions the platform to S3 (manually or via OS unattended timer),
the Agent will require one periodic wake cycle to successfully enable NetDetect
due to OS limitation of time allowed for Agent to transition to S3.

3. Once the periodic wake occurs, and the iSCT Agent finds that no network is
currently available, it will configure NetDetect in the WLAN NIC and the request
OS to transition platform to S3.

4. Platform remains in S3 until the WLAN card detects an AP with a SSID that is
configured for ‘Connect automatically”. Upon detection, the platform is
awoken and application content update occurs.

5. Because a network connection is found, periodic wake is configured and
NetDetect disabled.

6. Ifin the following periodic wake, network connection is not found, then
NetDetect is enabled, platform is placed in S3 and platform will not wake until a
user specified Access Point is found.

Note: if Intel” Rapid Start Technology is enabled on the platform and active,
NetDetect will not be enabled during the extended hours period.

Radio On/Off Handling with NetDetect

Systems with HW Switch Radio On/Off

If the WLAN radio is turned off prior to entering S3 and the platform leaves the radio
powered in S3, then when the user upon turns the radio back on in S3, NetDetect will
begin scanning for user configured Access Points if the turning on of the switch causes
the platform to wake to SO-ISCT.
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3.4.1.2 Systems with Function Key Radio On/Off

If the WLAN radio is turned off prior to entering S3, Intel” Smart Connect Technology
Agent will not set either the timer or NetDetect. A soft switch has no ability to be turned
on when the system is in S3. In this case, iSCT will not set either the timer or net detect

and the system will not wake.

36 Intel Confidential — Do not Copy or Distribute 507303



n ® >
Intel® Smart Connect Technology: Remote Wake ‘ l n te I

4 Intel” Smart Connect Technology: Remote
Wake

Note: This section is not applicable to Bay Trail M/D or platforms that do not support
Remote Wake

This chapter provides setup and reference guide to test Intel” Smart Connect
Technology feature of Remote Wake on Shark Bay platforms for Microsoft* Windows*
8/8.1 (32- or 64 bit) operating system.

4.1 Remote Wake Housekeeping Service
If the LAN or WLAN device is not able to send 5 Keep Alive packets in a row, the device
will generate a platform wake (PME#) to reset the network device OS stack and possibly
resolve networking issues. This wake will show up in the Intel® Smart Connect
Technology log as “Remote Wake Housekeep Service”.

In addition to the Keep Alive failure wake, a “once-a-day” wake is also scheduled to
occur.

4.2 Remote Wake via LAN support (RW)
Remote Wake via Intel LAN device is managed by the Intel” ME in the S3/54 state. The
Intel” ME requires M3 support to remain on in the S3/54 state. To enable this in the
Intel” ME, the “Service Advertisement and Discovery” needs to be enabled when the
Intel” ME settings are configured for the platform as the following example shows.
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Intel® Smart Connect Technology: Remote Wake

E Untitled xmil - Flash Image Tool 8.1.01220 o |[E]&
File Build Help
D d ﬁ[ln!el (R} 7 Series Chipset = hmal {R) QM77 - Mobile ~|
-3 Flash Image Parameter Value | Help Text |
-3 Descriptor Region Enable Intel (R) St M eabilit te f ent able . AM
() Descriptor Map Manageability Application Permanently Disabled? No Setting this to Yes permanently disables all manageability application fe.
1 Component Section PAVP Permanently Disabled? Mo Select whether Protected Audio Video Path (PAVP) is permanently disab...
- Master Access Section KVM Permanently Disabled? No Select whether KVM is permanently disabled.
[ PCH Straps TLS Permanently Disabled? No Select whether TLS is permanently disabled. ; ;
) Upper Map Inte! (R) Anti-Theft Technology Permanently Disabled? Mo Select whether Intel (R) Anti-Theft Technelogy is permanently disabled.
= Intel (R) ME Network Service Permanently Disabled? No Select whether Intel {R) ME Network Service is permanently disabled.
&-(0 VSCC Table Service i and Discovery Disabled? Mo Select whether Service Adventisement and Discovery is permanently disa...
(] OEM Section
[%) PDR Region Manageability Application Enable/Disable Enabled Select whether or not Manageability Application is enabled or disabled.
(3 GbE Region
=43 ME Region
-3 Configuration
Lo ME

3 Power Packages
(] Festures Supported
(1 Manageability Application
([0 Intel (R) Anti-Theft Technolo
(L3 ME Debug Event Service
(3 Setup and Configuration
-3 ICC Data
120 BIOS Region

« it C

Flash Image\ME Region\ Configuration\ Festures Supported

Note: Not all Intel® ME SKUs support enabling Remote Wake via Intel LAN device. If the
feature is not available in the utility shown above, contact your Intel® ME
representative for more information.

Remote Wake Testing

Test Components

Two PCs are required for end-to-end testing. One, as shown on the left below, installed with the
Remote Wake components and another, as shown on the right for an application to issue a
wake request. Both PCs require Internet access without proxiy servers or VPNs. The Remotely
Wake-able machine should not have set a BIOS or HDD password if hibernate is being used for
testing. Additionally, laptops in Sx will power down the LAN interface on Battery / DC mode.
Therefore testing using the LAN interface requires the laptop operates on AC power. WLAN
supports both AC and Battery / DC modes.

The Remote Wake Test framework requires Intel’s MeshCentral Agent to be installed on the test
platform. For more information on Remote Wake testing with MeshCentral, consult the
document: 514349 Intel(R) Smart Connect Technology Remote Wake Using MeshCentral.
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Intel” MIE Co-existence with Intel” Smart
Connect Technology

5.1

Note: This section is not applicable to Bay Trail M/D

Intel® Smart Connect Technology does not have any dependency on Intel” MEI driver or
Intel ME FW. Additionally Intel” Smart Connect Technology does not consume SPI flash
space. The Intel” Centrino” Wireless NetDetect feature is resident in the FW of the
WLAN NIC.

Intel” ME WLAN Provisioning

When the Intel” ME is provisioned for WLAN support during its M3 state and the platform
is on AC, NetDetect will not be functional as the Intel” ME will take ownership of the WLAN
card. The following table illustrates the Intel” ME states and provisioning modes that effect
Intel” Smart Connect Technology and NetDetect operations.

Table 5-1. Intel” ME Co-existence with Intel’ Smart Connect Technology

507303

System Intel’ ME Intel WLAN Provisioned Power Intel’ Smart NetDetect
State State Ownership State Connect Available
Technology

SO MO Host Yes AC Yes Yes
S3 M3 ME Yes AC Yes No
sS4 M3 ME Yes AC Yes No
S3 Moff Host Yes AC Yes Yes
S4 Moff Host Yes AC Yes Yes
S3 Moff Host Yes Battery Yes Yes
S4 Moff Host Yes Battery No Yes
S3 M3 Host No AC Yes Yes
sS4 M3 Host No AC No Yes
S3 Moff Host No Battery Yes Yes
S4 Moff Host No Battery No Yes

Note: Periodic wake is not available in the System State of OS S4 (Hibernate). If Intel®
Rapid Start Technology is supported, then its S4 state is supported. NetDetect is only
available in the S4 system state if the platform supports leaving power to the WLAN
card in the S4 system state.
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Troubleshooting

6 Troubleshooting

This section lists some steps that can be used to verify that your system is configured

correctly for the Intel” Smart Connect Technology to work.

1)

Verify the Intel Smart Connect Technology Agent (ISCT Always Updated Agent) is
started in the Services tab of the Computer Management application. If the Agent
is not running (“Started” does not appear in the “Status” column), right click and
select the “Start” operation. If the Agent still does not start, verify that the BIOS
APCl method GABS returns a 1 for bit 0. This indicates to the Agent that Intel Smart
Connect Technology is enabled on the platform.

File Action View Help
e HEEH= HE » = nw
A (;nmputerManagEment (Local| . Services Actions
4 [} System Tools » T —
 (© Task scheduler ISCT Always Updated Agent Name Description  Status  StatupType  LogOndAs  * . ;
> [ Event Viewer "} Disk Defragmenter  Provides Dis... Manual Local Syste. ki
bl Sterd foidee Stop the service & Distributed Link Tr... Maintainsli.. Storted  Automatic  Local Syste.. ISCT Alwa... =
> & Local Users and Groups|| Restart the service »
y -é(';‘w P bamanes «: Distributed Transa... Coordinates... Manual Network S... More .. ¥
;‘; Device Manager 4 DNS Client The DNS Cli...  Started Automatic Network S...
2 Storsge ;. DW WLAN Tray Se.. Providesau.. Started Automatic Local Syste.. —
29 Disk Management % Encrypting File Sy..  Provides th... Manual Local Syste...
4 By Senvices and Applications (i Extensible Authen... TheEdtensi.. Started  Manual Local Syste.. | =
i Services o Fax Enables you... Manual Network S...
ﬁé WMI Centrol ‘. Function Discover... The FDPHO... Manual Local Service | |
£ Function Discover... Publishes th... Manual Local Service
2 Group Policy Client Theservice.. Started  Automatic Local Syste...
. Health Key and Ce... Provides X.5... Manual Local Syste..
% HomeGroup Liste.. Makes local... Manual Local Syste..
i HomeGroup Provi... Performs ne... Manual Local Service
i HsfXAudioService  User-mede.. Started Automatic Local Service
% Human Interface... Enables gen... Manual Local Syste...
54 IKE and AuthIP IPs... TheIKEEXT .. Manual Local Syste...
4 Intel(R) PROSet M... Thelntel(R) ... Started Automatic Local Syste..
% Intel(R) Rapid Stor... Provides sto.. Started Automatic (D.. Local Syste..
i Interactive Service... Enables use... Manual Local Syste...
% Internet Connecti...  Provides ne... Disabled Local Syste...
L5 1P Helper Providestu...  Started Automatic Local Syste...
GiIPsec Policy Agent  Internet Pro.. Started Manual Network S...
- KtmRm for Distrib... Coordinates... Manual Network S...
% Link-Layer Topolo.., Creates a M. Manual Local Service
i Media Center Exte... Allows Med... Disabled Local Service
‘ I + | Extended { Standard

507303

Verify that the Intel Smart Connect Technology Configuration Utility has “Keep Data
Fresh” slider control in the “ON” position as shown below (state of the “Remote
Wake” slider does not matter):
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Intel® Smart Connect Technology

Keep Data Fresh .

Last wake event:

Activity: Change Settings »
Media: Event History »
Email:

ON

Remote Wake -,

Allows you to securely wake up this PC from another device
like a tablet, phone or another PC to access files (movies,
music, pictures, etc.) and more. Learn more...

Click here to see a list of applications that can remotely
wake this PC.

L T A N I BRI TR LT R U TN BRI 1115 e e T I N TR

Note: If Remote Wake is not supported, then the bottom section of the screen will
not be displayed

If the above two steps are successful and the platform does not wake or only wakes
once or the sleep duration is not as expected, verify the following by checking the
“Source” column of the Event Viewer Application Log for the Intel Smart Connect
Technology Agent entries.

1. AHID event was received upon resume from S3. This could be caused by a
“virtual keyboard” application that sends a HID event upon resume from S3 or
the EC/BIOS reports a HID event in the _WAK ACPI method. If the HID event is
received, the Event Viewer will have the following entry:
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File Action View Help

= 7EH

& Computer Management (Local
4 |} System Tools
& (D) Task Scheduler
a 3] Event Viewer
i Ly Custom Views
4 [ Windows Logs
=] Application
& Security
=] Setup
5] System
[ Forwarded Even
» [ Applications and Se
4 Subscriptions
I» @ Shared Folders
i &% Local Users and Groups
» (%) Performance
=4 Device Manager
4 3 Storage
= Disk Management
4 [y Services and Applications
= Services
&5 WMI Control

Level Date and Time Source EventID Task Category e
@)Inﬁjrmatmn 7/21/2011 12:23:52 PM LoadPerf 1000 Mone =
(D Information 7/27/2011 12:23:52 PM LoadPerf 1001 Mene
/&, Warning 7/21/2011 12:22:21 PM ISCT Agent 1002 (1)
/1, Warning 7/27/2011 12:22:21 PM I5CT Agent 1002 (1)
®Inﬁjrm ation 7/21/2011 12:22:21 PM ISCT Agent 1001 (1)
(D) Information 7/27/2011 12:22:21 PM I5CT Agent 1001 (1)
(Dlnﬁjrmatmn 7/21/2011 12:22:21 PM ISCT Agent 1001 (1)
@Im‘orm ation 7/21/2011 12:22:17 PM I5CT Agent 1001 (1)
/& Warning 7/21/2011 12:22:17 PM ISCT Agent 1002 (1)
/1, Warning 7/27/2011 12:22:17 PM I5CT Agent 1002 (1)
@Infurm ation 7/21/2011 12:22:17 PM ISCT Agent 1001 (1)
®Im’orm ation 7/21/2011 12:22:17 PM I5CT Agent 1001 (1)
@Inﬁjrm ation 7/21/2011 12:22:17 PM ISCT Agent 1001 (1)
(D) Information 7/27/2011 12:22:17 PM ISCT Agent 1001 (1)
@Infnrm ation 7/21/2011 12:22:17 PM ISCT Agent 1001 (1)
/2, Warning 7/27/2011 12:21:45 PM I5CT Agent 1002 (1)
@Inﬁjrm ation 7/21/2011 12:21:39 PM ISCT Agent 1001 (1) =i
Event1001, ISCT Agent
General | Details
@ Friendly View =) XML View

+ System
- EventData

CAgentStatezWaitWhileUpdatingThenSleep HID event

detected; E_STATE was [STATE_SO_ISCT]

Actions

Application &

= Open..
¥ Creat..
Impor...
Clear ...
T Filter...
[ Prope..
& Find...
4 Save..
Attac...
View 4
|G Refresh

H Help »

Event 1001.. &

[E Event..
T Attac...
By Copy P
H Save S...

|G Refresh

EH Hep »

2. If you never see a wake after setting a sleep duration in the GUI and you have
the Whitelist enabled in the Registry for Intel Smart Connect Technology, verify

that one of the applications listed in the registry is running prior to placing the

platform into S3. For more information on Whitelist, refer to section on
Application Whitelist usage.

3. If the above step is okay, verify that a wake was scheduled by the Agent by

looking for the following entry in the Event Viewer:
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File Action View Help

|2

;g' Computer Management (Local
a [} System Tools
i (@) Task Scheduler
a [&] Event Viewer
b [ Custorn Views
4 [ Windows Logs
£ Application
& security
] Setup
& System
| Forwarded Eveni
Applications and Se

|4 Subscriptions
i & Shared Folders
»» &% Local Users and Groups|
» (8) Performance
& Device Manager
4 [ storage
(27 Disk Management
s Services and Applications

.

£ Services

51 WMI Control

1 1, 3

Level Date and Time Source Event1D Task Category etk
(i) Information 772172011 12:21:39 PM ISCT Agent 1001 (1) 0 Application &
@Informatlon 7/27/2011 12:14:02 PM ISCT Agent 1001 1) & Open..
arning 7/27/2011 12:14:02 PM ISCT Agent 1002 (1) >
/i Warning 7/27/2011 12:14:02 PM ISCT Agent 1002 (1) Imgors
(D) Information 7/27/2011 12:14:02 PM ISCT Agent 1001 (1) Clear ...
i\ Warning 7/27/2011 12:14:02 PM ISCT Agent 1002 (1) ¥ Fiter...
/&, Warning 7/27/2011 12:14:02 PM ISCT Agent 1002 (1) El ipeds
®Inform ation 7/27/2011 12:14:02 PM ISCT Agent 1001 (1) i
() Information 7/27/2011 12:14:02 PM ISCT Agent 1001 (1) 88 Find..
(D) Information 7/27/2011 12:14:02 PM ISCT Agent 1001 (1) I Save..
@Informatlon 7/27/2011 12:14:01 PM ISCT Agent 1001 (1) Attac...
() Information 7/27/2011 12:13:18 PM ISCT Agent 1001 (1) .
(D) Information 7/27/2011 12:13:16 PM ISCT Agent 1001 (1) View ¥
iWammg 7/27/2011 12:13:16 PM ISCT Agent 1002 1) G Refresh
/& Warning 7/27/2011 12:13:16 PM ISCT Agent 1002 (1) B Hen b
(i) Information 7/27/2011 12:13:16 PM ISCT Agent 1001 (1) =
Event1001.., =
Event 1001, ISCT Agent x D .Event
General | Details B Attac..
@ Friendly View ) XML View Bz Copy »
| Saves.
+ System |3 Refresh
- EventData H e
CAgentState:PreparingForSuspend ISCT Suspending
]

4. |If the observed sleep duration is greater than the value set in the GUI, the

reason is that the Agent takes into thermal conditions for the actual sleep time

and if on battery, the current battery charge level.

5. For otherissues, the ISCT Agent entries in the Event Viewer may provide
information about how the Intel” Smart Connect Technology Agent is working.
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File Action View Help
| X
= [?Dr:puter Itﬂran‘agament fhaca Level Date and Time Source EventID Task Category = Actions
st ‘
“ _é é Te;:k S°:hz - (DInformation 7/27/2011 12:22:07 PM I5CT Agent wor @) L1 | appiication
b
+ (] Event Viewer (DInformation 7/27/201112:22:17 PM ISCT Agent 1001 (1) = Open..
b —\‘i’ o e ®Informatmn 772172011 12:22:17 PM I5CT Agent 1001 ) ¥ Crest
" _!_ Windows Logs @Infcrmat\on 7/27/2011 12:22:17 PM ISCT Agent 1001 1) = ;
{5 Application Warning 7/27/2011 12:21:45 PM ISCT Agent 1002 (1) ot
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- Subscriptions () Information 7/21/201112:14:02 PM ISCT Agent 1001 (1) I save..
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In addition to the Event Viewer, the “Event History” of the iSCT Configuration
Utility can be used. The following shows a detailed list of wake events and their
reasons:
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1 seconds
1 seconds
A 1 seconds
1 seconds
1 seconds
1 seconds
1 seconds

Media and Email Updated 7400
Mactia and Email Updated 635

Media and Email Updated 321
Medss and Email Updsted 2
Media and Email Updated 1106
Exchange Email Updated  Sb

[ R——

o 0OO00000-0000-0000-0000- 000000000000

AR AN

¢ QOO0OD00-0000- 000-HO00- DOOO00N0CH00
¢ 00000000-0000-0000-0000- 000000000000

Troubleshooting
I Event History
Number of events: 22
Event Date Time Duration Activity Data Transferred Infermation Session ID

1 seconds Mecka and Email Updated  20K8 1020 Battery low. DODD0DO0-0000-0000-0000-000000000000 |+ |
1 seconds Miedia and Email Updated  L9KE % System requares cocl down. DO0D0000-0000-0000-0000-D00000000000
1 seconds Media and Email Updasted  17KB vt cormection available,  00ODC000-0000-0000-0000-000000000000
1 seconds 16K ¢ DODDON00-0000-0000-0000.000000000000

A 1seconds 15K D0000000-0000-0000-0000- DI00N0D00000
1 seconds 14K HOB00C00-0000- H000-0000-HH00D0B00000
1 seconds 13K 4 Unable to DO000D00-0000- 0000-0000- 000000000000
1 seconds 12K8 1013 Unsbile to put © D0000000-D000-0000-0000-C00000000000
1 seconds 11K DO00G000-0000-0000-0000-000000000000
1 seconds Meedia and Email Updated  LOKB 12 Intel Smant Connest Technology b 00000000-0000-0000-0000-000000000000
1 seconds Med and Emal Lpdated 9505 1: Unsble to sllocate system resourcs G000000-0000-0000-0000-D00000000000
1 saconds Media and Email Updated 8450 1010 Unabée to aliocate system resourer  D00D0000-0000-0000-0000- 000000000000

DOO0O000-0000-0000-0000- 000000000000
DOO0OA00-H000- 0000-0000- D00000ANC00

00000000-0000-0000-0000-000000000000
LOO00000-000C-0000-LOOC- 000000000000

[ et oo [E

T T = T § v T

Enabling Logging

As mentioned above the Event Viewer provides logging information about Intel

Smart Connect Technology Agent, however this information may be difficult to read
and export for assistance.

An alternative to the Event Viewer for logging information is the iSCTLog.txt file in
the C:\ProgramData\Intel\iSCT directory. Note that the “C:\ProgramData” directory
is hidden. This log file uses a circular buffer and after the file size reaches 5MB, the
old data is removed (at the beginning of the file).

For troubleshooting, it is recommend enabling additional logging information by
adding two registry entries:

o “LogginglLevel” with a DWORD value of 0x10
e “LoggingEnabled” with a DWORD value of 0x7

These registry entries are illustrated in Figure 6-1. For more information on the
registry settings for the Intel Smart Connect Technology refer to the reqistry section
of this document.
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Troubleshooting

Figure 6-1. Logging Registry Settings
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File Edit View Favorites Help

| Infinst

| Intel Smart Connect Technology

4 - |, Always Updated
). External
). Internal
J. Training

). Instant On

L. OEM

IntelAMTUNS

IRST

KMD

MediaSDK

Picon

Prounst!

PSIS

Services

WiFiDrivers

Wireless

WirelessAssistant

WirelessCommon

WirelessDriver

a—

A R

il K

-

n

Name

ab) (Default)

4l LoggingEnabled

ogginglLevel
ightTimeDawnMinutes

| NightTimeDuskMinutes
eriodicWakeEnabled
%4535leepDurationNightSeconds
3SleepDurationSeconds

4 S3SleepDurationWeekendSeconds
akeOnRemoteWakeEnabled
leekendDays

Type

REG_SZ
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD

Data

(value not set)
0x00000007 (7)
0x00000010 (16}
0x00000168 (360)
x00000528 (1320)
0x00000001 (1)
0x00015180 (86400)
0x00000384 (300)
0x00015180 (86400)
(0x00000000 (0)
(0%00000000 (0)

[Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Intel\Intel Smart Connect Technology\Always Updated
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Intel CRB BIOS Settings

Intel CRB BIOS Settings
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This section details the BIOS Settings for the Intel CRB to enable Intel® Smart Connect

Technology.

From the “Main” setup BIOS screen, select the “Advanced” tab.

Aptio Setup Utility - Copyright (

» Intel(R) Smart Comnect Technology

09 fimerican Hegatrends, Inc.
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Select “Intel(R) Smart Connect Technology Configuration” and change “Disabled” to

“Enabled”.

ISCT Configuration

Aptio Setup Utility - Copuright (C) 2009 fimerican Megatrends. Inc.

[Disabled]

— ISCT Configuration —
Disabled
Enahled
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For each of the items in the Intel Smart Connect Technology options, set them to “Enabled”.

Intel CRB BIOS Settings

Aptio Setup Utility - Copyright (C)

ISCT Configuration [Enabled]

fimer ican Megatrends, Inc.

Press “F4” to save the settings and reboot the CRB.
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